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ABSTRACT

This paper considers standard T-interval dynamic networks, where
the N nodes in the network proceed in lock-step rounds, and where
the topology of the network can change arbitrarily from round
to round, as determined by an adversary. The adversary promises
that in every T consecutive rounds, the T (potentially different)
topologies in those T rounds contain a common connected subgraph
that spans all nodes. Within such a context, we propose novel
algorithms for solving some fundamental distributed computing
problems such as Count/Consensus/Max. Our algorithms are the
first algorithms whose complexities do not contain an Q(N) term,
under constant T values. Previous sublinear algorithms require
significantly larger T values.

1 INTRODUCTION

Model and assumptions that we adopt. This paper considers stan-
dard synchronous T-interval dynamic networks [2—4, 9, 12, 16, 22].
Under this synchronous timing model, nodes in the network pro-
ceed in lock-step rounds, all starting from round 1. The topology
of such a dynamic network can change arbitrarily from round to
round, as determined by an adversary. The algorithm does not know
the topology in each round. Let X; denote the topology in round i
(i > 1). We consider oblivious adversaries as in [3, 4, 12, 15], where
the adversary determines all the X;’s for i > 1, before the algorithm
starts execution and without the adversary seeing the outcomes
of the random coin flips in the algorithm. Under the T-interval
model, the adversary promises that for every i > 1, the topologies
X; through Xjy1_; contain a common connected subgraph that
spans all nodes. Hence one can intuitively view ﬂ?g_lX j as a sta-
ble “backbone” of the network in those T rounds. (The algorithm
does not know Nt €_1X j.) Except this constraint, the topologies
X;j through Xj,1_1 can still be arbitrarily different from each other.
Smaller T implies the network being more dynamic, and makes it
harder to design algorithms. Despite the changing topologies, the
set of nodes in the system is always fixed, and there are total N
nodes. The algorithm knows neither N nor any upper bound on
N. Each node has a unique id of size O(log N).! Without loss of
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'Having such ids do not give nodes a polynomial upper bound on N, because only
the largest id among the N nodes translates to a polynomial upper bound on N.
Determining the largest id in the system is non-trivial, and is at least as hard as the
LeaderElection problem (see later) that we intend to solve.
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generality, we assume all ids are non-zero. For sending/receiving
messages, we consider the local broadcast CONGEST model as in
[1, 2, 16, 27]: In each round, a node first does some local processing,
and then chooses a single message of size O(log N) and sends that
single message to all its neighbors. (A node cannot send different
messages to different neighbors.) At the end of each round, a node
receives all the messages sent by all its neighbors in that round. A
node does not know its neighbors in a round, until after it receives
messages from those neighbors.

For a given dynamic network, we say that u 5w, if either
w = u or node w is a neighbor of node u in round r. The dynamic
diameter [12, 22] (denoted as D) of a dynamic network is defined to

be the smallest D, such that for all » > 1 and all nodes u and w, there

. r r+l1 r+2 r+D-1
exists x1 through xp_; whereu - x; — xp — ... —— w.

Intuitively, this means that every node can causally influence every
other node within D rounds, which is a natural generalization of
diameter in static networks. For a T-interval dynamic network, D
can range from 1 to N — 1. Note that the algorithm knows neither
D nor any upper bound on D.

Problems we consider. Within such context, we consider a number
of fundamental distributed computing problems:

Count: All nodes aim to output N.

LeaderElection: All nodes should output the id of some com-

mon node (i.e., the leader).

e Consensus: Each node starts with some input of O(log N)
size. All nodes should output some common decision value,
which must be one of the N inputs.

e Max/Sum: Each node starts with some input of O(log N)

size. All nodes should output the maximum/sum of all the

N input values.

ConfirmedFlood [31]: One designated node wants to dissem-

inate its O(log N)-size input to all N nodes. It should output

“done” after all nodes have received its input. Other nodes

output nothing.

We will use time complexity as the measure of goodness of an
algorithm, which is the number of rounds needed for all nodes to
output (or the designated node to output, for the ConfirmedFlood
problem) and further terminate in that algorithm, under the worst-
case input and worst-case adversary.



Existing results on these problems. Except [17], existing
approaches [12, 16, 22] for solving the above problems under our
settings all have Q(N) time complexity,? regardless of the value
of T. Most of these prior works actually focus on the token dis-
semination problem [12, 16], and then the earlier problems can be
solved as a by-product of solving token dissemination. In token
dissemination, each node starts with some token/input of O(log N)
size, and the goal is to let every node see all N tokens/inputs. The
nodes can then apply various functions on the N inputs to solve
all the earlier problems. Obviously, with maximum message size
of ©(log N), a constant-degree node always needs Q(N) rounds to
get all the tokens.

When the dynamic diameter D is large (e.g., D = ©(N)), it is
obvious that solving the above problems requires Q(N) rounds,
regardless of whether we take the token dissemination route. The
reason is simply that all these problems fundamentally entail each
node “hearing from” at least a majority of all the N nodes, hence
requiring Q(D) rounds. On the other hand, when the dynamic
diameter D is small (e.g., D = O(log N)), there is no lower bound
preventing us from achieving o(N) complexity.>

In fact, recently, Jahja and Yu [17] have proposed sublinear-
complexity algorithms for solving these problems, with a time com-
plexity of O(D?log? N). Here D is the backbone diameter* of the
T-interval dynamic network. These are the only algorithms known
so far, whose time complexities do not contain an Q(N) term. Un-
fortunately, these algorithms only work when T > coD? log? N for
some positive constant c¢. In fact, their algorithmic framework [17]
fundamentally entails T = Q(D): Their framework first computes
certain paths of length up to D in the network, and then transfers
the value from each node along such pre-computed paths, with
proper aggregation along the way. The value of T needs to be Q(D),
so that some of these paths can be stable for Q(D) rounds and do
not get disrupted, after the paths are computed and before the
transfer completes.

Our main results. This paper explores, under constant T val-
ues, the possibility of solving the earlier problems in sublinear
complexity with respect to N. (Smaller T makes it harder to de-
sign algorithms.) To this end, we propose novel randomized al-
gorithms for solving Count/LeaderElection/Consensus/Max/Sum/

ConfirmedFlood with O(DN 7 polylog(N)) time complexity, as long

as T > 4 and the required error probability € = Q(m) for
some polynomial poly(N).

Compared to the sublinear-complexity algorithm in [17] that
requires T > coD? log? N, we believe that our results for such con-

stant T values shed new light on the complexities of these problems

2Some of these algorithms are designed for adaptive adversaries instead of for oblivious
adversaries. Adaptive adversaries are harder to deal with than oblivious ones. The
complexity of these algorithms remains Q(N) under oblivious adversaries.

3We note that existing algorithms [12, 16, 22] for these problems typically describe
their complexities as a function of N, instead of as a function of both N and D.
Nevertheless, their complexities remain Q(N) even if D is as small as O(1). Hence
even if one were to describe their complexities as a function of both N and D, that
function would still contain a Q(N) term.

4Specifically, let H, be the stable backbone of the dynamic network that persists from
round r through r + T — 1. Note H, is a static graph. Then D is the maximum diameter
among all these H,’s, for r > 1. When T > D, the dynamic diameter D is always no
larger than the backbone diameter D.

in dynamic networks, since smaller T values bring out the full dy-
namism in dynamic networks. Designing sublinear algorithms or
obtaining linear lower bounds for 1 < T < 3 will be our future
work.

General approach (for which we do not claim novelty or contribu-
tion). Let us use our Count algorithm as an example to explain i)
the general approach we take, and ii) our novel techniques. We take
the following general approach: Our Count algorithm first lets each
node become a sink with about 1;;5—155 probability independently,’
which will result in a total of about N7 log N sinks. Each of N
nodes next starts with a value of 1.0, and does a random walk from
itself. (Our final results will not depend on mixing time.) A node’s
value gets transferred hop by hop along the walk. Two walks merge
if they collide, and the values carried by them also get summed up.
Once a value reaches a sink; it stays there. Note that during this
process, the sum of all the values in the system is always N. Finally,
every sink sums up all the values it receives, and disseminates the
sum to all nodes. Every node then adds up all the sums that it has
seen from all the sinks, as the final count. The final count will be
exactly N if: i) the value from every node reaches some sink, and ii)
all sinks successfully disseminate their respective sums to all nodes.
Compared to the algorithmic framework in [17], this approach does
not have stringent requirements on T.

Our novel techniques. The above general approach has been
widely used before (e.g., [3]) in dynamic networks, and we do not
claim any novelty or contribution for that. Prior works however
do not solve Count (or other problems we consider) in sublinear
complexity, regardless of how small D is. In fact, a naive implemen-
tation of this approach would require prior knowledge of N and D,
and would furthermore result in quite large time complexity. Our
contributions hence are the following novel techniques, which en-
able computing Count in sublinear-complexity via this well-known

approach:

o (Elaborated in Section 3.1 and 3.2.) We need each random
walk to reach some sink fast. Researchers have mainly con-
sidered two types of random walks in dynamic networks:
simple random walks [5-8, 13, 29] and max-degree random
walks (lazy random walk) [3, 7, 8, 14]. Unfortunately, both
types will take too long to reach sinks. We propose a simple
generalization, called p-bounded-probability random walk
(or p-BRW), which can reach sinks faster with proper p.
Next, implementing random walks in a T-interval dynamic
network is generally difficult, because in each round a node
u knows its neighbors only after it has received messages
from them. Hence u cannot simply examine its neighbors,
and then direct the walk to some random neighbor: By the
time this happens, u’s neighbors may have already changed.
Existing works have not dealt with this issue: They either
analyze the random walk without worrying about imple-
mentation [7, 8, 14, 29], or they assume each node knows
its neighbors beforehand [3, 5, 6, 13] (which would deviate
from the standard T-interval model). In our design, when
node u tries to direct the walk to node v, if v is no longer

SNaively doing these steps would require knowledge of N and D. We overcome this
key difficulty later.



u’s neighbor, we let the walk remain on u. We show that the
resulting behavior still maps to a proper p-BRW on some
(new) dynamic network that is derived from the original
dynamic network. As a caveat, this no longer works when
u’s degree is too large — we deal with that separately.
(Elaborated in Section 3.3 and 3.4.) We propose a novel and
elegant soundness checking mechanism to enable a node w
to determine, in sublinear complexity, whether it has “heard
from” all nodes in the system. Since such functionality is
rather basic/fundamental, our mechanism can be potentially
useful elsewhere too. Our mechanism first lets the nodes
distribute/replicate shares (as well as inverse of these shares)
among themselves, where each share is chosen randomly
from the group Z, for some prime number p. This is done
in such a way that i) all shares in the system add up to 0,
and ii) if no node has a degree larger than or equal to p, then
for any given subset of the nodes, with probability 1 — %
the sum of the shares held by those nodes will not be 0. Our
Count algorithm then computes the sum of all these shares,
together with the sum of all the initial 1.0 values from the
nodes. This means that node w “sees” a certain value iff w
“sees” the corresponding shares. Finally, w can judge whether
it has “heard from” all nodes, based on whether all the shares
it sees add up to 0.

We are not aware of any existing work that uses the idea of
random shares for solving Count or related distributed com-
puting problems. Random shares have been widely used for
secret sharing (e.g., [18, 30]), where for example, all shares
are needed to recover the secret, while any subset of the
shares does not leak the secret. Secret sharing aims for se-
curity/privacy, and has been mostly studied on static net-
works with clique topologies. Because of this, our way of
distributing/replicating the shares in dynamic networks with
arbitrary topologies, as well as our final guarantees, is quite
different from secret sharing.

(Elaborated in Section 3.5.) In our algorithm, some node u
(e.g., if u is close to all the sinks) may pass the soundness
checking much earlier than some other node w, in which
case u may output the final count much earlier than w. This
makes it challenging for the nodes to properly terminate:
If node u immediately terminates upon outputting the final
count, then node w may not be able to compute the correct
count any more. In fact, the early termination of all such
u’s could even partition the network. It is far from obvious
how to overcome this: It seems that node u should terminate
only after all other nodes have already output. To do so,
the system needs to count the number of nodes that have
already output. But during this second counting process,
again, node u may complete the counting faster and then
terminate, before node w completes the counting. This again
causes problem for w.

We propose a novel design of dual-schedule termination, to
enable the nodes to properly and efficiently terminate. When
anode u first outputs the final count in round ¢, it schedules
a slow termination for all nodes in the system, where the
slow termination will happen in round ¢ + N. Next node u

invokes a trivial variant of our Count algorithm to compute
the total number M of nodes that have already received such
scheduling. When nodes u sees M = N, it will schedule a
second fast termination for all nodes in the system. With this
design, it is still possible for a node to terminate, when some
other nodes are still running the algorithm. Nevertheless, we
will show that i) the termination of one node will never affect
the correctness of the algorithm running on another node,
and ii) all nodes must terminate within a constant factor of
the time needed for all nodes to output.

2 ADDITIONAL RELATED WORKS

This section discusses some additional related works, beyond those
covered in Section 1.

Ahmadi et al. [3] propose a random-walk-based algorithm for
token dissemination in dynamic networks. They consider the uni-
cast model, where each node knows its neighbors beforehand and
can send different messages to different neighbors. In compari-
son, we assume that neighbors are not known beforehand and that
each node can only send the same message to all neighbors. They
consider adaptive adversaries and all T > 1, while we assume obliv-
ious adversaries and T > 4. They focus on message complexity
instead of time complexity, and their algorithm has Q(N?) time
complexity. Since their model is quite different from ours, their
results are not directly comparable to ours. Nevertheless, our al-
gorithms and theirs share the same general approach: They also
select multiple sinks, collect the tokens to the sinks by doing ran-
dom walks, and finally the sinks disseminate whatever they have
collected. As explained earlier, we do not claim contribution in this
general approach. Instead, we claim novelty in our techniques that
enable computing Count in sublinear-complexity via this general
approach: First, our novel soundness checking mechanism enables
our algorithm, among other things, to overcome the challenge of
doing random walks and determining the appropriate number of
sinks when N is unknown. In comparison, Ahmadi et al’s algorithm
assumes the prior knowledge of N. Second, we use p-BRW with

p=1/N % while Ahmadi et al’s algorithm uses lazy random walk.
Finally, on large-degree nodes, we try to direct the walk to a sink
neighbor, to overcome the issue of unknown neighbors for those
nodes. Their algorithm does this as well, but for a different purpose
of reducing message complexity.

Augustine et al. [5, 6] propose interesting algorithms for byzan-
tine agreement and leader election on dynamic networks. Their
algorithms use simple random walks to sample nodes in the net-
work, and assume the topologies to be fast-mixing expander graphs.
In comparison, our algorithm does not need any assumption on
mixing time. On the other hand, their algorithms allow node churn,
while our algorithm assumes a static set of nodes.

There have also been works on counting and consensus in dy-
namic networks whose topology may be disconnected. For example,
Brandes et al. [9] propose algorithms for counting (via token dissem-
ination) in O(N?) rounds, in T-interval dynamic networks where
the edges may fail independently and potentially result in discon-
nected topologies. Chlebus et al. [11] propose several interesting
deterministic algorithms for solving consensus in dynamic net-
works that can be disconnected. With unknown N and D, these



algorithms can achieve sublinear time complexity only when the
network allows large message size such as ®(Nlog N). In com-
parison, our algorithm uses only ©(log N) message size, but our
algorithm does not work when the topologies can be disconnected
or when T < 4. Hence their end results and ours are not directly
comparable. Also because of the rather different settings, the tech-
niques from [9, 11] cannot be directly used to achieve our goal in
our setting.

The prior works discussed so far, as well as our work, all as-
sume that the nodes in the dynamic network have unique ids. In a
completely separate line of research [10, 19-21, 23-26], researchers
have obtained many elegant results on counting the number of
nodes in anonymous dynamic networks where nodes do not have
unique ids. Not having unique ids makes the problem significantly
harder, and it is not surprising that these algorithms all require
Q(N) complexity. In fact, the lack of unique ids is a central chal-
lenge in solving Count in anonymous networks, which sometimes
even renders the Count problem unsolvable. Our Count algorithm
fundamentally relies on the unique ids of the nodes, and does not
work in anonymous networks. Hence our results and these prior re-
sults in anonymous networks are not comparable — they are simply
for two fundamentally different settings. In terms of algorithmic
techniques, similar to our algorithms, many of these existing algo-
rithms let each node start with a pre-determined value (e.g. 1.0).
These values will gradually “diffuse” and be “absorbed” by some
sinks/leaders, and finally the sinks/leaders may potentially broad-
cast the absorbed values. As explained earlier, we do not claim
any contribution in this well-known general approach. Instead, we
claim novelty in our specific way of doing our p-BRW, in our novel
soundness checking mechanism, and in our dual-schedule termi-
nation. None of these key techniques has been used in those prior
works in anonymous dynamic networks, perhaps partly because
these techniques rely on unique node ids.

3 KEY IDEAS OF OUR COUNT ALGORITHM

In the remainder of this paper, this section elaborates our key ideas
for our Count algorithm. Section 4 and 5 present the details and
formal guarantees of our Count algorithm. Section 6 gives our
algorithms for all the other problems.

Recall from Section 1 the overall approach of our Count algo-
rithm, where the values move to the sinks by doing random walks,
and later the sinks disseminate whatever they have collected. The
following elaborates how we make this approach efficient and how
we overcome the difficulty of unknown N, in the context of our
Count algorithm.

3.1 p-Bounded-probability Random Walk

Recall that each node is chosen as a sink with about l‘;ffff proba-

bility. (The algorithm does not know N — we deal with that later.)
For a random walk to reach some sink with high probability, it
suffices for the walk to visit about N7 distinct nodes. Researchers
have so far mainly considered two types of random walks in dy-
namic networks: simple random walks [5-8, 13, 29] and max-degree
random walks [3, 7, 8, 14]. At each node, a simple random walk
simply follows each incidental edge with the same probability. In
comparison, a max-degree random walk moves to each of the node’s

neighbors with probability mﬁ’ and remains at the node with the
remaining probability. Here ymuqy is the maximum degree of all
nodes in the network. When ymax = N, the max-degree random
walk is also called the lazy random walk. The cover time of a simple
random walk in a dynamic network can be exponential [7]. Hence

it is unclear whether it can visit N 7 distinct nodes in polynomial,
let alone sublinear, number of steps. For max-degree random walk,
since we aim for a general result that does not depend on node
degrees, we will have to use ymax = N. In such a case, it already
takes roughly ©(N) steps for the walk to get out of a degree-1 node,
making a sublinear result impossible. But max-degree random walk
does give us hope: If the whole network had only N 7 nodes in-
stead of N nodes, then it is known [14] that a max-degree random
walk would in expectation cover all N 7 nodes (and hence visit N 7
distinct nodes) in O(N 7 log N) steps, which is sublinear.

To enable random walks to visit N7 distinct nodes in a net-
work with N nodes within sublinear number of steps, we use a
simple generalization of max-degree random walks, which we call
p-bounded-probability random walk (or p-BRW), with p being a tun-
able parameter. At each node, a p-BRW goes to each of the node’s
neighbors with min(2, p) probability, and remains at the current
node with the remaining probability. Here y is the current node’s
degree. Simple random walk is essentially p-BRW with p = 1, while
max-degree random walk is p-BRW with p = Ym% We later show

that a p-BRW takes roughly O(# logN)- % steps to visit % distinct

nodes, or roughly O(N% log N) steps to visit N7 distinct nodes.

3.2 Implementing the Random Walks in
Dynamic Networks

Recall from Section 1 that implementing random walks in dynamic
networks is difficult: When a node u directs the walk to node o,
node v may no longer be u’s neighbor anymore. The following
explains how we overcome this.

Allow random walk steps to fail. We use 4 rounds to do one step in
p-BRW, while leveraging the condition that T > 4. This is also the
only part in our entire design that requires the condition of T > 4.
Let us consider round 1 through 4 as an example. For 1 < i < 4,
define G; to be the maximum (in terms of the number of edges)
common subgraph that is contained in all topologies from round 1
through round i. Obviously, G; is a subgraph of G;_1, and all the
G;’s are connected, for T-interval dynamic networks with T > 4.

Let us first focus on rounds 3 and 4. We will let each node send
some message in each round. At the end of round 3, a node u
examines the set W (u) of its neighbors in Gs, after it has received
messages from them. In round 4, for the purpose of doing p-BRW,
we let node u blindly assume that its neighbors are still W (u):
Namely, node u chooses each node w in W () with min( W p)
probability, and then sends a message containing the id of w, to
direct the random walk to w. If in round 4, node w is no longer u’s
neighbor, then the step fails, and the random walk will simply stay
at node u. (Node u will know this, based on whether it receives any
message from w in round 4.)

It is not immediately clear what kind of random walk this design
gives us. If [W(u)| < %, then the above implementation precisely



match how p-BRW would behave on the topology G4. The reason
is that the walk goes to each of u’s neighbor in G4 with exactly p
probability (recall that Gy is a subgraph of G3), and stays at u with
the remaining probability. Since Gy is connected when T > 4, we
are now essentially doing p-BRW over a (new) 1-interval dynamic
network, where the topologies in this dynamic network are all the
Gy’s. This new dynamic network is different from the original T-
interval dynamic network. But the properties of p-BRW still hold
in this new dynamic network.

If [W(u)| > %, then the algorithm will deviate from the behavior
of p-BRW. For example, imagine that p = 0.5, and that u has 100
neighbors in G3 and 50 neighbors in G4. A p-BRW on G4 should go
to each of u’s neighbors in G4 with 0.02 probability. But our above
design will direct the walk to each of u’s neighbors in G4 with only
0.01 probability.

Guiding toward sinks. We circumvent the above problem in the
following way. Recall the goal of our random walk is to reach some
sink. If |W (u)| > %) and hence is large, then W (u) likely contains
some sinks. Furthermore by the definition of Gs, all these sinks
must have been u’s neighbors in G1, Gz, and Gs. Thus u actually
had some good opportunity in Gy, Gz, and G3 to directly make the
walk go to one of its sink neighbors, and does not need to worry
whether in Gy it can properly do p-BRW. Specifically, in each round
i € [2,3], node u picks a random sink neighbor w that it had in G;_1,
and directs the random walk to w. If w is indeed still u’s neighbor
in round i, then the random walk proceeds to w. Otherwise the
walk stays at u.

To see why this works, let S; be the set of sink neighbors that
u has in G;. We obviously have |S1| > [S2| > |S3]|. If each node
is chosen as a sink with probability ¢, then we have E[|S3|] =
[W(u)|-q > % -q and E[|S1]] £ N - q. Hence the decrease from
E[|S11] to E[|S3]] is at most a factor of Np. This implies that either
E[1Sz1] |E[S5]]

S 2 1/4/Np or EST 2 1/4/Np. In the former case, round

2 gives node u a non-trivial success probability of 1/ \/N_ , for its
attempt at directing the walk to some sink. In the latter case, round
3 provides such an opportunity. This is also the reason why we use
3 rounds (i.e., round 1 through 3) for guiding the walk toward sinks
— otherwise we would not get a success probability of 1/ \/N_p

To summarize, we either will faithfully follow the behavior of
p-BRW, or will have some non-trivial probability of successfully
directing the walk to a sink. Later, we will view the walk as con-
sisting of many segments, with each segment having such property,
so that this non-trivial probability builds up.

3.3 Checking Soundness Using Random Shares

Recall that for the final count to be correct, we need the 1.0 value
from each node to successfully reach some sink, and we need all
the sinks to successfully disseminate their respective sums (of the
values collected) to all nodes. This may not happen if: i) there are too
few sinks, ii) some random walk is too short, iii) the parameter p in
p-BRW is too large/small, or iv) some node outputs before hearing
from all sinks. The central difficulty here is that the algorithm does
not know N and D — otherwise we could easily determine, for
example, the parameter p or how long a node should wait before
outputting.

v
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Figure 1: The topology of the dynamic network in the share
distribution/replication round.

Our solution. Instead of trying to resolve the above 4 problems
individually, we propose a novel and elegant mechanism to enable a
node to directly check the soundness of its final count. Specifically,
each node maintains rough guesses on N and D, and uses those
to determine the parameters for the above 4 places. Using our
mechanism, a node w can efficiently tell whether it has seen values
from all nodes (indirectly via the sinks). If so, w can safely output the
final count. Otherwise, w will re-try using larger (e.g., by doubling)
guesses of N and D.

To provide some intuition of our mechanism, imagine that each
node has a random number from the group Zp, where p is a large
prime number. (Later we will see that this random number is ob-
tained by summing up a set of random shares.) Further imagine
that the random numbers from all the nodes add up to exactly 0
modulo p. Each node u then attaches its random number onto its
original 1.0 value, to form a tuple. Instead of only dealing with the
values, our Count algorithm now propagates the tuples, with proper
aggregation when needed. (The values and the random numbers
in the tuples are aggregated separately.) Eventually, a node w com-
putes both the sum of the original 1.0 values and the sum of all
the random numbers. We will ensure that if w has not added up all
tuples from all nodes, the sum of the random numbers is unlikely
to be 0. This then enables w to judge whether it has seen values
from all nodes.

Obtaining the random numbers. It is not obvious how to obtain
the random numbers as needed in the above: We want some cor-
relation among these numbers so that all of them add up to 0, and
yet we do not want excessive correlation which may cause some
subset to also add up to 0. We use the following elegant way to
achieve this (but with a caveat), in just a single round. In this single
round, each node u first chooses a uniformly random x from Z,, as
its share. Next, node u sends a copy of its share to all its neighbors,
using a single message containing x. Let k be the number of u’s
neighbors in this round. (At the end of this round, node u will know
the value of k, after u receives messages from its neighbors.) Let
y = p —x be the additive inverse of x in the group Z, — namely, y is
a inverse share for the share x. At the end of the round, node u adds
up k - y and all the k shares that it receives from its k neighbors, to
get its final random number oy,.

It is not hard to see that };, 0, = 0, since each share has a
corresponding inverse share in the system. But all these o,’s can
be correlated in complex ways, and it is not obvious whether some
subsets of them may also add up to 0. Consider the example in
Figure 1, and any given node w (not shown in the figure). Imagine
that w has added up all the tuples from all nodes in S; in the
figure, and has not seen any tuple from nodes in S;. We hope
that },,cs, oy # 0. Let the random shares chosen by v; through
vs be x1 through x5, respectively. Note that for any edge between
two nodes in Sy, the share sent via that edge and the corresponding



inverse share kept by the share’s sender always add up to 0. Hence
we have Y, cs, 00 = 3(p — x1) + (p — x2) + x3 + x4 + 2x5. To
reason about Pr[},cs, ou = 0], we imagine that all random shares
except x1 have been fixed. We then have Pr[},cs oy = 0] =
Pr[3(p — x1) is the inverse of (p — x2) + x3 + x4 + 2x5]. Since p is
a prime, as long as 3 is not a multiple of p, this probability is just
‘%. (Recall that here “3” is the number of neighbors of vy that are in
S2.) This in turn implies that node w outputs a wrong result only
with probability jl)

As a caveat for the above reasoning to hold, S; needs to have
some node v1, such that the number of v1’s neighbors in Sy is not a
multiple of p. Later we will simply make p larger than the degree
of all the nodes: Specifically, every node checks whether its degree
is at least as large as the current p, and if yes, it raises a flag to force
p to increase.

3.4 Challenges in Choosing the Prime Number p
The above error probability of 113 is for a given node w. Ideally

we want p to be at least % so that the algorithm can get ¢ error
probability via a union bound across the N nodes. But we do not
know N, and hence cannot easily set p. To overcome this issue,
our first idea is to try to set p > é, where A is the largest id
among all the N nodes. Note that here we are viewing the id A
as an integer value. Since all the N ids are unique and since the
size of each id is O(logn), we must have N < A = O(poly(N)).
Furthermore, Bertrand’s postulate [28] shows the existence of some
prime number in [é, %]. Hence a p value close to é is sufficiently
large to bound the final error probability to be within €, and is also
sufficiently small for a message to use only O(log N) bits to encode
any element in Zj,.

But the nodes do not know A either. In fact, finding the largest id
is at least as hard as LeaderElection, which is one of the problems
we intend to solve. To resolve this, in each round in the background,
we let every node send the largest id it has seen so far, initially its
own id. In any given round, let a,, be the largest id that node w
has seen so far in the execution. Each node w can then use some
p value (denoted as p,y) such that p,, > a?WA Note that different
nodes may use different p values, because the largest id they have
seen so far may be different. Conceptually, we now further include
the p value in each tuple. Whenever a node sees a p value different
from its own, it will raise a flag, and flood the flag to all nodes.
If node w does not see any flag, and furthermore sees the sum of
all the random numbers in the tuples being 0, then the soundness
checking passes on w.

While a,, will eventually grow to A, unfortunately, we may still
experience excessive error probability before that happens. For
example, imagine a network where for each i € [1, %], there
is a node with id 1000i that is surrounded by 999 nodes with ids
smaller than 1000i. If we set p,, to be close to %, then during

the initial stage of the execution, a union bound across these N

1000
“locally-maximal” nodes will give an error probability of roughly
2?21000 1o00; = ©(elog N), which exceeds €. (We cannot simply

increase p,, by a factor of log N, since we do not know N.) To avoid
4a?, .
=, instead

of just 2. Since the smallest ids the nodes can have are 1 through

this problem, we use a simple trick: We make p,, >

N, and since each node initially always sees its own id, the error

N € <e

probability (after a union bound) is now at most >\;1, 75

3.5 Terminate after Outputting

With our design so far, some node u (e.g., if u is close to all the
sinks) may pass the soundness checking much earlier than some
other node w, causing u to output the final count much earlier than
w. If node u immediately terminates upon outputting, then node w
may not be able to compute the correct count any more. In fact, the
early termination of all such u’s could even partition the network.
Note that we cannot simply ask a node to count the number of
nodes that have already output, and then terminate after all nodes
have output. The reason is that during this second counting process,
again, node u may complete the counting faster and then terminate,
before node w completes the counting. This again causes problem
for w.

Overview of our idea. We propose a novel idea of dual-schedule
termination to overcome the above challenge, and to enable the
nodes to properly and efficiently terminate, as following. When
anode u outputs N in a certain round ¢, node u will immediately
schedule a slow termination for all nodes in the system, where
the slow termination will happen in round t; = ¢ + N. Node u
does this by flooding a TERM1 message containing the values N
and t1. All other nodes will keep relaying this TERM1 message in
every round forever. A node receiving this TERM1 message will
terminate in round t1, if it has not already terminated by then. (Since
the TERM1 message contains N as well, a node will also output
N upon receiving the message, if it has not yet output. Future
outputs on this node will be suppressed/discarded.) Note that it is
possible for multiple u’s to do such scheduling concurrently, and
for multiple TERM1 messages to propagate in the network. A node
only processes and forwards the TERM1 message with the smallest
t; that it has ever seen, and ignore all other TERM1 messages.

Since the dynamic diameter never exceeds N, one can then see
that no node will ever terminate, before all nodes have received
some TERM1 message and have output N. This in turn means
that one node’s termination will not negatively affect other nodes.
But this slow termination adds an additive O(N) term to the time
complexity, which is undesirable.

To achieve sublinear complexity, we schedule another fast ter-
mination. Such scheduling will be done after the system has run
the Count algorithm (together with the above slow termination
mechanism) for sometime. To schedule the fast termination, we
will count the number M of nodes that have already seen some
TERM1 message. The computation of M will be done by a second
and independent invocation of our Count algorithm, with a trivial
modification to be described later. The scheduling of fast termina-
tion will be done only if M = N.If M < N, the system will simply
retry later.

Now if a node u observes M = N in round t’, it will schedule a
fast termination for all nodes in the system, where the fast termi-
nation will happen in round t; = ¢’ + N 7. This is done by node u
flooding a TERM2 message containing the value t;, and all other
nodes will keep relaying this TERM2 message in every round for-
ever. Again, multiple u’s may do such scheduling concurrently, and
multiple TERM2 messages may propagate in the network. A node



only processes and forwards the TERM2 message with the small-
est t5 that it has ever seen, and ignore all other TERM2 messages.
Finally, a node that has received a TERM2 message will terminate
in round f; (as indicated in that message), if it has not yet already
terminated by then.

Effect on correctness. It is not immediately clear, in the above
design, how one node’s termination may affect other nodes. To
facilitate discussion, we say that a node terminates according to
TERM]1, if it terminates in some round t; as indicated by some
TERM1 message. We similarly define the notion of a node termi-
nating according to TERM2. A node may receive both a TERM1 and
a TERM2 message, in which case the node will terminate either
according to TERM1 or TERM2, depending on whether #; or 3 is
smaller. (Both cases are possible.)

In our design, a node w may invoke our Count algorithm to
compute N or M. While it is doing so, some other nodes may have
already terminated. The following explains why such termination
will not cause any problem. Our reasoning will rely on a central
invariant: When any node u terminates (either according to TERM1
or TERM2), all nodes must have output N and must have received
some TERM1 message.

We first consider the case where node w is still running our
Count algorithm to compute N, when some other node u has al-
ready terminated. If u has terminated according to TERM1, then
by our design, node w must have already seen a TERM1 message,
and furthermore must have output N already upon receiving that
TERM1 message. Hence w’s invocation of our Count algorithm for
computing N is actually no longer needed, and the output from
that invocation will be discarded anyway. Next, if u has terminated
according to TERM2, then by our design, we have M = N. This
again means that node w must have already seen a TERM1 message
and have output N.

The second case is where node w is still running our Count
algorithm to compute M, when some other node u has already
terminated. By similar reasoning, when u terminates, all nodes
(including w) must have already seen some TERM1 message. This
means we have M = N. Now even if w’s computation of M is wrong
(due to u’s termination) and even if w incorrectly thinks M < N,
the only effect is that w will not schedule a fast termination. But
all nodes will at least terminate according to TERM1 already. Not
scheduling a fast termination will then only affect time complexity
and not correctness.

Effect on time complexity. We now explain why our termination
design will not increase the asymptotic time complexity. It is easy
to see that the slow termination, as scheduled by TERM1 messages,
is guaranteed to happen within N rounds after the nodes have
computed N. If D is large, or more specifically if D > N % this slow
termination is already good enough, since the time complexity of
the Count algorithm will already dominate this O(N) term.

IfD<N % then the fast termination (as scheduled by TERM2
messages) will help us to achieve the desired time complexity. Specif-
ically, the computation of N and M will take O(DN %polylog(N )
rounds, and it takes O(D) rounds for a TERM1 message to reach
all nodes. Hence within roughly O(Dngolylog(N)) +0(D) =

O(DN gpolylog(N )) rounds, some node u will finish computing

both N and M, and will see M = N. Node u will then schedule
a fast termination, by flooding a TERM2 message. All nodes will

receive this TERM2 message within N 7 rounds, and will all termi-
nate after at most N7 rounds. This N7 term will be dominated by

the O(DN 7 polylog(N)) time complexity of the Count algorithm.
Putting it another way, when D is small, the fast termination will
occur much earlier than the slow termination, which helps us to
achieve the desired sublinear complexity.

4 OUR COUNT ALGORITHM

This section gives the pseudo-code/proofs for our Count algorithm.
Recall from Section 3.3 that each node constructs a tuple, consisting
of a value of 1.0 and a random number. Algorithm 1 gives the
pseudo-code for the subroutine TuplesGoToSinks(), which gathers
these tuples from all the nodes to all the sinks. Algorithm 2 is our
Count algorithm, which uses TuplesGoToSinks(), together with
another subroutine SinksFloodTuples(), to compute the final count.
Here SinksFloodTuples() tries to flood the tuples gathered at the
sinks to all nodes, and its pseudo-code is deferred to Appendix A.

Throughout these algorithms, each send operation corresponds
to the advancement to the next round, € is the target error probabil-
ity, and we use constants ¢ = % and ¢’ where ¢’ is the constant from
Theorem 4.1 later. We use A to denote the largest node id among all
the N nodes. In Algorithm 2, each node u maintains its guesses for
N, D, and A, which are denoted as n, d and ay, respectively. These
guesses are fed into TuplesGoToSinks() and SinksFloodTuples(). It
will be clear later that at any point of time, all nodes must have the
same guesses on N and D, and may have different guesses on A.
Hence we put a subscript on ay, but not on n and d.

4.1 Tuples Go To Sinks

Algorithm 1 lets each node become a sink with probability
min(1, %(ln% +In(64n%) + Inln 16T")), and then gathers all the

tuples to the sinks, by trying to do a p-BRW with p = # from each

node. Each p-BRW has ([16Vnl=¢In 16?"1) x ([2¢'n3¢ Inn] + 1)
steps. Line 3 through 24 implements a single step, using 4 rounds
while following the idea in Section 3.2. At Line 16, W, is the set
of u’s neighbors that have always been u’s neighbors in the past
3 rounds. If |W,,| < n€, at Line 18 the walk will try to continue to
some neighbor of u. Otherwise, Line 4 through 15 should already
have had some non-trivial probability of successfully guiding the
walk to some sink. Each node maintains a flag at Line 27 and 28,
to indicate whether the prime number used by itself is the same as
other nodes, as explained in Section 3.3.

Theorem 4.2 next proves the property of p-BRW: With % proba-
bility, a p-BRW visits a new node every O( # log /l)) steps, if it has
visited less than % distinct nodes so far. The proof of Theorem 4.2

invokes the following existing result on lazy random walk [14]
(which is the same as ﬁ—BRW):

THEOREM 4.1 (ADAPTED FROM THEOREM 2 IN [14]). There exists
constant ¢’ > 0, such that for all T-interval dynamic networks with
N nodes (for all T and N), the cover time of ﬁ—BRW is at most
¢’N3InN.



Algorithm 1 TuplesGoToSinks (n, py, flag,, tuple,) for node u

8

1: 1sSinky < True with probability min(1, -z (In % +1In(64n?) +Inln 16T")), and isSink, « False with remaining probability;

: repeat ([16Vn1=¢In 167”]) x ([2¢/n3¢ Inn€] + 1) times

send (SINK, isSink); let S, be the set of nodes from which I receive (SINK, True);

repeat 2 times // The following loop takes 2 rounds.
if (S, # 0) and (isSink, = False) then

send message (MOVE, o, tuple,,);

if I received some message from o in this round then tuple, < (0,0);

2

3

4

5

6: choose a node v uniformly randomly from Sy,;
7

8

9

else
10: send an empty message;
11: end if
12: for each (MOVE, u, tuple’) message received in this round: tuple, < tuple, + tuple’;
13: Su < Sy N {v | T have received some messages from node v in

14: this round};
15: end
// Line 16 to 24 takes one round.

16: W, < {ov | I have received some message from node v in each of the previous 3 rounds};

17: if (|Wy| < n°) and (isSink = False) then

18: choose a node v such that each node in W, is chosen with probability # and set v to be u with the remaining 1 — |Wu|#
probability;

19: send message (MOVE, o, tuple,,);

20: if I receive any message from node v in this round then tuple, < (0,0);

21: else

22: send an empty message;

23: end if

24: for each (MOVE, u, tuple’) message received in this round: tuple, « tuple, + tuple’;

25: end

26: return (flag,, tuple,);

27: Concurrently with the above, each node does the following in every round:
28: send (FLAG, flag,, p,); if (I receive message (FLAG, flag’, p’) with either flag’ = True or p’ # py, in this round) then flag, «—

True;

THEOREM 4.2. Let ¢’ be the constant from Theorem 4.1. Consider
anyT > 1, N > 1, and any T-interval dynamic network H with N

nodes. For any given p where % is an integer, and any given set B of

nodes where |B| < min(%, N), if we do a p-BRW on H starting from
any node and for 20’# In %) steps, then with probability at least 1,
that p-BRW visits some node not in B.

PRrROOF. See Appendix B. O

Using Theorem 4.2, Lemma 4.4 next shows that with high prob-
ability, every tuple will reach some sink in Algorithm 1. Its proof
follows the intuition in Section 3.2, and takes into account that Al-
gorithm 1 sometimes deviates from p-BRW. To be rigorous, we will
define the notion of a path that is traversed by a tuple, as specified
by the pseudo-code. This path is different from a p-BRW, and our
proof will establish connections between them.

Definition 4.3 (path). Consider any given execution of Algo-
rithm 1, and any given node u. The path traversed by the tuple
from u is a sequence of nodes = Y1y2¢3 .. .. For convenience, de-
fine o = u. For i > 1, ¢; is defined to be v if in round i, node v is a
neighbor of node 1;_; and node ¥/;—; sends a message (MOVE, v, -)

at Line 7 or 19 of Algorithm 1. Otherwise ; is defined to be ;1.
We also write the last node in  as ¢/, .

LEMMA 4.4. For anyT > 4 and N > 1, consider any execution
of Algorithm 1 with n € [N, 2N] and with all N nodes invoking
Algorithm 1. For any node u and the corresponding path y/ of its tuple,
with probability at least 1 — 357, node /. is a sink.

Proor. See Appendix C. O

4.2 Computing Count

Algorithm 2 gives our final Count algorithm. Following Section 3.4,
the algorithm maintains n and d, as rough guesses for N and D.
For each pair of (n,d) values, the algorithm computes the count
using TuplesGoToSinks() and SinksFloodTuples(), and the invokes
the soundness checking mechanism to check whether the count is
correct (Line 46). When soundness checking fails, Algorithm 2 will
try larger (n, d) values. Obviously, we want to properly bound the
total time complexity incurred by all these trials, where each trial
corresponds to one specific (n, d) pair (i.e., Line 33 through 47). To
do so, the algorithm maintains a certain budget on the number of
rounds (i.e., the term 2/ at Line 32), and the budget doubles when



Algorithm 2 Count() for node u.

28: Define f(d,n) = 100(c’ + 1)dn'~¢ log? (4n) log %, which is an upper bound on the number of rounds taken by one iteration of the while

loop from Line 33 to 47. Here the log is base 2.
29: j « 1;result, « 1;
30: fori < 1,2,3,--- do

> j is the number of trials.

31: n«1;

32: while f(1,n) < 2! do

33: let d be the largest integer such that f(d, n) < 2%;

34: let p,, be smallest prime number such that p,, > % x (2j%), where ay, is the largest id I have seen so far;
/* Line 35 to 39 is for share replication/distribution, and take one round. */

35: flag, «False; rand_num, « 0; x,, < integer chosen uniform randomly from [0, p,, — 1];

36: send (SHARE, py, xy,);

37: for each message in the form of (SHARE, p’, x) received in this round:

38: if p’ # p, then flag, < True; else rand_num, < rand_num, + x" + (p, — xy,);

39: if I received messages from at least p,, nodes in this round then flag, « True;

40: if I receive (FIN, result’) with result’ # L in this round then { result, « result’; output result,; goto Line 50;}
/* Line 41 to 46 compute the sum of the values and sum of the random numbers/

41: tuple, « (1, rand_num,);

42: (flag,, sinkTuple,) « TuplesGoToSinks(n, p,, flag,, tuple,);

43 // see Algorithm 1 for the pseudo-code of TuplesGoToSinks()

44: (flag,,allTuple,) « SinksFloodTuples(n, py, flag,, sinkTuple,, d);

45: // see Appendix A for the pseudo-code of SinksFloodTuples()

46: if (flag, = False) and (allTuple,.count > 0) and (allTuple,.rand_num =0 mod p,) then { result, < allTuple,.count;

output resulty; goto Line 50; }

47: n«2n;j«—j+1;

48: end while

49: end for

50: keep sending (FIN, result,) in each round;

51: Concurrently with the code above, each node does the following in every round:
52: send (FIN, result,) and the largest id that I have seen so far (initially my own id);

53: update the largest id I see using the received messages;

54: if (I receive (FIN, result’) with result’ # 1) then result, « result’;

soundness checking fails. For each budget value, the algorithm tries
all (n, d) pairs where n is a power of 2 and where d is the largest
corresponding d such that the total number of rounds needed by
that trial does not exceed the budget. The sequence of (n, d) pairs
that each node tries will be exactly the same. Hence the nodes will
start any given trial (for a give (n, d) pair) in the same round. Finally,
we also need to properly bound the total error incurred in all these
trials. To do so, we allow the j-th trial to incur an error probability
of # and set p accordingly at Line 34. The resulting total error

will be at most 3152 2}% < €. The following is the final theorem on

our Count algorithm:

THEOREM 4.5. Forall givenT > 4,N > 1, and e = Q(WI(N))’
with probability at least 1 — €, Algorithm 2 outputs N on all nodes

within O(DN polylog(N)) rounds.
ProOF. See Appendix D. O

5 MAKING THE ALGORITHM TERMINATE

Algorithm 2 in the previous section focuses only on nodes out-
putting N. In many cases, it is further desirable for the nodes to

terminate (i.e., stop execution), after outputting N. This section ex-
plains how to achieve this, without increasing the asymptotic time
complexity in Theorem 4.5. Our design here follows the intuition
in Section 3.5.

Flooding of TERM1 and TERM2 messages. When a node outputs
N in round ¢ at Line 46 in Algorithm 2, it will separately flood
a message (TERM1, N, t1), where t; = t + N, to all nodes. (We
also view the node itself as receiving this message in the same
round as it initiates the flooding.) A node receiving this TERM1
message will i) immediately output N as the result of the count, ii)
keep sending/relaying this TERM1 message in each round, and iii)
terminate in round #; if it has not terminated by round #;.

With this mechanism, a node may potentially output the result of
the count multiple times (including the output originally generated
at Line 46 in Algorithm 2). Only the first output will materialize,
while all later outputs will be suppressed. A node may also receive
multiple TERM1 messages during its execution. The node only
processes the TERM1 message with the smallest 1 that it has ever
seen, and ignore all other TERM1 messages.

After running Algorithm 2 (together with the above mechanism)
for some time, we will count the number M of nodes that have



received a TERM1 message by now. The computation of M will be
done by a second and independent invocation of Algorithm 2, with
a trivial modification. Details on this will be provided later. After a
node computes M in round ¢’, and if it observes M = N, then that

node will flood a message (TERM2, t3) with t = '+N7 ,to all nodes.
A node receiving this TERM2 message will i) keep sending/relaying
this TERM2 message in each round, and ii) terminate in round ¢,
if it has not terminated by round t. Similar as before, if a node
receives multiple such TERM2 messages, it only processes the one
with the smallest t.

How and when to compute M. We first explain how to modify
Algorithm 2 to count the number M of nodes that have received a
TERM1 message. Recall that in Algorithm 2, each node contributes
a value of 1 at Line 41. For computing M, a node simply contributes
1 if it has received a TERM1 message, otherwise it contributes 0.

So far we have not yet specified exactly when the nodes should
start computing M. Ideally, we would compute M after some node
u has finished computing N and after u’s TERM1 message have
reached all nodes. But we do not know when that will happen.
Hence we will repeatedly compute M at multiple time points. Specif-
ically, we proceed in epochs, where the i-th epoch has exactly 2!
rounds, for i > 1. In each epoch, the nodes invoke Algorithm 2 to
count the number M of nodes that have received a TERM1 message
by the beginning of that epoch. All these invocations are indepen-
dent of, and are in parallel with, the invocation of Algorithm 2 for
counting the total number N of nodes. The sequential invocations
for computing M in different epochs are completely independent as
well. An invocation for computing M in an epoch will be stopped
at the end of that epoch, regardless of whether the computation of
M has completed. This makes room for the invocation in the next
epoch.

If a node u has already computed N and if in an epoch, the
corresponding invocation of Algorithm 2 generates a result M = N
on u, then node u will immediately flood a TERM2 message as
discussed earlier. Note that the flooding of TERM1 and TERM2
messages is global, and is not confined to be within an epoch. Hence
a flooding initiated in one epoch will continue throughout all future
epochs.

Finally, since we are invoking Algorithm 2 many times, we need
to properly bound the overall error probability. Let € be the desired
final error probability. For the invocation of Algorithm 2 for com-
puting N, we allow it to have an error probability of €; = §. For the
invocation of Algorithm 2 for computing M in epoch i, we allow it
to have an error probability of €] = 2,—e+1

Final guarantees. The following final theorem summarizes the
formal guarantees of the above design. The proof is based on the
intuitions in Section 3.5.

THEOREM 5.1. ForallT > 4, N > 1,and e = Q(m), with
probability at least 1—e, the algorithm described in Section 5 outputs N
and also terminates on all nodes, within O(Dngolylog(N)) rounds.

ProOF. See Appendix E. O

6 OUR O(DN7polylog(N)) ALGORITHMS FOR
OTHER PROBLEMS

Our algorithmic framework for the Count algorithm can be applied

to solving a number of other problems, all in O(DN i polylog(N))
time complexity. (See Section 1 for the definitions of those prob-
lems.) To solve Sum, we simply tweak the Count algorithm so that
each node uses its input (instead of using 1.0) as part of the tuple.
To solve Max, recall that in the Count algorithm, we add up the
values in the tuples when we aggregate multiple tuples. For solving
Max, all we need is to instead take the maximum among of the
values when aggregating. (For the random numbers in the tuples,
during aggregation we still add them up.) The algorithm for solving
Max, without any change, also solves Consensus. LeaderElection
can be solved by having each node use its id as the input and then
solving Max. Finally, to solve ConfirmedFlood, we insert an extra
step between Line 40 and 41 in Algorithm 2. This extra step spends
d rounds to let the designated node flood its input. A node u then
sets flag,, to be True, if it does not receive that input. When the
designated node is about to output the final count in Algorithm 2 at
Line 46, it will instead output “done”, as needed in ConfirmedFlood.
Other nodes will output nothing, when they are about to output.
The proofs for the correctness/complexity of all these algorithms
are almost identical to the proofs for the Count algorithm. Hence
we do not repeat such proofs for clarity.
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A PSEUDO-CODE FOR SINKSFLOODTUPLES()

Algorithm 3 gives the pseudo-code for the subroutine SinksFlood-
Tuples(), which tries to flood all the tuples gathered at all the sinks
to every node. Note that each sink will aggregate the tuples they
have collected, and then flood only a single aggregated tuple. To
simplify reasoning, the algorithm does not just let the sinks flood —
instead, it lets all nodes that are holding tuples flood. (For example, a
random walk carrying a tuple may eventually only reach some non-
sink node, causing the non-sink node to hold a tuple.) Algorithm 3
let all such nodes flood their respective aggregated tuples, one by
one and for up to [2n- min(1, % (In é +1n(64n?) +1nln 167"))] such
nodes/aggregated tuples. If there are more than so many nodes
holding tuples, then no all of them get chance to flood. Specifi-
cally, Line 59 to 62 uses d rounds to select the largest id among the
nodes who hold aggregated tuples. The node with that id (assuming
d > D) will then flood its tuple, over d rounds at Line 72 to 75,
and will no longer participate in future selections. In each of the d
rounds, each node in the network only participates in the d-round
flooding of the tuple originated from the largest id it saw earlier.

When d < D, different nodes may disagree over which id is
selected as the largest, multiple nodes may flood their tuples simul-
taneously, and some flooding may only be done partially since not
all nodes participate. Nevertheless, there will be no creation of new
tuples, and the only effect is that not all aggregated tuples are prop-
erly flooded. Our soundness checking mechanism in Algorithm 2
can properly detect such a case, and then force d to increase. Finally,
similar to Algorithm 1, each node maintains a flag in Line 80 in
Algorithm 3.

B PROOF FOR THEOREM 4.2

We restate and prove Theorem 4.2 below:

THEOREM 4.2. Let ¢’ be the constant from Theorem 4.1. Consider
anyT > 1, N > 1, and any T-interval dynamic network H with N

nodes. For any given p where %) is an integer, and any given set B of

nodes where |B| < min(/l], N), if we do a p-BRW on H starting from
any node and for 20’# In % steps, then with probability at least %,
that p-BRW visits some node not in B.

PRroOF. Let node u be the starting node of the random walk, and
let k = 2¢’ /% In % We obviously only need to prove the case where

u € B. Let V be the set of all nodes. Let H; be the dynamic network
whose round-t topology (¢ > 1) is the multi-graph derived from the
round-t topology in H, by compressing all nodes in V' \ B into one
special node a and by discarding all self loops. H; hence contains
exactly |B| + 1 nodes. Let E; be the event that a p-BRW of k steps in
H starting from node u visits some node v ¢ B, and E3 be the event
that a p-BRW of k steps starting from node u in H; visits a. It is
easy to see that conditioned upon the random walking currently
being on some node v € B, the probability of moving to & in H;
is the same as the probability of moving to some w € V' \ Bin H.
Hence by a simple coupling argument, we have Pr[E;] = Pr[E;].
Now we construct another dynamic network Hy whose round-t
topology (¢ > 1) is the (simple) graph derived from the round-t
topology in Hj, by replacing all the multi-edges with a simple edge
and by adding %) — |B| — 1 degree-1 dummy nodes as neighbors



Algorithm 3 SinksFloodTuples(n, p,, flag,, tuple,, d) for node u

55: allTuple, « (0,0);

56: repeat [2n - min(1, %(ln é +1In(64n?) +Inln 16?"))] times

57: // Find the largest id among all those nodes that have something to flood.

58: if tuple, # (0,0) then max_sink_id, « u;else max_sink_id, < 0;

59: repeat d times

60: send (MAXID, max_sink_id,,);

61: for each message (MAXID, m’) received in this round: max_sink_id, « max(max_sink_id,, m’);
62: end

63:

64: // Check if T am being selected.

65: if u = max_sink_id, then

66: flooding, = (FLOOD, u, tuple,); tuple, « (0,0);

67: else

68: flooding, = null;

69: end if

70:

71: // Flood for d rounds.

72: repeat d times

73: if flooding, # null then send flooding,; else send an empty message;

74: if T receive (FLOOD, max_sink_id,, -) then set flooding,, to be that message;
75: end

76: if flooding,, # null then allTuple, « allTuple, + tuple’ where flooding, = (-, -, tuple’);

77: end
78: return (flag,,allTuple,);

79: Concurrently with the above, each node does the following in every round:
80: send (FLAG, flag,, py); if (I receive message (FLAG, flag’, p’) with either flag’ = True or p’ # p,, in this round) then flag, «

True;

of a in every round. Note that Hy has exactly 1 nodes. Let E3 be
the event that a p-BRW on H; of k steps starting from node u
visits @. By Theorem 4.1 and with a Markov inequality, we have
Pr[Es] > % To relate E3 to Eg, note that the probability of reaching
a in each step of random walk in Hj is no larger than in Hy. A
coupling argument then gives Pr[E;] > Pr[E3]. Hence we have
Pr[Eq] = Pr[E2] > Pr[E3] > % which completes the proof. O

C PROOF FOR LEMMA 4.4

To prove Lemma 4.4, we first prove another lemma, Lemma C.1. De-
fine I4,.4,1 (w) = {w | w is aneighbor of u in round #; through t;},
and Sy4,.,1(w) = {w | wisasink and w € I',.4,1(v)}. Following
the intuition in Section 3.2, Lemma C.1 next proves that under
certain conditions, if I';,.;,(u) is large, then there exists some
t1 < t <tz suchthat Sp4 /411 (#) is not much smaller than Sy, .4 (u).
This will later help ensure a non-trivial probability of the algorithm
successfully guiding the walk towards sinks. Define Ry, Ry, and
Rs3 to be the randomness used in Line 1, 6, and 18 in Algorithm 1,
respectively.

LemMA C.1. For any givenT > 4, N > 1, and outcomes of ran-
domness Ry and Rs, consider any execution of Algorithm 1 with
n € [N,2N] and with all N nodes invoking Algorithm 1. For any
given round t1 during which Line 3 in Algorithm 1 is executed and
any given node u where |T[4,.+, 421 (w)| > n°, with probability at least

_ e .
1- 50 In(2) over Ry, there exists t € {t; + 1,t; + 2} such that

\S[zlzt] (u) | > 1
[S{ey:e-11 ()| = oy/NT=¢"
Proor. In Algorithm 1, each node independently becomes a sink
with probability ¢ = min(1, % (In % +In(64n%) +Inln 16T”)), with
the probability being defined over R;. If g = 1, then we must have

S[t1:t1+2] (u) n¢ 1 3

St @) > N > znre- Hence there must exist t € {t;+1, ¢ +2}
|S[t1:t|(u)‘ 1

such that St @1 2 2yns If ¢ < 1, then by Chernoff bound,

we have Pr[S[;.;,42) (1) < 0.5n°q] < exp(—%ncq) = m,

exp(-31Ngq) < m. This
means that with probability at least 1 —

and Pr[S[;.1(w) = 2Nq] <
m, we have
Sity:y+2) (W) 0.5nq N 1
Sley:01 (W) 2Ng = 4Ni-c¢*
Siti:n+2] () S S[ty:t411 (W) S S[y:4,1 (w). Hence with probability

- € i
at least 1 S In(2) there must exist t € {t; + 1,#; + 2} such

‘S[tlzt](u)l > 1
[Siey:e-11 (@) = 2yNT-¢"

We restate and prove Lemma 4.4 below:

Then, by definition, we have

that ]

LEMMA 4.4. For anyT > 4 and N > 1, consider any execution
of Algorithm 1 with n € [N, 2N] and with all N nodes invoking
Algorithm 1. For any node u and the corresponding path i/ of its tuple,
with probability at least 1 — 57, node . is a sink.



ProoF. Let h = 16Vn!=¢In 16?" and k = 2¢’n3¢ In n®, where ¢’ is
the constant from Theorem 4.1. For clarity, we prove for the case
where n¢, %, and k are all integers. The case where they are not
integers can be proved similarly.

Defining and analyzing /. To facilitate proof, we first define
another sequence of nodes ¢ = ¥ ..., and reason about its
properties. Later we draw a connection between /’ and ¢ to prove
the lemma. For any given outcomes of randomness R1, R, and Rs,
we define the corresponding i/’ to be the value that i would take, if
the outcome of R; were replaced by some outcome such that there
are no sinks elected among the N nodes. Intuitively, /' is the same
as i/ except that i/’ ignores all the sinks. Note that while we define
y’ for given outcomes of randomness Ry, Rz, and Rs, the sequence
¥’ actually does not depend on R; and R;. The sequence ¢’ has
a length of 4h(k + 1), and we divide ¢’ into h segments of length
4(k+1) each. Eventually, we will define a notion of a segment being
nice, and show that with high probability at least % segments in
are nice.

For any given segment starting from node lﬁt'o 4+1 for some tp, we
define a random variable = 5172 ... ng such that ns = l/ft'o+4s for
1 <'s < k. Essentially, 7 is a subsequence of that segment. We next
define a new dynamic network H; based on the original dynamic
network H, where H; intuitively takes the maximum common
subgraph across every 4 rounds in H, starting from round o + 5.
Specifically, H; has the same set of nodes as H, and for all s > 1,
the round-s topology of H; is the maximum common subgraph of
the topologies of H from rounds (¢ + 4s + 1) to (o + 4s + 4). Since
H is a T-interval dynamic network with T > 4, the topology of
Hj in every round must be connected, and H; must be a 1-interval
dynamic network. Define random variable ¢ = ¢1¢5 ... ¢x to be
the k-step %—BRW on H;j that starts from node 71, which implies
that ¢; = n;.

For a node v and a round ¢, we say that node v is viable in round
t if [T[r41.443)(0)] < n€. (Here T is always defined with respect
to H, instead of Hj.) Consider any given set B of nodes where
|B| < min(n® N). Let 7 = 7173...7; be any sequence of nodes
such that for all 1 < s < k, node 75 is in B and 75 is viable in
round ty + 4s. We will prove that for all such 7 and under all given
outcomes of Ry and Ry, we have Pr[n = 7] = Pr[¢ = 7] where the
probability is defined over Rs. To prove this, it suffices to prove
that Pr[ns+1 = ts+1lns = 75] = Pr{ds+1 = Ts+1l¢ps = 75| for all
1 < s < k — 1. Condition on 55 = 75 and ¢s = 75, we separately
consider the following three cases for 7s41:

Ts+1 = Ts. Wereason about 541 first and @541 next. By definition, zg
is viable in round t + 4s, so we have
IT[ty+4s+1:t9+45+3] (Ts)| < n°. Thus in the round (o + 4s + 4),
on node 75 the condition at Line 17 in Algorithm 1 must be
satisfied. (Recall that 75 equals 75, 55 is in ¢’ and ¢’ is defined
when there are no sinks. Hence the second part of the condi-
tion at Line 17 is trivially satisfied.) Then we will have ng41 =
1541 iff at Line 18, node 75 either chooses itself or choose
some node in I iase1o44543] (T5) \ Trgadst1tprdsta] (Ts)-
The probability of this happening is exactly

- [T rg+as+1:0g+as+4] (Ts) |

e .Next we move on to ¢s41. In round s of
Hl, the

set of neighbors of 17 is exactly

T[4y +4s+1:29+4s+4] (7s). Hence, the probability that ¢s+1 = 7511
is the probability that the #-BRW stays at node 75, which

is exactly 1 — [T rg+as+1:0g+4s+4] (Ts) |

Ts] = Pr¢s+1 = Ts41l¢s = 75].

Ts41 # Ts and 741 € [y 1a511:044544] (7s)- We  reason  about
ns+1 first and ¢sy1 next. By same argument as above, in
the round (#( + 4s +4), on node 75 the condition at Line 17 in
Algorithm 1 must be satisfied. Then we have 5541 = 7o iff
at Line 18, node 75 chooses 7s+1. The probability of this hap-
pening is exactly n% On the other hand for ¢5.1, note that
7s has |F[t+4s+1:t+4s+4] (zs)| < |r[t0+4s+1:t0+4s+3] (zs)] < n€
neighbors in Hj. By definition of %—BRW, the probability
of ps4+1 = Ts41 is also exactly % Hence Pr(ns+1 = ts41|ns =
7s] = Pr[¢s+1 = 7s511ds = 75].

Ts41 # Ts and Tsi1 € Ty ras41:00+4544] (7s). Obviously
Pr[’75+1 = z's+1|’7s = Ts] = Pr[¢s+1 = Ts+1|¢s = Ts] =0.

We have proved that Pr[n = 7] = Pr[¢ = r]. With the given set
of nodes B, we can sum up the probabilities over all possibles 7, and
we have ). Pr[¢ = 7] = 3, Pr[n = 7]. On the other hand, since
|B| < min(n¢, N), Theorem 4.2 tells us (via a trivial contradiction)
that Y, Pr[¢ = 7] < % Hence we also have ), Pr[n = 7] < %
This means that for any given set of nodes B with |B| < min(n¢, N),
and any given segment starting from node tﬁt’o +1» With at most %

.Hence Pr[ns+1 = 754115 =

probability, both the following properties hold: i) the segment only
visits nodes in B, and ii) for all s € [1, k], the node
in the round t( + 4s.

We now move on to reason about all the segments in ¢/’. For
any segment starting from node tﬁt’o +1 for some #g, we say that the

P
lﬁto 445 18 Viable

segment is nice if at least one of the following three events happens:
i) the segments before the current segment have already visited
at least min(n¢, N) distinct nodes; ii) there is some s € [1, k] such
that the node I/Jt’o +45 18 DOE viable in the round ty + 4s; or iii) the
current segment visits at least one new node not visited by any
of the previous segments. By letting B be the set of nodes visited
by all the previous segments, our above reasoning implies that
each segment is nice with at least % probability (under all given
outcomes of Ry and Ry, and with the probability defined over R3).

Although the events of different segments being nice are corre-
lated, the conditional probability of each of the h segments being
nice is always at least 1, regardless of whether previous segments
are nice. This allows us to apply a Chernoff bound despite the corre-
lation, which shows that Pr[less than (% . %) segments are nice] <
exp(— % . %) < 35, with the probability being defined over R3. Hence,
the sequence ¥’ contains at least % nice segments with probability
(over R3) at least 1 — .

Connecting i to)’. We next draw a connection between i and
¥’ to show that ¢ visits some sink. Our following discussion will
condition upon /’ containing at least % nice segments — or equiv-
alently, we consider given outcome of R3 under which ¢/’ contains
at least % nice segments. Note that given the outcome of Rs, the
sequence ¥’ is fixed. We separately consider two cases:

The sequence ' contains at least min(N, n¢) distinct nodes
Recall that each node independently becomes a sink with
probability ¢ = min(1, %(ln % +In(64n2) +Inln 16T")) The



probability that there is no sink among these min(N, n¢)
distinct nodes is at most (1 — g)™n(N.n%) < 5, with the
probability being taken over R;. We will now only consider
those outcomes of R; such that there is some sink among
those nodes. Under such given outcomes of R; and R3, if
y = ¢/, then obviously ¢ must visit a sink. If  # ¢/, then
by definition of i/ and ¥/, for i to be different from y’, the
sequence ¥ must visit a sink.

The sequence §’ contains less than min(N, n°) distinct nodes.
Recall that /” contains at least % nice segments. We claim

that there are at least x = 2Vn1—¢ In(léT") segments where
each of them contains some node // (t € [4,4((h—1)(k+1)+
k)]) such that i/ is non-viable in round ¢, and # is a multiple
of 4. We prove this claim via a simple contradiction: If not,
then by the definition of a nice segment, there will be at least
% —2Vnl—¢ ln(léT”) = 2Vnl-c ln(lﬁT”) > n° segments that
visits at least one new node not visited by previous segments
in ¢’. This would then contradiction with ¢* containing less
than min(N, n¢) distinct nodes.

Recall from above that under the given Rs, the only scenario
where i can be different from ¢’ is that i has visited a sink.
The next will prove that the probability of ¢/ = ¢’ is at most
35 with the probability taken over Ry and Ry. This 1mphes
that the probability of ¢ visiting a sink is at least 1 — g

To reason about the probability of / = ¢/, consider any given
segment among the above x segments, and the correspond-
ing node /] where ¢/ is non-viable in round ¢. This means
that [T[;41.043] (¥))] > n°. Since t is a multiple of 4, Line 3 is
executed in round ¢ + 1 on node ;. Hence, by Lemma C.1,
with probability at least 1 — over R, we have

|5[t+1:t+2](1//t)| 1 or |5[t+1:t+3](¢t)| > 1
[Sie+10411 (W) | = 9y/NT-¢ [Si+1:042) (W) | = 2/NT-¢~
With a union bound, the earlier property holds for all x

segments with probability at least 1 — 1£-. Conditioned
upon such an event, in order for ¢ to remain the same as
¥’ in a given segment among these x segments, the node
Y+ needs to fail in its attempt of directing the tuple to a
neighboring sink at Line 4 to 15 in Algorithm 1. This hap-
pens with probability (1 — . \/Alﬁ) over Ry. Finally, taking
all x such segments into account, the probability (over Ry)
of ¢ remaining the same as ¢’ in all segments is at most

_ X _ _ 2Vn!=¢In( 16")
¢ Zm) =(1 zm) < T6n

Finally, a union bound across Ry, Ry, and Rs shows that with
probability at least 1 — ¢ —max(g;, 5;) = 1 - 3, = 1 — 3%, the
sequence ¥ visits a smk O

€
16
32n?In(+2%)

either

D PROOF FOR THEOREM 4.5

We first prove Lemma D.1 and D.2, and then use them to prove The-
orem 4.5. Recall from Section 4.2 the notion of a trial in Algorithm 2,
which is from Line 33 through 47 in Algorithm 2, and corresponds
to one specific (n, d) pair.

LEmMMA D.1. For any givenT > 4, N > 1, and e = (poly(N))
with probability at least 1 — §, Algorithm 2 outputs within

O(Dngolylog(N)) rounds on all nodes.

ProoF. Recall that Algorithm 2 defined the function f(d, n) =
100(c” + 1)dng log?(4n) log %. One can verify that this is an upper
bound on the number of rounds needed by a trial for one (n, d) pair,
namely, from Line 33 to 47 in Algorithm 2. Since
55f(D,2N)log? f(D,2N) = O(DN7polylog(N)) log? 2 =
O(DN 7 polylog(N)), it suffices to prove that all nodes output within
55f(D, 2N) log? f(D, 2N) rounds. Let event E; be such that no
nodes output within 54f(D, 2N) log? f(D, 2N) rounds. We will
prove that Pr[E;] < §. Proving this suffices since if at least one
node outputs within 54f(D, 2N) log? f(D, 2N) rounds, then by
the mechanism at Line 50 in Algorithm 2 which floods the out-
put, all nodes will output within 54f(D, 2N) log? f(D,2N) + D <
55f(D, 2N) log? f(D, 2N) rounds.

Let f3 be the first trial such that throughout all rounds in that trial,
every node u have n € [N,2N],d > D, and a,, = A. We will first
show that f must end by the end of round 54 (D, 2N) log? f(D, 2N),
and then show that at least one node outputs by the end of the trial
f with probability at least 1 — §. This will then complete the proof.

Define Line 31 through 48 in Algorithm 2 to be an iteration,
where the i-th iteration has a “budget” of 2 rounds for each trial
within that iteration. It is easy to verify that the i-th iteration (i > 1)
takes at most 1.5i2! rounds. Furthermore, we claim that the i-th
iteration for i > log f(D, 1) must take at least D rounds: Since
f(D,1) < 2! when i > log f(D, 1), the first trial in that iteration
will use d > D and n = 1, and that trial will already take f(d, 1) >
d > D rounds. This then implies that in the i-th iteration where
i > log f(D,1) + 1, all node u must have a,, = A. Next, let ip =
[max(log f(D, 1) +1,log f(D,2N))]. Since iy > log f(D, 1) +1 and
since f(D,2N) < 2%, the io-th iteration must contain some trial
during which all node u use n € [N,2N],d > D, and a,, = A. The
trial § can be either this trial, or some earlier trial. In either case, the
trial § must finish by the end of the i-th iteration, which is no later
than round 3,1 | 1.5i2% < ig- 1.5-ig-2" < 1.5- (2+log f(D,2N))?-
22+l0g f(D2N) < 54£(D, 2N)log? f(D, 2N).

We have proved that f must finish by the end of round
54f(D,2N) log? f(D, 2N). Recall that E; is the event that no nodes
output within 54f(D, 2N) log? f(D, 2N) rounds. We next prove
Pr[E;] < §. Let E; denote the event that no node outputs before
trial . Then we have Pr[E;] < Pr[no node outputs during f | Ez]
xPr[E2] < Pr[no node outputs during f | Ez2]. The following
proves that Pr[no node outputs during § | Ez] < §, by showing
that Pr[some node outputs during f | E2] > 1 - §. All our follow-
ing discussion will condition upon E,.

As no node has output before trial f, all nodes must invoke
Algorithm 1 during the trial 8. By Lemma 4.4 and with a union
bound across all N nodes, with probability at least 1 — £, every tuple
will reach some sink. Since each node selects itself as a sink with
probability g = min(1, 2 e (ln +In(64n?) +1n1n 162 16" )) by Chernoff
bound, with probability at least 1 — exp(—4 3qN ) < §, there are at
most 2gN sinks. Then, a union bound gives that with probability
at least 1 — §, every tuple reaches some sink and there are at most
2gN sinks. It suffices now to show that conditioned on every tuple
reaches some sink, and conditioned on there are at most 2gN sinks,
for every node w, the condition at Line 46 of the trial f must be



satisfied. This will then cause node w to output by the end of the
trial 8. The following proves this.

First, at Line 46 of the trial , we must have flag,, = False. This
is because in trial §, all node u choose p,, to be the smallest prime
number such that p,, is at least 8 jzaié =38 jzAzé, implying that p,,
is the same for all u. This means that no node will set its flag due
to seeing conflicting p values. Additionally, since p,, > A > N, the
condition at Line 39 will not be satisfied on any node u, and hence
the flag will not be set at that line either.

Second, we claim for every node w at Line 46 of the trial §, we
have allTuple,, = 3, tuple, with the sum taken over all nodes
in the system: Since d > D on all nodes during the trial f, one can
verify that by the end of each loop from Line 59 to 62 in Algorithm 3,
every node will have selected the same id for the node with that id
to flood its aggregate tuple. Then the selected node will flood its
tuple for d rounds from Line 72 to 75. Since d > D, the flooding will
be received by all nodes, and this selected node will not join future
selections. As there are at most 2gN sinks, and since Algorithm 3
selects [2gn] > 2gN nodes to flood, every sink will get a chance to
flood its aggregated tuple. Together with the fact that every tuple
reaches some sink, we have allTuple,, = >, tuple, with the sum
taken over all nodes in the system.

Finally, since allTuple,, = >, tuple,, the wvalue
allTuple,,.count must be positive, and we further have
allTuple,,.rand_num = 3}, rand_num, = 0 mod p,,. This then
enables w to satisfy the condition Line 46 in the trial f. O

The following Lemma D.2 upper bounds the error in our sound-
ness checking mechanism. The proof follows from the intuition in
Section 3.4. Note that the lemma holds regardless of whether some
nodes (other than w) have already output before the given trial:

LEmma D.2. Consider any T > 1. For any given trial in Algo-
rithm 2, the probability that a given node w outputs a wrong result
at Line 46 of Algorithm 2 is at most I’LW

Proor. In this proof, all the line numbers refer to either those
lines executed in the given trial in Algorithm 2, or the lines executed
in the corresponding invocations of Algorithm 1 and 3 during that
trial. We say that a node is inactive in the trial if either it has output
prior to this trial, or it outputs at Line 40 of this trial. Otherwise, the
node is active in the trial. If w is inactive in the trial, then the lemma
trivially holds. Hence we only need to prove for the case where w
is active. Fix the randomness used in Algorithm 1. We define the
set S; to contain all the nodes from which node w has collected
their respective tuples by Line 46. Specifically, consider any node u
and the corresponding path i of node u’s tuple.® Then node u is
in Sy iff in the trial, node w has received the aggregate tuple from
¥ — or more precisely, during this trial w has reached Line 76 in
Algorithm 3 (once) with max_sink_id,, = ¥, and flooding,, #
null. All nodes u in S1, and their corresponding nodes 1, , must
be active, since otherwise node w would not have collected node
u’s tuple.

By the definition of Sy, one can verify from the pseudo-code that
immediately after Line 44 of Algorithm 2, we have allTuple,, =

Notice that the notion of a path is still well-defined even when some nodes are
inactive. In particular, by the definition of a path, if the path reaches a node that did
not invoke Algorithm 1, then the path remains at that node until the end.

Yves, tuple,, where the summation of multiple tuples is obtained
by summing the count and rand_num fields separately. Node w
outputs a wrong result in this trial only if all the following holds
at Line 46: 1) S; # 0 and S; # V where V is the set of all N nodes,
ii) flag,, = False, and iii) al1Tuple,,.rand_num = 0 mod p,,. To
prove the lemma, it suffices to show that Pr[allTuple,,.rand_num =
0 mod py | (S1 # Vand S; # 0 and flag,, = False)] = pr Our
following discussion will always condition upon the event that
S1 #Vand Sy # 0 and flag,, = False.

We first show that for all node u € Sy, it holds that p,, = p.y
and flag, = False immediately before Line 42 of Algorithm 2.
Consider any u € S1, and let / be the corresponding path traversed
by the tuple from u. By the definition of Si, node w must have
received the tuple from node ¥, at Line 44 in Algorithm 2. Since
flag,, = False immediately after Line 44 of Algorithm 2, we must
have py, = p. and flagy, = False immediately before Line 44. In
turn, since f 1ag¢i = False immediately before Line 44, we must
have py = py, = pwand flag, = False immediately before Line 42.

Next, the topology of the network in the first round of this trial
must be connected. Since S; # 0@ and S; # V, there must exist some
node vg € Sp such that in the first round of this trial, node vy has at
least one neighbor that is not in S;. Let the non-empty set S’ be the
set of neighbors of node vy that are not in S;. We earlier showed
that flag,, = True immediately before Line 42, which implies that
|S”| < py, = pw, by Line 39 of Algorithm 2. Hence 1 < |S/| < py,—1.

Fix all the randomness used by all nodes, except for the random-
ness used by v for generating its random share xy,. Then at Line 46
of Algorithm 2 on node w, the value of allTuple,,.rand_num will
be a function of xy,. Putting it another way, we must have
allTuple,,.rand_num = g(xy,) for some function g(), and g(0) is
the value of allTuple,,.rand_num when for each neighbor, node v
sends 0 as a share to that neighbor and keeps a share of p,, for itself.
Hence by the reasoning in Section 3.3, we have g(xy,) = [S"|(pw —
Xg,) +9(0) mod p,y. We now have Pr[allTuple,,.rand_num =0
mod py] = Pr[|S|(pr — Xa) +9(0) =0 mod pyy] = Pr[|S"|xs, =
g(0) mod p,,]. Since pyy is a prime number, 1 < |S’| < p,,—1,and
Xy, is uniformly random in [0, p,, — 1], we have Pr[|S"|x,, = g(0)

1

mod py,] = e O

We restate and prove Theorem 4.5 below:

THEOREM 4.5. Forall givenT > 4,N > 1, and e = Q(W),
with probability at least 1 — €, Algorithm 2 outputs N on all nodes
within O(Dngolylog(N)) rounds.

Proor. By Lemma D.2, for each trial and each node u, the prob-
ability that u outputs wrongly at Line 46 in that trial is at most l%u
In a trial, node u sets py, to be the smallest prime number such that

2
Pu 2 4% x (2j%), where a;, > u is the largest id that node u has
seen and j is the number of trials u has done. Hence, across all trials
(even if there are infinite number of trials), the probability of u out-

putting wrongly at Line 46 is at most Y% < 5. A union

—c
J=1 4a?x2j2 = 4ad?,
bound across all nodes then shows that the probability of some node

outputting a wrong result at Line 46 is at most 2 | < <3

4
Finally, it is easy to verify from the pseudo-code that if no node
outputs a wrong result at Line 46, then no node can possibly out-

put any wrong result at Line 40 either. Hence with probability at



least 1 — £, Algorithm 2 never outputs a wrong result on any node.
Taking a union bound with the probability in Lemma D.1 then
shows that with probability at least 1 — €, Algorithm 2 outputs N on

all nodes within O(DN %polylog(N )) rounds. Finally, in all those
rounds, one can verify that message size in the algorithm is always

O(logN). O

E PROOF FOR THEOREM 5.1

We restate and prove Theorem 5.1 below:

TueoREM 5.1. ForallT > 4, N > 1,ande = Q(m), with
probability at least 1—e, the algorithm described in Section 5 outputs N
and also terminates on all nodes, within O(DN%polylog(N)) rounds.

Proor. We first do some preparation, then prove that the algo-
rithm must output N correctly, and finally show that it terminates

within O(DN gpolylog(N )) rounds.

Preparation. The proofs of Lemma D.1 and Theorem 4.5 show
that there exists constants a; > 1and az > 1 such thatforall N > 1

- 1 . i :

and e = Q( m), with probability at least 1 — ¢, Algorithm 2 out-
puts  the  correct
(alDNg)(log“2 N)(log? %) rounds. For given D, N, and ¢, define
ip > 1 to be the smallest integer i such that

result on all nodes within

2l > (alDNg)(log“ZN)(log2

<)
21i+1

It is easy to verify that i) such iy must exist, ii) the above inequality
holds for all i > i, and iii) 2% = O(DN%polylog(N)polylog(%)).
For € = Q(m), we further have 2/ = O(Dngolylog(N)),
We will only be concerned with the invocations of Algorithm 2
for computing M in epoch 1 through ip + 2 + log N. Recall that we
allow epoch i (i > 1) to have an error probability of €] = 2,% For

1 <i<iyp+2+logN and for e = Q( ), we always have

1
poly(N)

’ €
€ 2 Sig+alog N

= ey

Now we can invoke Theorem 4.5 for all the invocations of Al-
gorithm 2 for computing M in epoch 1 through iy + 2 + log N,
and for the single invocation of Algorithm 2 for computing N
with an error probability of €/ = 5. A union bound immediately

shows that with probability at least 1 — Z;(’:;ZHOgN € > 1-c¢

every such invocation must return the correct result on all nodes
within (a;DN %)(loga2 N)(log? %) rounds, if all nodes participate
throughout that invocation. The remainder of our proof will condi-
tion upon this (good) event happening.

Outputting N correctly. We can now prove that the algorithm
outputs the correct count N. Let round r; be the first round during
which some node generates an output for count. Recall that when-
ever a node u outputs the count, it also floods a TERM1 message,
and this TERM1 message is also viewed as being received by node
u itself immediately in the current round. Hence round ry is also
the first round during which some node receives a TERM1 message.
Define round ry > r; to be the last round during which some node
generates an output for count. Hence by round r, all nodes in the
system have received at least one TERM1 message. Let round r3
be the first round during which some node terminates. We claim

that r3 > rp. To see why, consider any node u that terminates in
round r3. If u terminates according to TERM1, then the source of
that TERM1 message must have initiated the flooding of the TERM1
message in round r3 — N. Since no node terminates before round r3,
this flooding must have reached all nodes by round r3. A node must
generate an output for count upon receiving this TERM1 messages,
if it has not yet generated an output. Hence rp < r3.

Next, if u terminates according to TERM2, then we claim that
r3 must be before or in epoch iy + log N. We prove this claim via a
simple contradiction, and assume r3 is after epoch ip + log N. This
means no node terminates in or before epoch iy +log N. Then by
the definition of iy and by the time complexity of Algorithm 2,
the single invocation of Algorithm 2 for computing N must have
generated the correct result on all nodes by the end of epoch ij.
Hence every node must receive some TERM1 message (potentially
from itself), which instructs it to terminate in some round that is
no later than N rounds after the end of epoch ip. That round must
be in or before epoch iy + log N. This would then contradict with u
being the first node that terminates.

We have shown that r3 must be before or in epoch iy + log N.
Our earlier discussion on iy tells us that the result generated by
an invocation of Algorithm 2 prior to round r3 must be correct, if
all nodes have participated in that invocation. Since u terminates
in round r3 according to TERM2, the source of the corresponding
TERM2 message must have previously invoked Algorithm 2 to
compute M and observed that M = N. Since no node terminates
before round r3, all nodes must have participated in that invocation,
and hence such computation must be correct. This implies that all
nodes must have received a TERM1 message (and hence output the
count N) by round r3.

So far we have proved that r;y < rz < r3. This means that no
node ever terminates, before all nodes have generated the output
for count. Since the invocation of Algorithm 2 for computing N
must generate a correct result for count if all nodes participate in
that invocation, we know that all nodes must output N correctly.

Terminating within O(Dngolylog(N)) rounds. Finally, we
prove that the algorithm terminates on all nodes within
O(DN 7 polylog(N)) rounds. By the definition of iy, the number
of rounds in each epoch, and the time complexity of Algorithm 2,
we know that in every epoch from epoch iy through iy + 2, the
invocation of Algorithm 2 for computing M in that epoch must
generate the correct result on all nodes by the end of that epoch, if
all nodes have participated in that invocation.

Furthermore, we have already shown earlier that no node ever
terminates, before all nodes have generated the output for count.
Such output is either generated by the single invocation of Algo-
rithm 2 for computing N, or generated upon receiving a TERM1
message. In either cases, the output (if generated) must be correct
since no node has terminated when the output is generated. In
addition, we claim that every node must have generated the output
for count by the end of epoch ip. This is because otherwise no node
would have terminated in or before epoch iy, which in turn implies
that the single invocation of Algorithm 2 for computing N must
generate output on all nodes by the end of epoch iy.

Hence every node must generate the output for count and also
receive some TERM1 message, by the end of epoch iy. This TERM1



message will instruct the node to terminate in some round that is
no later that N rounds after the end of epoch iy. The total number
of rounds, from the beginning of the execution until the end of
epoch ig, is at most 2 - 29, Regardless of whether a node receives
any TERM2 message, the node hence must terminate by round
220 4 N.IfD > N%, then we immediately have 2 - 210 + N =
O(Dngolylog(N)) +N= O(DN%polylog(N)), and we are done.

We still need to prove for D < N7. Let round r4 be the first
round during which a node terminates according to TERM1. Define
rq4 = oo if there is no such node. If round r4 is no later than the
end of epoch iy + 2, then we must have 2 - 20072 >y > N. We
explained earlier that regardless of whether a node receives any
TERM2 message, the node must terminate by round 2 - 2% + N.
Since 2-20*2 > N, this means every node must terminate by round
2.2 4 N <2.2042.20%2 = O(Dngolylog(N)), and we are
done. )

The only remain case is when D < N7 and round ry is after
epoch ip + 2. By the definition of r4, in the first iy + 2 epochs, no
node terminates according to TERM1. We claim that in the first
i + 2 epochs, there must exist some node that terminates according
to TERM2.

We prove this claim via a simple contradiction, and assume that
there is no such node. Since r4 is after epoch iy + 2, this means

that no node terminates in the first ip + 2 epochs. We explained
earlier that every node must generate the correct output for count
and also receive some TERM1 message, by the end of epoch ij.
In epoch iy + 1, the invocation of Algorithm 2 for computing M
must generate the correct result of M = N on all nodes, by the
end of that epoch. Hence in epoch i + 1, some node u will initiate
the flooding of a TERM2 message. Node u itself must also receive
this TERM2 message, which will cause it to terminate at most N 7
rounds after the end of epoch iy + 1. Since epoch iy + 2 has at least
N 7 rounds, node u must terminate by the end of epoch i + 2, which
is a contradiction.

We have proved that in the first iy + 2 epochs, there must exist
some node that terminates according to TERM2. Let r5 be the first
round during which some node terminates according to TERM2,
and let u be one such node. The source of that TERM2 message must
have initiated the flooding of that TERM2 message in round r5 — N 7.
Since no node terminates (either according to TERM1 or TERM2)
before round r5 and since D < N 7 , this flooding must have reach
all nodes by round rs. In turn, all nodes will terminate in round rs,
which is no later than the end of epoch ip + 2. The total number of
rounds before termination is at most 2-20*2 = O(DN 7 polylog(N)),
and we are done. O
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