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Abstract—Specifications are important for many activities
during software construction and maintenance process such
as testing, verification, debugging and repairing. Despite their
importance, specifications are often missing, informal or in-
complete because they are difficult to write manually. Many
techniques have been proposed to automatically mine specifi-
cations describing method call sequence from execution traces
or source code using frequent pattern mining. Unfortunately, a
sizeable number of such “interesting” specifications discovered
by frequent pattern mining may not capture the correct use
patterns of method calls. Consequently, when used in software
testing or verification, these mined specifications lead to many
false positive defects, which in turn consume much effort for
manual investigation.

We present a novel framework for automatically discovering
legitimate specifications from execution traces using a mutation
testing based approach. Such an approach gives a semantics
bearing to the legitimacy of the discovered specifications. We
introduce the notion of maximal precision and completeness
as the desired forms of discovered specifications, and describe
in detail suppression techniques that aid efficient discovery.
Preliminary evaluation of this approach on several open source
software projects shows that specifications discovered through
our approach, compared with those discovered through fre-
quent pattern mining, are much more precise and complete.
When used in finding bugs, our specifications also locate defects
with significantly fewer false positives and more true positives.

Keywords-specification mining; formal specifications; muta-
tion testing

I. INTRODUCTION

Specifications are essential for many tasks during software
construction and maintenance process. Legitimate specifi-
cations (i.e. specifications that programmers should obey
when writing code) guide the production of correct code
during coding activities and later can be used as system
invariants for verifying, testing, debugging and repairing
software [5], [6], [22]. They can also be used to facili-
tate the comprehension, understanding and maintaining of
an existing code base [14]. Among these, temporal logic
properties over function or method call sequences assemble
an important and useful specification class [3], [23], [14].
These specifications can be effectively used to describe
complex reliability and safety properties of software system
such as lock acquisition and release, or resource ownership

properties like “all calls to read(f) must exist between
calls to open(f) and close(f)”.

Specification mining techniques have recently been used
to automatically discover temporal logic specifications from
execution traces or source code. Many of these techniques
share a fundamental hypothesis: “interesting” specifications
tend to occur frequently in the set of traces. Based on
this hypothesis, there has been some success in discovering
specifications from trace sets through mining [9], [14].
Unfortunately, when used for discovering API-related rules,
mining often produces many incorrect and incomplete rules.
The presence of these illegitimate specifications in turn cre-
ates many false positives when used in software verification,
which consumes much effort for manual investigation [11],
[18], [19], [22]. For instance, Wasylkowski et al. reported
in [22] an experiment using mined rules to find object
usage anomalies in ASPECTJ, a compiler for the AspectJ
language. Among 790 usage violations (anomalies) found,
only 7 violations lead to real bugs (>99% of false positives).

We believe that a legitimate specification should have
semantic bearing on identifying faulty call patterns. In other
words, a specification is considered legitimate if violation
of which can lead to error. In [16], we introduce the
idea of mutation test based approach to identify legitimate
specifications. This approach examines the legitimacy of
a mined specification by subjecting it to mutation test.
Specifically, given a mined specification that describes a
behavior of a code fragment, we mutate the code so that it
intentionally violates the specification. We then execute the
code with a specific input to determine if such a violation
of the specification will lead to exceptions being thrown at
appropriate program points. When that happens, we deem
the mined specification to be legitimate.

This mutation-testing approach significantly reduces the
number of irrelevant mined rules, leading to a signficant
reduction in the number of false positives. Specifically, the
resulting set of mined rules can detect defects with at least
50% of accuracy [16]. Nevertheless, a large number of false
positives remains, as we continue to adopt the hypothesis
that legitimate rules must be “interesting” in the sense
of having high statistical frequency. Indeed, the notion of
“statistical significance” natuarally omits call patterns that
do not occur frequently in the execution traces, even though



violation of such patterns may lead to program crash.
In the current work, we abolish the use of “statisti-

cal significance” hypothesis, and adopt the hypothesis that
legitimate specifications must demonstrate their semantic
significance. This naturally leads to a much bigger pool of
specification candidates for legitimacy check. We continue
to employ mutation-testing approach to determine the legiti-
macy of every potential specifications. In order to ensure the
effectiveness of legitimacy check, we introduce the concepts
of maximal precision and completeness as the goals for
constructing legitimate specifications, and propose a novel
mutation algorithm called binary suppression to speed up the
check. At an abstract level, our goal appears similar to that
of Alattin presented by Thummalapenta and Xie in mining
“alternative patterns” by detecting “neglected conditions”
[18]. However, the differences in the underlying hypotheses
and the mining objectives have led to entirely different
solutions. We will say more about this is the Section VII.

An implementation of the entire framework is called COP-
PICE. It can infer, fully automatically, maximally precise and
complete past-time temporal logic API rules with respect to
a set of execution traces. We conducted an extensive empir-
ical experiment and discovered Java API rules using several
open source software projects. Our results are promising:
using COPPICE, we discovered 60-200% more legitimate
rules (i.e., rules with 100% precision) than frequent pattern
mining approach. When used in finding bugs, these rules
drastically reduced 66% of false positives compared to those
obtained from our previous mining approach presented in
[16].

This paper makes the following contributions:
1) We provide a theoretical foundations for the identi-

fication and construction of maximally precise and
complete legitimate specifications. We show that com-
plete legitimate specifications are essential for the
elimination of false positives in the verification of
legitimate specifications (Section III).

2) We propose a general mutation framework for discov-
ering legitimate temporal API rules from execution
traces (Section IV). We provide a novel instance of this
mutation framework for discovering complete past-
time temporal API rules for Java programs, which
consists of an efficient algorithm for managing muta-
tion called binary suppression. This instance defines an
algorithm for discovering, fully automatically, precise
and complete API rules that requires no extraneous
parameter (such as support and confidence commonly
provided in mining process) beyond the program and
program inputs (Section V).

3) We realize our framework in an efficient and practical
system called COPPICE and perform an extensive eval-
uation to demonstrate its effectiveness and scalability
using several open source software projects (Section
VI).

II. MOTIVATING EXAMPLES

We motivate our work by first illustrating two common
pitfalls in using frequent pattern mining techniques to infer
API rules: (1) such techniques may produce rules which has
no semantics significance, and thus considered illegitimate;
(2) such techniques may omit rules which have semantics
significance, but fails to occur frequently in the execution
traces.

In the following two examples, we demonstrate these
drawbacks of frequent pattern mining and explain how they
constitutes the source of false positives when mined rules are
used in software verification. These examples also give the
reader an intuition behind the notion of legitimate rules and
complete rules. Here, and throughout the paper, we consider
API rules as past-time temporal properties representing
sequential usage of method calls, possibly from multiple
objects.1

Example 1. Consider the following code snippet, which is
excerpted from APACHE FOP [1], a print formatter for XSL
formatting objects.

1 private Stack nestedBlockStack = new Stack();
2 public void handleWhiteSpace(...) {
3 ...
4 if (nestedBlockStack.empty() || fo !=

nestedBlockStack.peek()) {
5 ...
6 nestedBlockStack.push(currentBlock);
7 } else {
8 nestedBlockStack.pop();
9 }

10 ...
11 if (!nestedBlockStack.empty())
12 nestedBlockStack.pop();
13 ...
14 }

Let’s suppose that we want to infer usage rules of the
Stack object in the above code using its method call
execution trace. The execution flow from line 4 to line 8
produces the rule pop ↪→ peek, which states that a stack
must perform a call to peek before it can perform a call to
pop, and the execution flow from line 11 to line 12 produces
the rule pop ↪→ empty, which states that “a stack must
be checked for emptiness (by performing a call to empty)
before it can perform a call to pop”. In our experiment,
the rule pop ↪→ peek occurs frequently during the program
execution (with at least 122 occurrences); however, the rule
is unsuitable for use as an invariant in verification, because
it is not legitimate in general. The rule pop ↪→ empty, by
contrast, states a legitimate rule that any stack should firmly
follow. Consequently, any violation of pop ↪→ empty in
verification will likely be true positives, whereas any alert
due to a violation of pop ↪→ peek will highly probably be
false positives.

1Section III-A explains the representation in detail.



Example 2. Consider the following code snippet, which
is excerpted from PMD [2], a bug finding tool for Java
programs.

1 public String withoutPackageName(...) {
2 int dotPos = name.lastIndexOf('.');
3 return dotPos > 0 ? name.substring(dotPos + 1)

: name;
4 }

The execution flow from lines 2 to 3 produces the
rule substring ↪→ lastIndexOf for the String object,
which can be interpreted as one should use the method
lastIndexOf to find the position where the string should be
truncated before truncating it by performing the substring
method. This rule occurs very infrequently (with only 1
occurrence) during the program execution in our experi-
ment and consequently is not inferred by frequent pattern
mining technique. Typically, a more frequently occurred
rule such as substring ↪→ indexOf will be produced by
the miner. If we verify the rule substring ↪→ indexOf

alone against the above code, we will find a violation. This
violation is however a false positive because the call to
substring is actually safe due to the presence of the call
to lastIndexOf. Alternatively, one would want to use a
more complete rule such as substring ↪→ indexOf OR

lastIndexOf, which can help to eliminate the false alarm
described.

In order to minimize the number of false positives pro-
duced when using mined specifications for software veri-
fication purpose, we propose in this work the use of both
precise and complete legitimate specifications, whose formal
definitions will be presented in Section III-B. As for what
kinds of specifications can be considered as legitimate, our
key insight is that legitimate rules like pop ↪→ empty

and substring ↪→ lastIndexOf are not only used to
implement the code functionality but also mandatory for the
participating objects to behave correctly. Consequently, the
legitimacy of these rules can be determined by observing
how the objects respond when the rules are violated. For
example, a precondition for a stack to perform a pop is that
the stack must be at a non-empty state. Therefore a call
to empty, in contrast with a call to peek, is necessary to
check for the legal state of the stack object before it can
perform a pop. Generally, a rule is deemed legitimate when
violating the rule during program execution can make the
participating objects misbehave, which lead to a bad system
behavior, and possibly exhibited by an unexpected system
error.

III. LEGITIMATE SPECIFICATION

In this section, we will first formalize the syntax of past-
time temporal specification and describe how we use it to
verify program behavior (Section III-A). This is followed by
the formal definitions of legitimate specifications, precise

Table I
SPECIFICATIONS AND THEIR PAST-TIME LTL EQUIVALENCES

Specification LTL Equivalent
a ↪→ b G(a → X−1F−1b)

〈a, b〉 ↪→ c G((a ∧XFb) → X−1F−1c)
a ↪→ 〈b, c〉 G(a → X−1F−1(c ∧X−1F−1b))

Table II
SPECIFICATION VIOLATIONS AND THEIR PAST-TIME LTL

EQUIVALENCES

Specification Violation LTL Equivalent of Violation

a ↪→ b a
v
↪→ ¬b F (a ∧X−1G−1¬b)

〈a, b〉 ↪→ c 〈a, b〉
v
↪→ ¬c F ((a ∧XFb) ∧X−1G−1¬c)

a ↪→ 〈b, c〉 a
v
↪→ 〈¬b, c〉 F (a ∧X−1G−1(c →

a
v
↪→ 〈b,¬c〉 X−1G−1¬b))

a
v
↪→ 〈¬b,¬c〉

and complete legitimate specifications, and an explanation
on how complete legitimate specifications can help eliminate
false bugs in verification of legitimate specifications (Section
III-B). These definitions serve as a theoretical foundation for
our mutation framework for discovering legitimate specifi-
cations, which we will discuss in Section IV.

A. Past-time Temporal Specification

Past-time temporal specifications are rules stating that
“whenever a series of events occurs, previously another
series of events must have happened”. Specifications of
this format are commonly found in practice and useful for
program testing and verification [15].

In this work, a past-time temporal specification represents
an interaction protocol between possibly multiple objects in
term of call sequence usage and is always constructed from
two components, a consequence and a premise, each consists
of a series of method calls. A specification is denoted as
consequence ↪→ premise and states that whenever a
series of consequence calls occurs it must be preceded by
another series of premise calls. Each past-time temporal
specification corresponds to a Linear-time Temporal Logic
(LTL) expression. Examples of this correspondence are
shown in Table I, which we borrow from [15]. Each char-
acter represents a call. A sequence of characters surrounded
by angle brackets represents a series of (not necessarily
consecutive) calls that are invoked in that respective order.

Finally, a violation of a past-time temporal specification
can occur when one or more events in the premise are
missing while all events in the consequence occur in the
correct order. Violations of specifications used in Table I
are shown in Table II. We use the notation

v
↪→ to symbolize

violation.



B. Legitimate Specification
As mentioned in Section I, Legitimate specifications are

rules that programmers must follow when writing code.
In our definition, legitimate specifications do not merely
describe code functionalities, they are rules that require the
objects participating in the code to obey. When such a
specification is violated, the participating objects will likely
misbehave (that can be exhibited by throwing exceptions)
at some calls stated in the specification. Consequently,
legitimate specifications are useful for software verification
purpose. A formal definition (Definition 1) is as follows.
This definition also appeared in [16] under the name object-
significant specification.

Definition 1 (Legitimate Specification). A specification
Spec is legitimate if and only if there exist a code fragment
C and its input I such that code C when executed with
I will crash, due to the violation of Spec, by throwing an
exception at a call c occurred in consequent component of
Spec.

Spec.leg() ⇔ ∃ C, I ∃ c ∈ Spec.cons :(
C.exec(I) ∧ Spec.violate(C, I)

)
∧ E@c

We also call (C, I) a violating instance of the specification
Spec.

In this definition, the notation Spec.leg() means the
specification Spec is legitimate, Spec.cons denotes the set
of calls in the consequence component of the specification,
C.exec(I) represents the execution of code C with input I ,
Spec.violate(C) indicates the specification Spec is violated
during the execution of code C with I , and finally E@c
denotes throwing of an exception at call c. In addition, an
instance of a legitimate specification is defined as follows
(Definition 2).

Definition 2 (Legitimate Instance). A pair of code fragment
and its input (Corg, I) is called a legitimate instance of a
legitimate specification Spec if and only if the execution of
Corg with I satisfies Spec and Corg can be mutated into
Cmut such that (Cmut, I) is a violating instance of Spec.

We now define the concept of precise legitimate spec-
ification and complete legitimate specification (Definition
3-6). The use of these kinds of specifications during soft-
ware verification can minimize the number of false bugs
detected. In these definitions, we use an uppercase character
to represent the premise or consequence component of the
specification, which can consist of either a single call or a
series of calls. When we want to emphasize the series of
calls in each component, we use a sequence of lowercase
characters surrounded by angle brackets instead.

Definition 3 (Precise Legitimate Specification). A legitimate
specification of multi-event premise A ↪→ 〈b1, b2, . . . , bn〉
is precise if and only if there exist a code fragment C
and its input I such that (C, I) is a legitimate instance of

A ↪→ 〈b1, b2, . . . , bn〉 and each of the single-event premise
specifications A ↪→ 〈bi〉,∀i = 1 . . . n.

Intuitively, a legitimate specification is precise when all
calls in its premise are legitimate for the calls in conse-
quence. Notice that an imprecise legitimate specification
with some illegitimate calls in premise may lead to the
detection of false bugs. For example, consider the specifica-
tion pop() ↪→ 〈 peek(), empty() 〉 of the Stack object.
The specification is legitimate because a violation of the
specification in which the call to empty() is missing will
cause the Stack object to throw an exception at the call
pop() during execution. However, the specification is not
a precise legitimate specification because the specification
pop() ↪→ peek() is not legitimate. Consider a safe code in
which a call to empty, and without any calls to peek, is used
to check for the validation of a call to pop, such as the code
fragment including lines 11 and 12 in Example 1, Section II.
Verification of such a code against the specification pop()

↪→ 〈 peek(), empty() 〉 will result in a violation (in
which the call to peek is expected but missing), however
the violation implies a false bug.

Usually, we would like to combine all single premise
legitimate specifications A ↪→ 〈bi〉 which share the same
consequence A into one single precise legitimate specifi-
cation using conjunction operator A ↪→ 〈b1, b2, . . . , bn〉 if
they all share the same legitimate instance (C, I). Because
this combination specifies a temporal ordering of all calls
bi, i = 1 . . . n as they appear in the execution of code C
with input I , the combined specification is more precise
than each of the single premise specification alone. For
this reason, we usually want to infer the maximal precise
legitimate specification.

Definition 4 (Maximal Precise Legitimate Specification).
A precise legitimate specification A ↪→ 〈b1, b2, . . . , bn〉 is
maximal if and only if there exists an instance of the spec-
ification (C, I) such that there are no other specifications
A ↪→ 〈bn+1〉, bn+1 6= bi, i = 1 . . . n of which (C, I)
is a legitimate instance. We also call (C, I) the maximal
legitimate instance of A ↪→ 〈b1, b2, . . . , bn〉.

Sometimes, two legitimate specifications A ↪→ B1 and
A ↪→ B2, which share the same consequence A, do not
share the same legitimate instance (C, I). We say these
specifications are exclusive of one another and combine them
using disjunction operator.

Definition 5 (Specification Exclusivity). Two legitimate
specifications A ↪→ B1 and A ↪→ B2 are exclusive if
and only if there exists two pairs of code fragment and
input (C1, I1) and (C2, I2) such that (C1, I1) is a legitimate
instance of A ↪→ B1 but not A ↪→ B2, and (C2, I2) is a
legitimate instance of A ↪→ B2 but not A ↪→ B1.

Lemma 1. Given two precise legitimate specifications A ↪→



B1 and A ↪→ B2. If B1 is a super-sequence of B2 then
A ↪→ B1 and A ↪→ B2 can not be exclusive.

Lemma 2. Given two maximal precise legitimate and ex-
clusive specifications A ↪→ B1 and A ↪→ B2. If (C1, I1) is
a maximal legitimate instance of A ↪→ B1 then (C1, I1) is
not a legitimate instance of A ↪→ B2.

Definition 6 (Complete Legitimate Specification). A set
of maximal precise legitimate specifications {A ↪→
B1, . . . , A ↪→ Bn}, which can be expressed as a single
specification A ↪→ (B1 ∨ · · · ∨ Bn), is complete if
and only if there are no other maximal precise legitimate
specifications A ↪→ Bn+1, Bn+1 6= Bi, i = 1 . . . n that
are mutually exclusive with the given set of legitimate
specifications.

Intuitively, a complete legitimate specification consists of
the biggest set of mutually exclusive specifications which
share the same consequence component. A concrete example
that illustrates this situation has been shown in Example
2. We now show how complete legitimate specifications
can help reduce false bugs when they are used in place of
incomplete ones to verify software application.

Theorem 1. Given a complete legitimate specification Spec
and an incomplete one Spec′ obtained by removing one of
the exclusive disjunct of Spec. The number of false bugs
encountered during verification against Spec is bounded
above by that during verification against Spec′.

In practice, as we will show in Section VI, complete
legitimate specifications usually help reduce significantly
the number of false bugs when they are used in place of
incomplete ones to verify software application.

IV. MUTATION FRAMEWORK

A. Overview of the Framework

We now present COPPICE, the mutation framework for
discovering legitimate API rules from a software application
and a set of its input. Figure 1 shows an overview of the
framework. Input to COPPICE is a software application and
a set of its input. The inputs of the software application can
be either the inputs for the system tests or the unit tests.
COPPICE is most useful when developers wish to extract
legitimate rules used in completed software projects, and the
system inputs or unit tests are usually widely available in
completed projects. Output of COPPICE is a set of legitimate
API rules found during the application execution with the
set of provided inputs.

COPPICE comprises two customizable components, the
candidate rule extractor and the mutation generator. They
respectively characterize the set of rules the system will
consider, and determine the appropriate injected mutations
for verifying the rules’ legitimacy. The last component,
legitimate rule verifier, is fixed and can be shared by all

instances of the framework. Following we describe each
component in detail.

Candidate Rule Extractor. The first layer of the candidate
rule extractor is the method call tracer. The tracer’s duty
is to execute the software application with its inputs, and
record traces of API calls during the application execution.
By default, our implementation of the framework provides
one inter and one intra procedural tracer. However, the
tracer can also be customized, for example, to be a more
domain-specific tracer such as the object collaboration tracer
described in [17]. The second layer is the candidate rule
extractor. It accepts the set of traces and produces a set of
candidate temporal rules. This layer also affects the degree of
completeness which the inferred legitimate API rules can be.
In [16], we use a frequent pattern miner as an instance of this
second layer, and extract frequent temporal rules by mining
the traces. As mentioned in Section I, many infrequent but
legitimate rules may be omitted by the miner. In this work,
we will use a maximal rule extractor, which can extract all
possible rules present in the set of traces. We will discuss
this new extractor further in Section V-A.

Mutation Generator. The Mutation Generator accepts a set
of candidate rules and a software application and produces
the mutated versions of the application. Mutations can be
injected in the form of suppressing existing method calls
or introducing new method calls. Each of the mutated
applications will attempt to violate a particular candidate
rule at runtime. A challenge here is that the number of
ways to mutate a piece of code to effect rule violation
can be humongous. On the other hand, we notice that
some but not all mutations are required for judging the
legitimacy of the candidate rule. For example, consider a
past-time temporal specification with premise of length n,
A ↪→ 〈b1, b2, . . . , bn〉. A possible mutation to violate the
rule is to suppress calls in a subset of the premise call set
{b1, b2, . . . , bn} (except for the empty set). Thus, there can
be 2n − 1 different mutations. On the other hand, if it has
been found that A ↪→ 〈bi〉 (for some i) is not legitimate,
there is no need to do mutation test for A ↪→ 〈bi, bj〉 (for
the same i and some j 6= i). In [16], we introduce linear
suppression and show that we only need n mutations to
judge the legitimacy of the candidate rule. Unfortunately,
this suppression technique does not scale well for our
current work. We will therefore introduce an even more
efficient mutation algorithm called binary suppression. We
will elaborate on this further in Section V-B.

Legitimate Rule Verifier. Legitimate rule verifier takes in
a set of mutated versions of a software application and
executes them using the same set of inputs provided at the
beginning. Any abnormal behaviors (e.g. throwing excep-
tion, null pointer creation, memory leak, etc.) occurring at
some pre-determined program points signify violations of
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Figure 1. COPPICE Framework for Discovering Legitimate Specifications

the corresponding rule under verify. When this happens,
the rule is deemed to be legitimate and the corresponding
mutations are incorporated into other mutations to further
refine the precision of the rule. In the end, all legitimate
rules are collected, refined and delivered to users.

B. SPECCHECK

In previous work, we introduced SPECCHECK, an instance
of COPPICE framework for discovering frequent and precise
legitimate API rules [16]. SPECCHECK adopts the hypothe-
sis that “interesting” specifications tend to occur frequently
in the set of traces. It therefore uses a frequent pattern miner
to define the candidate rule extractor. It then uses a linear
suppressor2 to define the mutation generator component.
While SPECCHECK also attempts to infer precise legiti-
mate specifications and combine exclusive specifications, the
theory behind the construction of legitimate specifications
was immature. Furthermore, as mentioned in Section I, the
adoption of “statistical frequency” hypothesis leaves SPEC-
CHECK in a disadvantage position in producing maximally
precise and complete specifications.

V. AN INSTANCE OF COPPICE

In this work, we introduce a new instance of COPPICE
that can discover complete past-time temporal API rules,
with respect to the given software application and its inputs.
We now describe the candidate rule extractor and mutation
generator of this new instance in detail, respectively in
Section V-A and Section V-B. Finally, we show how com-
plete legitimate rules are generated from maximal precise
legitimate rules in Section V-C. From now on, whenever we
use the name COPPICE, we refer to this new instance.

2We will discuss more about linear suppressor in Section V-B

A. Maximal Rule Extractor

In contrast with the frequent pattern miner used in SPEC-
CHECK which only extracts frequent candidate rules from
the execution traces, this maximal rule extractor extracts all
possible candidate rules. We employ two practical heuristic
to enable a compact representation of these candidate rules.
Firstly, we consider only those temporal rules whose con-
catenations of their premise and consequence correspond to
some iterative patterns in the execution traces (cf. Property
1). An iterative pattern captures “the total-ordering and
one-to-one correspondence between events in the pattern”.
Using iterative pattern is a natural and unambiguous way
to represent interactions between software components [14].
Secondly, we consider only temporal rules that have one
method call in their consequences (and arbitrary number
of calls in their premises). We observe that rules with
consequences of length one can sufficiently capture most
temporal rules published in the literature [13], [16], [18].
Compared with SPECCHECK , COPPICE can find all and
possibly more rules with consequences of length one than
SPECCHECK can find.

In COPPICE, we employ an intra-procedural and multiple-
object method call tracer. A typical trace looks like the
following:

1 org/apache/xmlgraphics/fonts/Glyphs
2 ...
3 java/io/BufferedReader.readLine()Ljava/lang/

String;:303
4 java/lang/String.indexOf(I)I:305
5 java/lang/String.substring(I)Ljava/lang/

String;:307
6 ...

The first event in the trace, called container, identifies
the name of the class in which calls are traced. Each of the
subsequent events is a method call, and is identified by its
name (eg. readLine() in event 3 above) and its source line



number (eg., 303 in event 3).
We extract candidate rules from execution traces as fol-

lows. We first collect the set of distinct calls from all
execution traces. Then for each call, we proceed as follows.
We fix the call to be the consequence of the candidate rules
we are going to extract. From each trace, we then extract
all subsequences that start from beginning of the trace and
ends at an occurrence of the call to become candidate rule
instances. The following property helps further refine the
instances to conform with iterative pattern properties. This
property is derived from the definition of iterative pattern
instance described in [14].

Property 1. Consider a legitimate rule 〈c〉 ↪→ 〈p〉. An
instance of the rule satisfies the following QRE expressions
p[−c]∗c and p[−p]∗c.3

The first condition implies that the premise p occurs
between either two consecutive occurrences of c or the
beginning of the trace and the first occurrence of c. In
addition, when there are multiple occurrences of the premise
p, the second condition states that we only need to con-
sider the right most occurrence of p with respect to c.
Consider an example in which we want to extract can-
didate rule instances with call consequence c from the
trace T = [a, b, c, a, b, a, b, d, f, c, g, h]. Two raw candi-
date rule instances are [a, b, c] and [a, b, c, a, b, a, b, d, f, c].
Using Property 1, the second instance can be reduced to
[a, b, d, f, c].

B. Binary Suppression

Given a candidate rule 〈c〉 ↪→ 〈p1, p2, . . . , pn〉, we need to
determine whether it is a legitimate rule. If it is, we need to
further reduce it into a precise legitimate rule, and possibly
maximal precise legitimate rule. We tackle this problem by
first determine those pj , j = 1 . . . n such that 〈c〉 ↪→ 〈pj〉 is
a legitimate rule. Then the precise legitimate rule reduced is
〈c〉 ↪→ 〈pj1 , pj2 , . . . , pjm〉 where 〈c〉 ↪→ 〈pjk〉 is legitimate,
k = 1 . . .m, jk ∈ [1, n].

In SPECCHECK, we use linear suppression to verify and
reduce a candidate rule into a precise legitimate rule. For
each instance (C, I) of 〈c〉 ↪→ 〈p1, p2, . . . , pn〉 and for each
call pj , j = 1 . . . n, we mutate code C to suppress the
occurrence of pj in C. The occurrence of pj is identified by
its container name, its name and source line number. The
mutated code is then executed to determine whether each
rule 〈c〉 ↪→ 〈pj〉 is legitimate with respect to (C, I). Thus,
for each instance (C, I), this algorithm takes linear time in
the length of the rule under verify.

In COPPICE, the candidate rules we need to deal with
are much longer than those dealt by SPECCHECK. We
therefore introduce a new mutation algorithm called binary

3QRE stands for quantitative regular expression. The expression simply
says that there are no other occurrences of c or p in between p and c.

suppression that in average takes only logarithmic time in the
length of the rule under verification for each instance (C, I).
The idea is to mimic binary search algorithm to find specific
calls pj within {p1, p2, . . . , pn} such that 〈c〉 ↪→ 〈pj〉 is
legitimate. At each stage, the algorithm mutates code C to
suppress occurrences of calls in the premise sequence. If the
mutated code when executed does not result in an exception
throwing at call c, then all calls in the premise sequence
are not legitimate with respect to instance (C, I) and the
algorithm terminates. Otherwise the premise sequence is
divided into two equal halves, and the algorithm repeats
its action on each half. In the degenerated case where the
premise sequence consists of only one call pj , the algorithm
concludes that 〈c〉 ↪→ 〈pj〉 is legitimate with respect to
(C, I) and terminates this branch of testing.

Figure 2 illustrates a run of the binary suppression al-
gorithm on a concrete candidate rule in form of a tree.
The candidate rule is extracted from FOP application [1].
Each node in the tree represents a premise sequence under
verification. A dotted-line node represents an illegitimate
premise sequence, which is determined by the fact that sup-
pressing all calls in the premise does not cause substring

to throw any exception. The suppression algorithm termi-
nates at dotted-line nodes. A dashed-line node represents
a legitimate premise sequence, which is signified by the
fact that its suppression causes substring to throw an
exception. Each dashed-line node is divided into two almost
equal halves and the algorithm repeats its action on each
half. Finally, the suppression of a single call indexOf causes
an exception being thrown at substring. Therefore, one
precise legitimate rule is found, which is substring ↪→
indexOf.

The following theorem (Theorem 2) affirms that by
employing maximal rule extractor and binary suppression,
COPPICE infers maximal precise legitimate rules from the
given software application and its inputs.

Lemma 3. Given a candidate rule 〈c〉 ↪→ 〈p1, p2, . . . , pn〉
and one of its instances (C, I), binary suppression algorithm
finds all pj , pj ∈ {p1, p2, . . . , pn} such that (C, I) is a
legitimate instance of 〈c〉 ↪→ 〈pj〉.

Theorem 2. Binary suppression algorithm reduces candi-
date rules inferred by maximal rule extractor into maximal
precise legitimate rules.

Binary suppression performs at its worst when all calls in
the premise sequence are legitimate. It is best when all calls
in the premise sequence are illegitimate. As in practice,
the number of legitimate calls in the premise sequence is
usually much smaller than the size of the premise sequence,
binary suppression outperforms linear suppression. For
example, given the candidate rule shown in Figure 2, in
our experiment, binary suppression finishes in 8.78s while
linear suppression requires 18.43s.
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Figure 2. Binary Suppression Tree for a Candidate Rule Instance in FOP

Call suppression process. We now describe in more detail
the call suppression process. As stated previously, each call
in our work is identified by its container, name and source
line number. During the load time of the call’s container,
we identify the call’s occurrence by its name and source
line number. We then suppress the call by replacing it with
selection of objects of its returned type. A small number of
objects will be created as replacements, and are subjects of
mutation tests. In particular, values of primitive type objects
will be generated randomly, each taken from a pre-defined
value range of the corresponding primitive type. Moreover,
other types of objects are generated inductively from their
field parameters. Some types of objects cannot be generated
by our method (e.g. objects without public constructors).
This situation rarely occurs in our experiment; however,
when it happens, we simply assume that the call is legitimate
and do not perform suppression of the call. Nevertheless, the
corresponding inferred rule is marked for manual review.

C. Inference of Complete Legitimate Rules

COPPICE finally combines maximal precise legitimate
rules inferred into complete legitimate rules. Given a set
of inferred premises {P1, P2, . . . , Pn} that shares a same
consequence C, COPPICE first removes all premises Pj

which is a super-sequence of another premise Pi in the
set. The remaining premises {Pi1 , Pi2 , . . . , Pim} are used
to construct the rule C ↪→ (Pi1 ∨ Pi2 ∨ . . . ∨ Pim). Notice
that the removed specifications C ↪→ Pj cannot be mutually
exclusive with the remaining set of specifications because
there exists Pi ∈ {Pi1 , Pi2 , . . . , Pim} such that Pj is a super-
sequence of Pi. And according to Lemma 2, C ↪→ Pi and
C ↪→ Pj cannot be exclusive. In addition, COPPICE already
considers all maximal precise legitimate rules used in the
execution traces. Therefore, the rule inferred is complete
with respect to the given set of execution traces.

VI. EVALUATION

We evaluate COPPICE using 6 software applications ob-
tained from DACAPO 2009 benchmark (see Table III) [4].
We use the test harness provided by the benchmark as inputs
to execute 6 applications. We collect traces of only calls to
the Java standard API library and infer Java API rules. As

previously stated, we use an intra-procedural and multiple-
object method call tracer. Research questions regarding of
the precision and effectiveness of legitimate specifications
have been studied in our previous work [16]. In this work,
we study the completeness of rules inferred by COPPICE,
and the benefits for using them in eliminating false software
bugs. We achieve this by comparing COPPICE with our
original tool SPECCHECK. We conduct our experiment using
an Intel Core i5 M460 computer with 2GB memory running
Linux Mint 10 Julia and use all its 4 cores.

A. Inferring Complete Legitimate Rules

We first address the question whether legitimate rules
found by COPPICE are more complete than those found
by SPECCHECK. We run the two tools with the same set
of traces collected from 6 target applications and compare
their results.

SPECCHECK Setup. SPECCHECK requires setting support
and confidence parameters to mine frequent candidate
rules from traces. This setting affects the completeness
of legitimate rules inferred by SPECCHECK. We set
these parameters so that SPECCHECK can mine as
many candidate rules as possible, given that the mining
process must finish within 1 hour. As such, for each target
system, we set the value of support parameter from 5-15 and
confidence from 60-80% depending on the size of the traces.

Evaluation Result. Table III compares the number of le-
gitimate rules found by SPECCHECK and COPPICE. For
SPECCHECK, we report the number of mined rules that it
first considered (Frequent), and the number of legitimate
rules it infers from the considered mined rules (Legitimate).
For COPPICE, we report the number of legitimate rules it
infers (Legitimate), the number of legitimate rules found
by SPECCHECK that COPPICE is able to make them more
complete (Complete+) and the number of new rules found by
COPPICE that are not found by SPECCHECK. In our exper-
iment, there are no legitimate rules found by SPECCHECK
that COPPICE cannot find. In total, COPPICE is able to turn
64% (9 out of 14) of SPECCHECK’s rules into complete
rules. Not only does COPPICE discover all legitimate rules
discovered by SPECCHECK, it also infers 136% (19 out of



Table III
COPPICE INFERS MORE LEGITIMATE RULES.

SPECCHECK COPPICE
Benchmark Frequent Legitimate Legitimate Complete+ New

avrora 46 1 3 0 2
batik 338 8 13 4 5

fop 168 7 18 3 11
jython 199 4 18 3 14

luindex 52 3 8 0 5
pmd 51 5 14 0 9

Total 809 14 33 9 19

14) more legitimate rules than SPECCHECK.
Table IV shows a sampling of legitimate API rules

inferred by COPPICE. This table shows that COPPICE can
find rules with many alternative premises (e.g. 6 different
premises for String.substring(II)) and legitimate
rules of multiple objects. We inspect all rules inferred
manually and find that they are all meaningful. However,
few rules might be arguably not significant because they
are used only in rare scenarios. For example, the rule
parseDouble ↪→ substring is used to extract a string of
double from a larger string and then parse it. Usually, the
input string to parseDouble already represents a double,
thus the call substring is not required. Nevertheless,
because these rules are rarely used, they have a small
number of occurrences in the set of traces (less than 5 in
our experiment). Consequently, this number can guide users
to remove these infrequent rules based on their preferences.

COPPICE Performance. We observe that in COPPICE the
process of inferring legitimate rules from a candidate rule
instance is independent from one another. We therefore
parallelize these processes and exploit multi-core processors
to speed up COPPICE performance. For each target applica-
tion, there are thousands of candidate rules to consider but
COPPICE finishes within 30 minutes to 2 hours.

B. Detecting Defects using Complete Legitimate Rules

We next address the question whether the complete rules
found by COPPICE are useful than rules found by SPEC-
CHECK. We perform this evaluation by comparing their
abilities to detect bugs or code smells in 6 open source
applications mentioned in the previous section. For verifi-
cation of 6 applications against inferred rules, we use an in-
house static verification tool, which is based on the SOOT
flow analysis framework [20]. We then carefully inspected
all violations reported and classified them as either true or
false positives.

Table V shows the results of our comparison. It reports the
number of anomalies (ie., violation of specifications), true
and false bugs or code smells (code that indicate something
may go wrong [22]). Among 6 applications, SPECCHECK’s
rules uncover bugs or code smells with 32%(26/79) of
precision, while COPPICE’s rules achieves 60%(28/46) of

precision. Futhermore, COPPICE helps reduce 66%(35/53)
of false positive rate and uncover 2 more new true posi-
tives. Specifically, complete+ rules found by COPPICE help
eliminate false positives while new rules found by COPPICE
help uncover new true positives. Nevertheless, some false
positives still exist; we attribute this to the fact that rules
are extracted from a finite set of traces, a limitation inherent
in dynamic analysis.

VII. RELATED WORK

Our mutation framework, as presented in Section IV, is
closely related to works in software specification mining
and software verification using mined specifications. Many
earlier works mine specifications to aid software compre-
hension [3], [23], [9], [21]. The mined specifications can be
in the form of automata, sequential patterns, etc. Lo et al.
propose to mine iterative patterns that better capture software
component interactions [14]. This work is later extended
to mining live sequence charts, inter-object behaviors of
arbitrary sizes [8].

The issue with legitimacy of mined specification has
attracted attention lately, with Thummalapenta and Xie focus
on mining classes of exception-handling rules to detect
unsafe code [19]. Gous and Weimer opine that legitimate
rules should come from trustworthy code, and propose to
use software metric such as repository, version history and
source code to filter input traces with acceptable trustwor-
thiness metrics [12]. OCD infers rules only from traces of
small fixed-size windows, as the authors affirm that events
in a programming rule are usually invoked closely to one
another during execution [10]. JADET, and later CHECKMY-
CODE, mines arbitrary rules but adopts heuristic ranking to
determine anomalies [22], [11]. SPECCHECK was the first
to determine rule legitimacy based on semantic reasoning
[16]. The current work, COPPICE, extends SPECCHECK to
further infer complete legitimate rules. A similar work by
Thummalapenta and Xie, ALATTIN, mines both frequent
and infrequent programming rules [18]. Their objective is to
find alternative for frequent rules and to look at only rules
involving conditional checks. Thus given the same set of
inputs, there can be legitimate rules found by COPPICE that
ALATTIN cannot find. On the other hand, ALATTIN adopts
static analysis and online code search, and thus can discover



Table IV
A SAMPLING OF LEGITIMATE API RULES INFERRED BY COPPICE

Java Class Legitimate Rules
String substring(II) ↪→ length() ∨ indexOf(I) ∨

indexOf(II) ∨ lastIndexOf(String) ∨
indexOf(String) ∨ startsWith(String)

Stack pop() ↪→ isEmpty() ∨ push() ∨ size()
Double1, String2 parseDouble(String)1 ↪→ substring(II)2
Rectangle1, getData(Rectangle)2 ↪→ intersection(Rectangle)1 ∨
BufferedImage2 translate(II)1

Table V
COPPICE RULES SHOW MORE TRUE POSITIVE AND LESS FALSE POSITIVE

SPECCHECK COPPICE
Benchmark Classes Anomalies True False Anomalies True False

avrora 1838 4 3 4 4 4 1
batik 2430 3 3 5 3 4 3

fop 1314 7 4 9 6 4 4
jython 2816 4 7 11 3 7 3

luindex 536 2 1 2 1 1 0
pmd 727 4 8 22 2 8 7

Total 9652 7 26 53 7 28 18

some legitimate rules not available in the input traces.
Finally, TAUTOKO tool also performs mutation operations,
but for the purpose of test case generation [7].

VIII. CONCLUSION

In this paper, we have presented a general mutation
framework, COPPICE, that can fully automatically infer
legitimate rules from execution traces. COPPICE extends
the previous work SPECCHECK in the following significant
ways: It infers all legitimate rules discoverable from a set of
traces, and presents those which are maximally precise and
complete. Our evaluation of COPPICE on six matured open
source projects showed that COPPICE can infer 136% more
legitimate rules than SPECCHECK, and help make 64% of
rules inferred by SPECCHECK more complete. When used
to find bugs, additional rules inferred by COPPICE helped
eliminate many false positives, as well as locate new bugs.

Finally, an implementation of COPPICE framework and
a version of this paper with proofs are available online at
http://www.comp.nus.edu.sg/~specmine/coppice.
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APPENDIX
PROOFS

Lemma 1. Given two precise legitimate specifications A ↪→
B1 and A ↪→ B2. If B1 is a super-sequence of B2 then
A ↪→ B1 and A ↪→ B2 can not be exclusive.

Proof: Since B1 is a super-sequence of B2, any legiti-
mate instance (C, I) of A ↪→ B1 is also a legitimate instance
of A ↪→ B2. In other words, there can not exist any instance
(C, I) such that (C, I) is a legitimate instance of A ↪→ B1

but not A ↪→ B2. Therefore, A ↪→ B1 and A ↪→ B2 can not
be exclusive.

Lemma 2. Given two maximal precise legitimate and ex-
clusive specifications A ↪→ B1 and A ↪→ B2. If (C1, I1) is
a maximal legitimate instance of A ↪→ B1 then (C1, I1) is
not a legitimate instance of A ↪→ B2.

Proof: Assume on the contrary that (C1, I1) were a
legitimate instance of A ↪→ B2. Since (C1, I1) is a maximal
legitimate instance of A ↪→ B1, B1 would be a super-
sequence of B2. Then according to Lemma 1, A ↪→ B1 and
A ↪→ B2 cannot be exclusive. Therefore (C1, I1) cannot be
an instance of A ↪→ B2

Theorem 1. Given a complete legitimate specification Spec
and an incomplete one Spec′ obtained by removing one of
the exclusive disjunct of Spec. The number of false bugs
encountered during verification against Spec is bounded
above by that during verification against Spec′.

Proof: Suppose the complete legitimate specification
Spec is A ↪→ (B1 ∨ · · · ∨ Bn ∨ Bn+1) and the incomplete
specification Spec′ is obtained by removing the exclusive
specification A ↪→ Bn+1 from Spec, which is A ↪→
(B1 ∨ · · · ∨ Bn). Firstly, notice that all violations, including
false bugs, encountered during the verification against Spec
are also encountered during the verification against Spec′.
Therefore, the number of false bugs encountered during
verification against Spec is bounded above by that during
verification against Spec′.

We will now show that there can be a false bug encoun-
tered during the verification of Spec′, but not encountered
during the verification of Spec. Let (C, I) be a maximal
legitimate instance of A ↪→ Bn+1. According to Lemma
2, because A ↪→ Bn+1 is mutually exclusive with all
specifications in the set {A ↪→ B1, . . . , A ↪→ Bn}, (C, I)
is not a legitimate instance of each of the specifications
A ↪→ Bi, i = 1 . . . n. According to Definition 2, for each
i = 1 . . . n, one of the following situations will happen:

1) The execution of code C with I violates A ↪→ Bi.
2) The execution of code C with I respects A ↪→ Bi.

However, when C is mutated into Cmut by suppress-
ing occurrences of calls in Bi, the execution of Cmut

with I does not throw exceptions at any calls in A.
If the first situation happens for all i = 1 . . . n, the
verification of code C against the specification A ↪→
(B1 ∨ · · · ∨ Bn) can result in a violation. This violation is
a false bug because (C, I) is a legitimate instance of A ↪→
Bn+1. Instead, the use of A ↪→ (B1 ∨ · · · ∨ Bn ∨ Bn+1)
in verification will eliminate this false bug.

Lemma 3. Given a candidate rule 〈c〉 ↪→ 〈p1, p2, . . . , pn〉
and one of its instances (C, I), binary suppression algorithm
finds all pj , pj ∈ {p1, p2, . . . , pn} such that (C, I) is a
legitimate instance of 〈c〉 ↪→ 〈pj〉.

Proof: Assume on the contrary that (C, I) is a le-
gitimate instance of 〈c〉 ↪→ 〈pj〉 and binary suppression
cannot determine that. This means that before reaching pj ,
binary suppression terminates when checking on a sequence
pl, pl+1, . . . , pk where pj ∈ {pl, pl+1, . . . , pk}. This implies
that the suppressions of pi, i = l . . . k, which includes also
the suppression of pj , do not cause the execution of code C
with I throws exceptions at c. Then according to Definition
2, (C, I) cannot be a legitimate instance of 〈c〉 ↪→ 〈pj〉. This
contradiction implies that binary suppression must be able to
determine that (C, I) is a legitimate instance of 〈c〉 ↪→ 〈pj〉.

Theorem 2. Binary suppression algorithm reduces candi-



date rules inferred by maximal rule extractor into maximal
precise legitimate rules.

Proof: Given a candidate rule 〈c〉 ↪→ 〈p1, p2, . . . , pn〉
and its instance (C, I). Firstly, since the candidate rule is in-
ferred by the maximal rule extractor, the set {p1, p2, . . . , pn}
already contains all possible pj such that 〈c〉 ↪→ 〈pj〉 is
legitimate with respect to (C, I). In addition, according

to Lemma 3, binary suppression algorithm finds all pj ∈
{p1, p2, . . . , pn} such that 〈c〉 ↪→ 〈pj〉 is legitimate with
respect to (C, I). Thus the legitimate rule inferred by binary
suppression 〈c〉 ↪→ 〈pj1 , pj2 , . . . , pjm〉 where 〈c〉 ↪→ 〈pjk〉
is legitimate, k = 1 . . .m is the maximal precise legitimate
rule with respect to (C, I).


