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Abstract. Specification mining techniques are used to automatically
infer interaction specifications among objects in the format of call se-
quences, but many of these specifications can be meaningless or insignif-
icant. As a consequence, when used in program testing or formal verifi-
cation, the presence of these leads to false positive defects, which in turn
demand much effort for manual investigation. We propose a novel pro-
cess for determining and extracting significant specifications from a set of
mined specifications using mutation testing. The resulting specifications
can then be used with program verification to detect defects with high
accuracy. To our knowledge, this is the first fully automatic approach for
extracting significant specifications from mining using program testing.
We evaluate our approach through mining significant specifications for
the Java API and use them to find real defects in many systems.

Keywords: Specification mining, mutation testing, formal specifications.

1 Introduction

Specification mining is a process that enables the inference of candidate interac-
tion protocols between objects in a program from its execution traces or source
code. One important type of these specifications is the class of temporal logic
properties over function or method call sequences. These specifications can be
efficiently used to describe interesting reliability and safety properties of software
system such as lock acquisition and release, or resource ownership properties like
“all calls to read(f) must exist between calls to open(f) and close(f).”
Specifications reflecting legitimate usage protocols can be used in program
testing or formal verification to detect defects in systems. A system is said to
have defects if it does not respect one or more legitimate protocols. A common
issue pertaining to specification mining approach, however, is that there are typ-
ically many meaningless and insignificant specifications discovered by the mining
process. As a consequence, when insignificant specifications are used for detect-
ing defects, they usually lead to false reports and demand expensive effort for
manual investigation. To illustrate this problem, consider the experiment done



by Wasylkowski et al. for detecting anomalies in AspectJ, a compiler for the
AspectJ language, using object usage model mined from a specification miner
called JADET [18]. Among 276 anomalies and 790 violations detected, only 7
violations from 6 anomalies lead to real system defects. Aside from Wasylkowski
experiment, many other experiments also show that verify systems against spec-
ifications obtained from mining may lead to many violations, but only a few of
them actually associated with real defects. [16,12,10].

How can one mine specifications against violations of which can lead to real
defects rather than false ones? In this paper, we propose a novel technique that
employs mutation tests to determine significant specifications from a set of mined
specifications. The resulting specifications can then be used in program verifica-
tion to detect defects with high precision.

Specifically, given a mined specification that attempts to describe a behavior
of a method, we perform a mutation operation on the method body so that it
intentionally violates the given specification. We then execute the method with
specific input to determine if such a violation of specification will lead to excep-
tion being thrown at appropriate program points. When that happens, we deem
the mined specification to be significant. Otherwise, we deem it insignificant.

We have implemented a prototype to test our proposal on the Java API, and
discovered significant specifications with 100% of precision and at least 80% of
recall. We then supplied the resulting significant specifications to a model checker
to help find real defects. Our experiment shows that specifications deemed as
significant can drastically expedite the discovery of real defects in programs that
use the corresponding API.

Our main contributions are as follows:

1. We put the definition of specification significance on a firmer theoretical
ground. We assess the significance of a specification by its ability to exhibit
bad system behaviours when it is violated (Sec. 2). To our knowledge, this
is the first work looking into this issue.

2. We introduce a novel approach for determining significant specifications us-
ing mutation testing.

3. We demonstrate the effectiveness of this approach by implementing a proto-
type to test on Java API.

The outline of this paper is as follows: In Section 2, we provide an overview of
specification mining and formal representation of specification. We then provide
a theoretical formulation of the notion of “significant specification” in Section 3.
This is followed by a detailed description of our “mutation test” approach (Sec-
tion 4) and an experiment on its effectiveness (Section 5). Finally, we discuss
related work in Section 6 before concluding in Section 7.

2 Background

We begin with a brief overview on how specification mining can produce an
insignificant specification and then detect false defects from it. Suppose that we
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want to mine call sequence usages of the Stack object in each method body,
using either their execution traces or source codes. Consider the following code
snippet, which is taken from APACHE FoP, a print formatter for XSL formatting
objects.

private Stack nestedBlockStack = new Stack();
public void handleWhiteSpace(...) {

if (nestedBlockStack.empty() || fo != nestedBlockStack.peek()) {

nestedBlockStack.push(currentBlock);
} else {

nestedBlockStack.pop();
}

if ('nestedBlockStack.empty())
nestedBlockStack.pop();

The execution flow from line 4 to line 8 in the above snippet introduces a
specification stating that a stack must be peeked before it is popped: pop —
peek!. In addition, lines 11 and 12 introduce another specification stating that a
stack must be checked for its emptiness before it can be popped: pop < empty.
We shall refer to these two rules as Ry and Ra, in that respective order.

Intuitively, Ro is a more preferable candidate for the process of checking
and finding defects. Still, a closer analysis on the code reveals that R; is also
a meaningful specification in the current context. It can be interpreted that a
stack should check (by peeking) for the existence of an object before it actually
executes a pop operation. However, this usage protocol is not universally required
for well-behaved stack objects. Different from R, Ro states a rule that a stack
should strictly follow. A precondition for a stack to perform a pop is that the
object stack must be at a non-empty state. Therefore a call to empty checks for
the legal state of stack object before it can perform a pop. Without checking
the object stack for emptiness, the program may crash when trying to perform
a pop operation. For this reason, defects found by a violation to Ry are likely
to be true defects, whereas defects found by a violation to Ry are likely to be
false ones.

The specification miner is unfortunately clueless about this intuition. Cur-
rently, a common solution to this problem is to determine the specification sig-
nificance based on the notion of confidence and support, which are linked to
the number of occurrences of the pattern in the given sequences. However, this
solution can be ineffective in many cases because an insignificant rule may have
a high occurrence. For example, Ry can have a very high occurrence if the code
accidentally uses the rule frequently throughout an execution (which is indeed
the case for FOP where our experiment discovered 122 occurrences of Ry.)

! Section 2.1 explains the notation in detail.



In this paper, we propose a novel technique to ascertain the significance
of system specifications: A specification is deemed significant when violating
the specification during program execution can make the participating objects
misbehave, which lead to bad system behavior, exhibited by a system crash. It
should be noted that our definition of significance centers on the behavior of the
participating objects found in the specification, and referenced in the code.

For the remaining of this section, we describe the type of system specification
we use throughout the paper (Sec. 2.1). In Sec. 3, we formalize various definitions
of specification significance and give an overview of our solution for identifying
significant specifications (Sec. 3.1).

2.1 Past-time Temporal Specification

Past-time temporal specifications are rules stating that “whenever a series of
events occurs, previously another series of events must have happened” [14].
Specifications of this format are commonly found in practice and useful for pro-
gram testing and verification. Indeed in our empirical study with the Java API,
we found a large number of significant rules obeying past-time temporal logic,
for example, next < hasNext, pop — empty or get — size.

In our work, past-time temporal specifications discovered is always con-
structed from two components, a consequence and the premise, each consists
of a series of events. A specification is denoted as consequence — premise and
states that whenever a series of consequence events occurs it must be preceded
by another series of premise events. Each past-time temporal specification can
be mapped to its corresponding Linear-time Temporal Logic (LTL) expression.
Examples of such correspondences are shown in Table 1, which we borrow from
[14]. In addition, all past-time temporal specification in our work must obey

’Speciﬁcation LTL Notation ‘
a—b Ga — X7'F7'p)
(a,b) = ¢ G((aANXFb) = X 'Fte)
a <= (b, c) Gla = X"'F~YcAXTF'p))

Table 1. Specifications and their Past-time LTL Equivalences

another condition, which is all events in the specification must be method calls
coming from the same object. This condition is not strictly required for our
technique for detecting significant specifications, but it is appropriate for a pre-
liminary study. A technique that handles specifications across multiple objects
can be extended straightforwardly from ours.

Finally, a violation of a past-time temporal specification can happen when
one or more events in the premise are missing while all events in the consequence
occur in the correct order. We use the notation <» to symbolize violation. Ex-
amples of violations of specifications used in Table 1 are shown in Table 2.



’Speciﬁcation Format‘ Violation ‘ LTL of Violation Notation ‘

a<b a <> —b FlaAX71G™1-b)
{a,b) < ¢ (a,by <> —c | F((aA XFb)A X 'G =)
a < (b,c) a<s (=be) |Flan X 'G He— X 'G b))
a < (b, =c)
a < (=b,—c)

Table 2. Specification Violations and their Past-time LTL Equivalences

3 Specification Significance

To have a sense of how specification significance can be defined, let’s consider the
following scenario. Suppose that a programmer makes use of a new API library
and she must follow some call sequence usage specifications specified by the
library, which are sometimes documented, sometimes not. She would be prone
to make mistake by not obeying some of the usage specifications. When this
happens, one or more objects defined in the specification will behave wrongly,
and this leads to bad program behaviours.

The definition of specification significance simulates this real life scenario.
Firstly, when determining the significance, we look at three components that
make of a specification: the method calls that make of the event series, the par-
ticipating objects and the relevant code that the specification resides in. Then the
significance of a specification can be viewed as its ability to cause a participating
object to misbehave when the call series does not occur correctly, and that leads
to bad code behaviours. Particularly in this work, we consider an object misbe-
haviour as a thrown exception, and a bad behaviour as a code crash due to the
exception. We will discuss further in Sec. 7 how we can determine other kinds
of bad code behaviour by incorporating more code checking systems. Concretely
we define 3 levels of specification significance as follows, of which the latter two
are goals attainable by our method.

Usage Significance. Rules belonging to this set are meaningful and important
for use in some specific contexts. An exampleis File.delete() < File.isDire-
ctory(), which is used to delete system directories. Violations of these rules are
though harmful in some specific usages, they are safe in other usages. Therefore
when these rules are used for testing software, their violations may lead to many
false positive defects. We do not deal with these rules here.

Object Significance. Rules belonging to this set are not only important for
the usage code but also important for the object participating in the usage.
An example is Stack.pop() — Stack.empty(). When these rules are violated,
some calls in the rule will likely throw exceptions. The rule premise can be seen
as a check for the object state validity, before the object can use a call in the



rule consequence. Therefore if the check fails (the object state is invalid) but the
object still uses a call in consequence, the call will trigger an exception.

Definition 1 (Object significance). A specification Spec is object significant
if and only if there exist a code C and its input 1 such that code C when ezecuted
with 1 will crash, due to the violation of Spec, by throwing an exception at a call
¢ occurred in consequent component of Spec.
Spec.sig() < I C,I J c € Spec.cons:
(C. ezec (I) A Spec.vtiolate ())/\ f@c

The notation ¢ @c denotes throwing of an exception at call c.

Is one code crash sufficient to determine the object significance of a specifica-
tion? Generally, not all programs that violate an object significant specification
will lead to crashes. For example, one may not need to call Stack.empty() be-
fore Stack.pop() if she knows that the stack is not empty. Nevertheless, we
found that the definition using the existence of at least one code crash is useful
enough to detect object significant specifications in practice.

Universe Significance. Rules belonging to this set are dictators for every code.
An example is InputStream.reset () — InputStream.mark(int), which states
that the InputStream need to be marked before “repositioning” can be performed
on the input stream to the most previous mark (by calling reset). The rule
premise in this case is meant to bring the object to a valid state for using a call
in the rule consequence. Violation of these rules will most likely cause exceptions
(unless, for example, the call in premise is replaced by its definition).

Definition 2 (Universe significance). A specification Spec is universe sig-
nificant if and only if for all code C and its input 1, when C is executed with 1
and the specification Spec is violated, the code will crash by an exception thrown
by a call ¢ occurred in consequent component of Spec.
Spec.sig() & V C,I Vc € Spec.cons:
(C.e:z:ec (I) A Spec.wiolate ()) — f@c

3.1 Identifying Significant Specifications

In this work we introduce a method for identifying object and universe significant
specifications in an APT library. An overview of our method is shown in Fig. 1.
Concretely the method works as follows.

— In the first step, the API-client (back-end software) is fetched into a past-time
temporal specification miner. The miner returns a set of raw specifications
of the API, which contains both significant and insignificant specifications.

— For each specification, we simulate the specification violation by suppressing
one or more calls occurring in its premise; the suppression is achieved by
creating mutated programs. We use codes of the API-clients as candidate
programs for mutation.
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— Mutated programs are executed. If one of the programs crashes by an excep-
tion caused by a call in the specification consequence component, we deemed
the corresponding specification to be significant, otherwise it is insignificant.
Finally we collect all significant specifications and output to the user.

Mutate
Program

Avrora Temporal
Apache Fop Rule A-=>BC 7 t
Mining B=>CD execute

AP| Usage
Patterns

API Usage Back-
end Software

Fig. 1. Extract Significant Specifications from an API Library

4 Mutation Testing

We are now ready to discuss the realization of our mutation testing technique
as a practical and effective tool for extracting significant specifications. Our goal
is to express opinions about which design choices we prefer and discuss both
advantages and shortcomings of these decisions.

We begin by employing a temporal specification miner called LM [6]. LM takes
in a set of execution traces. Based on the user-specified minimum thresholds of
support and confidence, LM generates a set of past-time temporal specifications,
such as the example below:

<org/apache/fop/fo/XMLWhiteSpaceHandler.handleWhiteSpace(Lorg/apache/fop/
fo/FObjMixed;Lorg/apache/fop/fo/FONode;Lorg/apache/fop/fo/FONode;)V
97,106 ...>
(122, 1.0)
PREMISE:
java/util/Stack.empty()Z
CONSEQUENCE:
java/util/Stack.pop()Ljava/lang/Object;

The specification states that any Stack object must follow the rule pop <
empty. The rule has a support of 122 (instances from the collection of traces)
and a full confidence of 1.0, and one instance of the rule occurs inside the method
body of XMLWhiteSpaceHandler.handleWhiteSpace() at source line 97 and 106. We
call the method body a container of the specification.



4.1 Simulating Specification Violation through Program Mutation

We simulate a specification violation by mutating the original program. We use
containers of the specification as candidate codes for injecting mutations. The
idea behind mutation is to suppress specific calls in the containers that also
appear in the specification premise, so that when the container is executed, it
causes the program to crash due to violation of the specification.

There are several challenging design issues in program mutation:

Issue 1 Each past-time temporal specification can be violated in many ways.
A challenge here is to efficiently represent and manipulate all these violations.

Issue 2 Method call under suppression may occur multiple times in a container.
Which occurrence should we suppress to effectively violate the specification?

Issue 3 We mutate the suppressed call by replacing it with an object of iden-
tical return type to ensure smooth running of the code. There can be many
candidate objects for replacement, which one should we use?

Generally a specification premise can contain several calls. However, an error
may occur only when a particular combination of calls are suppressed. For exam-
ple, the specification pop < (empty peek) about a Stack object only yields error
at pop when empty is missing (suppressing peek yields no errors). Simulating
violation by suppressing all combinations of calls in the premise can be expen-
sive: we need to generate 2 — 1 mutated programs when a premise contains n
calls. This complexity can be mitigated in two ways. First, we check only closed
temporal rules[14], which are intuitively rules with “maximal” length. Second, we
mutate the container of a closed rule by simultaneously suppressing all calls in
the premise. For example, for all three rules pop < (empty peek), pop — peek
and pop — empty (the first rule is closed while the other two can be subsumed
by the first), we need only one check by suppressing both empty and peek at the
same time. Intuitively, if the closed rule is detected as insignificant (call to pop
does not yield error), we can safely claim that the rule itself and all subsumed
rules are insignificant. On the other hand, if the closed rule is detected as signif-
icant, the rule itself or some of its subsumed rules may also be significant (here
pop < empty is also significant). Later when we have detected a succinct set of
significant rules, we can analyze them further to see which subsumed rules are
also significant. This will be studied in Sec. 4.4.

For design issues 2 and 3, we illustrate our design decisions through an exam-
ple. Consider the specification given in the beginning of Sec. 4 and its container
shown in Sec. 2. Suppose that we want to simulate a violation pop < —empty.
Following is a suitable mutation for the container.

private Stack nestedBlockStack = new Stack();
public void handleWhiteSpace(...) {
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if (nestedBlockStack.empty() || fo != nestedBlockStack.peek()) {

nestedBlockStack.push(currentBlock);

} else {

nestedBlockStack.pop();
}

if (!false) % Replaces (lnestedBlockStack.empty())
nestedBlockStack.pop();

}

We mutate the container by replacing the call nestedBlockStack.empty ()
at line 11 to a concrete value false. This example exposes two problems: the
call under suppression (e.g. empty) can appear many times (issue 2) and it can
be replaced by many concrete values (e.g. true or false) (issue 3).

We address the second issue by relaxing the definition of violation in the
following way: a specification is violated when one (rather than all) of its in-
stances is violated. Thus, when there are many candidate calls for suppression,
we only need to suppress those calls that appear in the specification instances.
In case of LM, the specification instances are iterative patterns [15], which can
be uniquely identified from the traces. It becomes natural to use instances to
determine a specification violation. In our example above, assuming that line 8 is
not executed, the only iterative pattern instance that supports the specification
is empty@11 pop@12. This instance is thus subject to mutation.

Furthermore, when the mutated code crashes due to an exception, we check
whether the exception is raised by a call that is (i) defined in specification con-
sequence, and (i) part of the instance used for mutation. Only when both con-
ditions are satisfied can we conclude that the specification is significant. In our
example above, we need to check that the exception is raised by pop@12 but not
by other occurrences of pop.

Finally, a suppressed call can be replaced by many different concrete val-
ues, and some might be more suitable than others. For example, in the mu-
tation above, it is more suitable to use false as a replacement value because
using true will make the call pop at line 12 non-executable. Ideally one would
want to try all possible replacement values, but this is infeasible in practice. In
our implementation, we try to simulate as many values as possible using ran-
domly created objects. We discuss the mechanism for creating objects further
in Sec. 4.2. Quantitatively, we create one mutation for one replacement object.
Thus, if a specification has ¢ instances, its premise contains n calls and each call
has maximum r replacement objects, we generate at most ir mutated programs.
In Sec. 4.3 we described how the number of mutated programs can be further
reduced, thus improving the performance of our technique.

We implement our mutation technique for Java language to work on Java
bytecode programs. Bytecode manipulations are done using the AsM bytecode
manipulation framework [3]. We omit the details due to space constraint. The
algorithm is two phases.



— Phase 1: we generate inputs for the class manipulation adapter used in
phase 2. Each input states which calls and which occurrences of calls the
adapter need to suppress; and for each suppression, which replacement values
the adapter should use. We also generate expected output for each input.
Each output states which calls and which occurrences of calls are expected
to raise exceptions.

— Phase 2: the class manipulation adapter visits each method container and
uses the input generated from phase 1 as guidances for mutating the con-
tainer. Finally, each mutated class is loaded and runs together with the
original system. All exceptions that raised by a call defined in the expected
output are recorded. As long as the number of exceptions is greater or equal
to 1, we conclude that the specification under checking is significant.

4.2 Generating Replacement Objects

Our mutation technique requires replacing the suppressed call by an object of its
return type (except for void, which we simply skip the call). We generate these
objects by first creating an object pool for each object type. An object pool is a
set of bytecode instruction sequences that generate objects on the fly. For each
type, the content of object pool is randomly created. Generation mechanism can
be characterized by three types of input object: primitive types, classes with
public constructors and arrays.

We partition the object pool for any primitive type with wide value range
into distinct pre-defined sets. For int, these are: large negative, small negative,
0, small positive and large positive numbers. For each value range, we only create
a small number of objects. Bytecode instructions are used to construct objects
within each value range of the corresponding primitive type, as shown in Table 3.

Primitive Type Bytecode Instructions Value Ranges

byte, short, int {bipush $vall} [MIN,-100];[-50,-1];0;
[1,50];[100,MAX]

long, float, double |{ldc $val} [MIN,-100.0];[-50.0,-1.01;0.0
[1.0,50.0];[100.0,MAX]

boolean {iconst_0}, {iconst_1} |false; true

char {bipush $vall} [a-z]; [A-Z1; [0-9]; [~a-zA-Z0-9]

Table 3. Object Pool and Value Ranges for Primitive Type

Object pool of a class that has public constructors is generated inductively
and component-wise using object pool of the primitive types. In order to prevent
the inductive generation from going into a loop, when initializing an object, we
choose constructors that do not involve any parent objects of the current object
or the object itself as parameters.



For object pool of array type, we firstly assign a random size to each array
dimension. Elements of the array are either a primitive type or a normal class
and can be randomly generated as usual.

One shortcoming of this approach is that we cannot generate any objects
of classes that do not have public constructors, or constructors that require
parameters that cannot be generated, as well as array of these classes. These cases
rarely occur in our experiment. When they happen, we mark the specification
for manual review.

4.3 Exploring Early Pruning

The complexity of our algorithm depends on the run time of containers and the
number of mutations under inspection. To reduce the number of mutations and
the containers’ run time, we utilize two effective pruning strategies.

Duplicated instances avoidance. For two specifications R; and Ry that have
the same premise but R;’s consequence is a super-sequence of Rg, we always
check R; first. To illustrate this, consider an example with two specifications
pertaining to Rectangle2D object which are mined from APACHE Fopr, R; =
( getWidth, getY, getHeight ) — getX and Rp = getY — getX. Set of in-
stances for Rq is {transfrom:22,22,22,22} while for Ry is {transfrom:22,22;
generate:56,56}. Since the instance for R also re-occurs as one for Ra, we re-
member the instance and only check it once, at rule Ry.

Early termination. Figure 2 shows
how a container is being mutated.
Aside from suppressing calls in rule

container() container()
premise, we also insert try-catch block
. pre_call(); 1 { pre_ret_obj;
around every call in the rule conse-
cons_call(); }\ try {

quence. Each try-catch block does not
only record the specification as signifi-
cant, but also forces early termination
of the execution once its significance is
determined. In addition, we also force
termination of execution (by inserting
System.exit (0)) when the container
exits, if all calls in the instance under
check have been executed.

4.4 Specification Refinement

)

return; ]——‘
4

cons_call();
} catch {

log(spec);

exit();

exit();
return;

! 4

a) Original Program

b) Mutated Program

Fig. 2. Mutation of a Container

We show here how the significance of the temporal rules identified by our method
can be further improved, leading to a reduction in the number of false positives
when used in software testing and/or verification.



Disjunctive Premise. It is common for a call sequence to be preceded by
multiple choices of premises. Therefore, given two specifications that have same
consequence but different premises, we combine them using disjunction. For ex-
ample we combine two rules pop < empty and pop < push into a single, but
more precise rule pop < empty|push.

Conjunctive Premise. For specifications with multiple calls in the premise,
some of these calls may not be required for the consequence, and thus may be
dropped. Given such a specification, we re-apply the check on the specification,
by suppressing each call in the premise one by one. If a call suppression does
not lead to throwing of exceptions, we can safely remove it. For example with
the rule pop < ( peek, empty ), we can remove peek to obtain the rule pop —
empty.

5 Evaluation

We have built a system described in this paper as a plug-in, called SPECCHECK,
for the LM miner. Fig. 3 depicts its system architecture. SPECCHECK plugin is
implemented as a Java agent that would be invoked by the Java Virtual Machine
during load time of the target application. We evaluated SPECCHECK on the

Output
Input et JVMTI Agent

User Target
Application

Application
Inputs

: Adds at
: Load Time

SpecCheck/LM Input

Significant
Input .- IHiEED 1 Phase 2 Specifications
Instance Mutation
} Replacement Insttarl;:?nen Egﬁ,a"’
Past-time R objects Lo
Temporal Z;P(t) ‘(—)’ » Specification
pty Refinement

Miner
SpecCheck Architecture

Specifications

Fig. 3. SpecCheck High-level Architecture

DACAPO 2009 benchmarks [2] to address the following concerns:

— What proportion of the specifications labelled by SPECCHECK as significant
are indeed significant (precision)?

— What proportion of significant specifications has been labelled by SPEC-
CHECK as such (recall)?

— How efficient are the significant specifications, compared to the original spec-
ifications, in detecting system defects?

DACAPO 2009 benchmark suite consists of 14 complex Java systems that
range over a diverse set of application domains. We select from DACAPO 7



single-thread driven benchmarks to evaluate the effectiveness of SPECCHECK (see
Table 4). We use the test harness provided by the benchmark suite and perform
evaluation for traces of all calls to the Java API library (Sec. 5.1). Finally we
evaluate the effectiveness of extracted rules in finding defects in Sec. 5.1.

5.1 Java API Rules

Mining Setup. The set of traces for each Java class varies pretty much in size
and some can be very large due to code looping. We keep the traces as they
are but use different support and confidence threshold settings for each trace
depending on its size. Concretely we set support and confidence thresholds to 5
and 40% respectively for trace files less than 100KB, 50 and 40% respectively
for trace files less than 1MB, 100 and 60% respectively for trace files less than
5MB, and ignore all trace files larger than that. Using these settings, the mining
process can finish within minutes.

Evaluation Results. Throughout the suite, LM infers a large number of specifi-
cations, among them an average of 6% (38/633) are determined by SPECCHECK
as significant (Table 4). The ratio of specifications marked as significant to all
mined specifications is small, but this is consistent with many past studies that
the number of mined specifications which lead to real defects are normally small
[16,12,10].

Benchmark | Mined Spec |Significant Spec Spec
Project |Considered Identified Precision |Recall Discarded
avrora 28 3 100% 100% 89.2%
batik 369 16 100% 80.0% 95.3%
eclipse 145 10 100% 100% 93.1%
fop 132 11 100% 100% 91.6%
jython 193 14 100% 87.5% 93.2%
luindex 34 4 100% 100% 88.2%
pmd 61 9 100% 100% 85.2%
Total 633 38 100% 86.0% 93.9%

lAfter Spec Refinement: No. of Object Spec : 21 No. of Universe Spec

:1‘

Table 4. Significant Java API Rules Extracted from DaCapo 2009 Benchmarking Suite

We end up with 22 significant specifications after specification refinement
step: 21 of them are object significant and 1 of them is universe significant.

To assess the precision and recall of SPECCHECK, we employed three pro-
grammers to independently and manually extract significant rules from mined
rules. Based on this result, precision and recall achieved by SPECCHECK are very
encouraging, as depicted in Table 4.



In the assessment of “recall”, we have missed a few significant rules (6/44),
which correctly reflect some limitations of our mutation techniques. Firstly we
may not have generated the correct replacement objects which can cause ex-
ceptions. Specifically, we miss the rule createWritableTranslatedChild <
getWidth getHeight of WritableRaster class. To cause an exception in this
rule, we need to replace getWidth/Height with a very big integer value (e.g.
MAX_VALUE), which is apparently hard to achieve by generating the value ran-
domly. Secondly we may never reach a designated consequence call which we
would like to check during execution, as the program threw exception earlier
than expected. We miss three rules of the form setPixels — getMinX getMinY
getWidth getHeigth of WritableRaster class. During the execution of the con-
tainer methods, setPixels is always preceeded by a call to getPixels. Unfor-
tunately, by suppressing the call sequence in the premise, we cause getPixels
to throw exception before the call setPixels can ever be reached. Finally we
may miss some significant rules that produce errors, but without throwing the
anticipated exceptions (e.g. null pointer creation, memory leak, etc.)

A sampling of significant specifications is displayed in Table 5. The sample
shows that we can detect rules whose significance cannot be trivially judged by
looking at name similarities (e.g. pop < empty). We can also detect rules of
length greater than 2 (e.g. getPixels < ( getMinX, getMinY, getHeight )).
Finally we find one universe significant rule. It is reset — mark, which has been
explained in Sec. 3.

Performance. Without applying any optimizations described in Sec. 4.3, the
checking step does not complete even after several hours for most benchmarks.?
This is expected, for example in ECLIPSE case, where a single run of the appli-
cation can take up to 2 minutes. The dataset consists of 145 specifications for
checking, each specification has at least two instances and each instance gener-
ates at least two mutated programs. The number of mutated programs can be
up to 580 and running all of them takes approximately 1160 minutes (which is 19
hours!). Fortunately, with the pruning techniques described in Sec. 4.3, checking
of specifications mined from ECLIPSE took only around 15 minutes (6 seconds
per rule in average). This confirms that our pruning strategy is necessary and
efficient.

5.2 Verification using Java API Rules

In order to ascertain that the specifications we have identified are indeed signif-
icant, we compare their ability to detect defects or code smells against those we
have classified as insignificant. We only choose those insignificant specifications
with high confidences (> 80%). There are 368 of them in total. We employ JFTA
[4] to perform static verification.

2 We conduct the experiment in an Intel Core i5 M460 computer with 2GB memory
running Linux Mint 10 Julia.



Java Class Specification

Object Signifiance
FlatteningPathIterator currentSegment([F)I — isDone()Z

Raster getPixels(IIII[I)[I — getMinX()I getWidth()I|
getMinX () I getMinY()I
getHeight I
ByteBuffer get OB < hasRemaining()Z
Stack pop()0Object — empty()Z|push(Object)Object
LinkedList get (I)Object — size()Iladd(Object)Z
String substring(II)String — length()I|index0f (C)I
Universe Significance
InputStream reset OV < mark(I)V

Table 5. A Sampling of Java API Significant Specifications from the DaCapo suite.

Significant Specs Insignificant Specs

Benchmark Classes Anomalies True False Anomalies True False

avrora 1838 3 2 2 19 0 61

batik 2430 3 2 1 34 0 154

eclipse 527 3 1 2 22 0 108

fop 1314 2 2 0 11 0 57

jython 2816 1 0 1 24 0 103
luindex 536 1 1 2 10 0 62

pmd 727 2 5 3 13 0 68

Total 9652 7 13 11 60 0 613

Table 6. Significant Specifications Show More True Positives and Less False Positives.

For those identified significant specifications, running JFTA over the seven
DAcAPO benchmarks reported only a few violations; many of them were true
positives. This is in line with our hypothesis that the specifications are signif-
icant. On the other hand, verifying using insignificant specifications reported
a large number of anomalies and violations (nearly 1000 violations for most
projects). However, we observed that majority of violations came from certain
Java API classes (e.g. StringBuilder and rules toString < append). Thus
we only selected and reported the maximum 10 violations of different anomalies
from each APT class in case of insignificant specifications. Nevertheless, these
specifications still produced much more error reports compared to those pro-
duced by significant specifications. Table 6 shows the result of our comparison.
It reports the number of anomalies (ie., violation of specifications), true and false
code smells (codes that indicate something may go wrong [18]) or defects. (Recall
that one anomaly may consist of several defects, each in a different method.)

We inspected all violations manually and reported either defects or code
smells as true positives and the rest as false positives. When we are not sure if a
violation is a defect/code smell, we conservatively count it as false positive. We
also do not consider violations that are already handled directly by a try-catch
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block in the code. Aside from keeping the amount of false positives small, we are
also interested in finding real defects.

public synchronized void
accumLogExit( String scope) {

AccumPerfScope then = ( 1 private void printSectionHeader
AccumPerfScope) scopeStack. (..., String line) {
Pop(); 2 .
if (then == null) 3 StringTokenizer st = new
System.err.println("Accum StringTokenizer(line);
Perf Error: Scope stack 4 st.nextToken();
empty: " + scope); 5 .
6 }
}
Fig.5. Code Smell in Dacapo
Fig. 4. A Defect in DACAPO ECLIPSE. AVRORA.

Aside from keeping the amount of false positives small, we are also interested
in finding real defects. Among six projects, 57% of error reports uncover real
defects or code smells, which is a considerably high rate for a specification-based
bug detection tool (e.g. compared to [10,18]). Most of them are code smells,
which are codes that are obviously unsafe which may lead to something wrong
within the project. In addition, we are able to find one defect in ECLIPSE project,
which is shown in Fig. 4. The developer mistakenly used null to check for stack
emptiness. After two years of existence, the file was later removed from ECLIPSE
code base in 2008. An example of code smell is also given in Fig. 5. Argument
line is erroneously used in program line 3 without checking for nullness.

6 Related Work

The integration of data mining into software engineering has attracted much
interest in the past decade. The field is dynamically evolving. Many projects
on specification mining produce either an automation [1,13] or frequent pat-
terns of software behaviours [15,12]. PERRACOTTA [19] mines two-event tempo-
ral logic rules that match a given template, which is later extended by JAVERT
to mine more complex specifications [7]. On mining object-oriented behaviours,
JADET and ADABU respectively use static and dynamic analysis to mine intra-
procedural object usage models [18, 5]. Finally, the specification miner LM we
used mines live sequence charts, inter-object behaviours of arbitrary sizes [6].
Specification mining can infer many specifications but many of them can
be meaningless or irrelevant. This limitation creates a big hurdle for introduc-
ing specification mining into real practices. Many interesting research has been



proposed to mitigate this hurdle. Thummalapenta and Xie opine that rules ex-
hibiting exceptional conditions can lead to discovery of real defects, and pro-
pose to mine exception-handling rules [16]. OCD automatically learns, enforces
and determines anomalies using online statistical learning [8]. JADET, and later
CHECKMYCODE, determine anomalies based on various heuristic ranking [18,
10]. Goues and Weimer also introduce a method to mine specifications with few
false positives. Their method uses software artifacts like repository and source
code to select only input traces with acceptable trustworthiness metrics [9]. Our
method inherits advantages from all cited methods: we also mine specifications
and detect anomalies with few false positives, allow arbitrary temporal speci-
fications and only require the software itself as input. Finally Dallmeier et al.
introduce TAUTOKO tool, which also performs mutation operations, but for the
purpose of test case generation [4].

7 Conclusion

We have presented the first mutation testing-based algorithm that identifies sig-
nificant specifications from a set of mined specifications. We implemented our
algorithm in an efficient and practical tool called SPECCHECK. Initial evalua-
tion on DACAPO benchmarks shows encouraging result: we are able to identify
significant Java API specifications with high precision and recall; significant
specifications can be used to detect defects with high accuracy. In comparison,
use of those specifications not identified as significant leads to a large number of
false positives.

The evaluation involves two validity threads that we try to mitigate. Firstly
the sample of 6 projects in this study may be too small to yield statistically sig-
nificant results. To reduce this threat, we select 6 matured projects that largely
varies in term of application domains. Secondly although we have carefully in-
spected the source code and do cross-validation in case of determining significant
specifications, we are not experts involved in the development and may have some
misclassifications. Thus we stay in conservative side when categorizing anomalies,
if we are not sure we count them as false positives.

In future we would like to apply our technique to a wider range of projects
to gain better statistical results, and to collect significant specifications as a
database for bug detection purpose, probably similar to [10]. We also want to
detect significance based on program errors aside from exceptions; one way to
do this is to incorporate with verification tools such as Corxk [11] or JPF [17],
which can detect memory leaks and concurrency errors. Finally we are still not
sure how to apply our technique for future-time logic (since a violation leads to
errors occurring in uncertain points in the future), which is also an interesting
direction to work on.

The SPECCHECK source code, and all data and results cited in this article are
available at: http://www.comp.nus.edu.sg/ anhcuong/tools/speccheck.html.
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