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Abstract—The security of large-scale blockchains relies on
successful message flooding among the honest parties, on an
overlay topology. The crux of doing such flooding successfully
is to have a robust and low-degree overlay topology: Robust
means that even if the malicious parties all refuse to relay
messages, the remaining honest parties should still constitute a
connected component in the overlay network. Low-degree means
that the nodes in the overlay network should have relatively small
node degrees. The central challenge of designing such robust
and low-degree topology is that in permissionless blockchain
context, the adversary is often bounded by resource (such as
computation power or stake), rather than by the total number
of malicious parties. We show that existing works of designing
robust overlay against such resource-bounded adversaries all
require excessively large node degrees (e.g., 25000 or more under
real-world settings). As our main contribution, we propose a
novel LOR overlay topology that is robust against such resource-
bounded adversaries. Our design is the very first such design
with practically-feasible node degrees (e.g., 200 to 400 under
real-world settings).

Keywords-Permissionless blockchains, Secure flooding, Overlay
network, Proof-of-Stake.

I. INTRODUCTION

A. Background and Motivation

Blockchains and consensus. Over the past two decades,
blockchains have enjoyed unprecedented growth. The central
functionality provided by a blockchain is a shared distributed
ledger that all honest parties agree on, despite malicious
attacks. To achieve this, almost every blockchain today, at its
core, relies on a byzantine consensus mechanism/protocol [1]–
[13].

Secure flooding. All these consensus mechanisms, implicitly,
rely on successful message propagation among the honest
parties. For example, Bitcoin [1] relies on each new block
being propagated to at least a majority of all the honest parties,
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so that the parties can continue mining by extending that
block. Algorand [4] relies on the voting messages in their BA∗
protocol being seen by most honest parties.

In large-scale blockchains, it is infeasible for a node to
directly send a message to every other node in the system.
Hence such message propagation is typically done on an
overlay network. In an overlay network, each node has a
number of neighbors, and is responsible for pushing the
message to its neighbors [4], [5], [7], [9], [14], [15]. Following
[16], [17], we call such message propagation as flooding. The
flooding mechanism is secure, if the message propagation can
reach most honest parties, despite the malicious parties in the
overlay network.

A blockchain is secure, only if both the consensus mecha-
nism and the flooding mechanism are secure. Unfortunately,
there has been a paucity of work, as well as a lack of deep
understanding, on secure flooding. In fact, provably secure
flooding has not attracted much attention from blockchain
researchers, until very recently [16]–[18].

Overlay topologies. To achieve secure flooding, all these
recent efforts [16]–[18] observe that the crux is to design a
robust and low-degree overlay topology:

• Robust: Being robust means that even if the malicious
parties all refuse to relay messages, most honest parties
still constitute a connected component to enable proper
message propagation. In other words, most of the honest
parties should still be connected with each other, even if
all the malicious parties are deleted from the topology.

• Low-degree: This means that the nodes in the overlay
network should have relatively small node degrees. If the
degree reaches, for example, as large as several thou-
sands, then during flooding a node will not have sufficient
resources (such as bandwidth) to push the messages to its
outgoing neighbors (if they do not yet have the message).
This in turn invalidates the robustness guarantees. In fact,
if we were not concerned with degree, then using a
complete graph as the topology would already be robust.
A further corollary is that it is the maximum node degree



in the topology, rather than the average node degree, that
matters. This is simply because the problem of not having
sufficient resource to propagate messages will arise on
high-degree nodes first, who are the bottleneck.

Resource-bounded adversary. Existing works [17], [18]
have further observed that designing robust and low-degree
topologies is challenging, for permissionless blockchains. This
is because in permissionless blockchains, the adversary can
freely introduce new (malicious) parties/nodes into the system.
In turn, we cannot assume an upper bound on the number (or
fraction) of malicious parties/nodes in the topology.

The only assumption we can make on the adversary is
its limited resource. For example, in PoW/PoS blockchains,
the adversary is bounded by its computational power or
stake (i.e., amount of cryptocurrency). Namely, the aggregate
computational power or stake held by all the malicious parties
will be bounded. For convenience, we call such adversary as
resource-bounded adversary.

An example. To highlight the above challenge, consider a
resource-bounded adversary that controls 30% of the total
stake in the system. The adversary can introduce a large
number of malicious parties, where each malicious party holds
a relatively small amount of stake. By doing so, the fraction
of malicious parties/nodes in the overlay network can easily
exceed 30%, and may even approach 100%.1 This example
also implies that a simple random topology, where each party
connects to some uniformly randomly chosen other parties, is
not robust.

B. Existing State-of-the-art Approaches

To our knowledge, currently there are only two overlay
designs [17], [18] that are robust against resource-bounded
adversaries. Both are quite recent, and both remain robust
in our earlier example, where the malicious parties comprise
close to 100% of the total number of parties, but control only
30% of the stake.

To achieve such a strong guarantee, these designs [17],
[18] construct topologies among all the parties, based on how
much stake each party holds. Specifically, each party in the
overlay topology will simulate a number of virtual nodes. The
more stake a party holds, the more virtual nodes it simulates.
Section III-A reviews these designs in more detail.

It is worth noting that these designs [17], [18] are all theory-
oriented. There have never been any concrete numerical results
for their node degrees under real-world stake distributions.

C. Our Results

Quantifying node degrees in [17], [18]. As our first step,
we experimentally quantify the node degrees needed by the
designs in [17], [18], under the real-world stake distributions
of 6 major cryptocurrencies and practical settings. Perhaps
somewhat surprisingly, our results reveal that their maximum

1Note that one cannot simply view all nodes holding small amount of stake
as malicious nodes: First, some honest nodes may also hold only small amount
of stake. Second, the adversary may use a different attack strategy.

node degrees easily reach 25000 or more. This makes these
designs unusable in practice, despite that they do hope to
achieve low node degrees. Part of the reason behind such large
degrees is that in their designs, sometimes a party needs to
simulate thousands of virtual nodes.

Novel LOR overlay design. As our primary contribution, we
propose a novel and elegant design for robust overlay called
LOR (i.e., low-degree and robust), against resource-bounded
adversaries. We formally prove that our LOR topology is
robust, against all possible strategies of the adversary. At the
same time, our topology has practically-feasible node degrees:
Under the same settings as earlier, our design only needs
maximum node degree of around 200 to 400. Our degrees
are quite feasible in practice: Many nodes in the Ethereum
overlay already have degrees of a few hundreds [19].

Asymptotically, the maximum node degree in our LOR
topology is O(log n), with n being the total number parties.
In comparison, the maximum degrees in [17], [18] are at least
O(smax · n) and O(smax · n log n), respectively.2 Here smax
is the maximum stake held by a node. Note that as a sharp
contrast, our maximum node degree only contains a “log n”
term instead of an “n” term. Finally, same as [17], [18], our
topology has small O(log n) diameter asymptotically.

Our techniques. The designs in [17], [18] resort to using
virtual nodes (which leads to large degrees), in order to prevent
the adversary from exploiting the stake disparity among the
parties (i.e., some parties are much richer/poorer than others).
In comparison, our design completely avoids using virtual
nodes. We deal with stake disparity by first grouping the
parties into groups, where each group internally has only
bounded-disparity. Now consider any subset of nodes in the
group, where the subset corresponds to x (y) fraction of the
total nodes (stake) in the group. We then repeatedly exploit a
simple yet powerful property: In a bounded-disparity group,
the value y must be both upper and lower bounded by certain
functions of x. Doing so eventually enables us to design robust
and low-degree topology to offer both intra-group and inter-
group connectivity.

Summary of contributions. To summarize, our key contribu-
tion is a novel robust overlay design against resource-bounded
adversaries:

• Our design is the very first such design that comes
with practically-feasible node degrees: Under real-world
settings, the maximum node degree in our design is
around 200 to 400, as compared to 25000 or more in
prior works [17], [18].

• Asymptotically, the maximum node degree in our topol-
ogy is only O(log n), as compared to O(smax · n) and
O(smax · n log n) in [17], [18].

• We formally prove that our topology is robust, against all
possible adversarial strategies.

2The maximum degree in [18] is O( smax
smin

), where smin is the minimum
stake held by a node. Since smin is at most on the order of 1

n
, the term

O( smax
smin

) is at least O(smax · n).



Roadmap. Section II presents our system/adversary model.
Section III quantifies node degrees in [17], [18]. Section IV
through VI elaborates our design, its security proof, and its
experimental results.3 Section VII discusses further issues.
Section VIII elaborates on related works.

II. SYSTEM MODEL AND ADVERSARY MODEL

We will mainly use PoS blockchains as an example context.
We will later easily generalize to PoW blockchains.

Resource-bounded adversary. Without loss of generality, we
assume that the total stake (i.e., cryptocurrency) in the PoS
blockchain is 1.0. Namely, we normalize the amount of stake.
Among this, the (resource-bounded) adversary controls up to f
stake. This means that the total stake held by all the malicious
parties is at most f . We also call f as the budget of the
adversary. These malicious parties may either be honest parties
who have been corrupted by the adversary, or new malicious
parties created by the adversary (e.g., via sybil attack [21]).
The adversary may freely redistribute the stake among the
malicious parties. We use n to denote the total number of
honest parties and malicious parties. Among these n parties,
there is no constraint on the fraction of malicious parties,
as long as they collectively hold no more than f stake. A
malicious party is fully byzantine, and all malicious parties
collude.

Each party corresponds to a public/private key pair. The
parties aim to form an overlay network among themselves.
Hence each party also corresponds to a node in the overlay.
We will use “party” and “node” interchangeably. We always
view the overlay topology as a directed graph.

Robustness: (ϵ, δ)-guarantee. Following [18], we say that the
overlay topology is robust if it provides the (ϵ, δ)-guarantee:
With at least 1−δ probability, all honest nodes form a strongly
connected component in the overlay topology, except a small
fraction of honest nodes whose total stake does not exceed ϵ.
We also call such honest nodes as being eclipsed.

Coretti et al. [18] have shown that in blockchains, it
usually suffices for message propagation to reach the vast
majority of the honest nodes, allowing ϵ eclipsed honest
stake. This is because the consensus mechanism can often
afford to have a small fraction of honest nodes who do
not get all messages. Fundamentally, in practice, blockchains
already need to accommodate a small fraction of honest nodes
with temporary network connection problems. Those eclipsed
honest nodes themselves can use existing mechanisms [22]–
[24] to detect that they are eclipsed, and can then preserve
safety by temporarily giving up liveness.

Constructing topology based on stake. Same as [17], [18],
we construct the topology based on the stake distribution of all
the parties. This distribution describes how much stake each
party holds. The stake distribution is part of the blockchain
state — by checking the blockchain state, one can easily
determine how much stake each party holds. Hence it is public

3The source code for the experiments in this paper is available at [20].

information, available to all parties including the adversary.
The stake distribution can change over time.

To construct an overlay at time t1, we use the stake
distribution D at time t2, where t2 is slightly before t1, so
that all nodes agree on what D was at t2. Based on D,
our design will generate a random topology. When doing so,
we (our design) obviously do not know which parties are
honest/malicious. It is well-known that both PoS and PoW
blockchains can provide a beacon generation functionality [2]–
[4], which periodically generates a random public beacon seen
by all parties. Such beacons are often used, for example, for
committee selection in those blockchains. We will use this
beacon as the randomness when constructing our topology.

With the beacon and D, each party can locally determine
which parties should be its outgoing neighbors in the overlay.
During flooding, the party can then push the message to these
outgoing neighbors. When doing so, a party will need to know
the IP addresses of its neighbors. Section VII will explain how
to do so, without compromising node anonymity.

Adaptivity of the adversary. Same as [17], we expect the
overlay topology to be short-lived and periodically re-formed,
for example, upon the release of every new beacon. The
overhead of re-forming the topology is minimum: When a
node needs to forward a message and if a new beacon has
been released, then the node just needs to determine its new
neighbors in the new topology, and forward the message to
those new neighbors instead of its old neighbors. A node does
not need to always keep TCP connections with its neighbors.

Following [17], we assume that the adversary is mildly-
adaptive: While the adversary can corrupt nodes on the fly, it
takes some time to do so. In particular, with the topology being
short-lived, we assume that the adversary cannot cherry-pick
nodes to corrupt, based on the randomness (i.e., the beacon)
used to construct the random topology.

Incoming vs. outgoing degrees. As explain in Section I,
the maximum node degree in the overlay topology should
be small. A node has an incoming degree and an outgoing
degree. We will provide results on both incoming degrees
and outgoing degrees. But to facilitate discussion, we will
use maximum outgoing degree as the main metric — unless
otherwise mentioned, whenever we mention degree, it refers
to outgoing degree.

III. QUANTIFYING NODE DEGREES IN [17], [18] UNDER
REAL-WORLD STAKE DISTRIBUTIONS

The designs in [17], [18] are all theory-oriented. This
section aim to quantify, for the first time, the maximum node
degrees in these designs under real-world stake distributions.

A. Brief Review of Designs in [17], [18]

We first quickly review these two designs.

Coretti et al.’s design [18]. In this design, the parties are
categorized into small-stake parties and non-small-stake par-
ties, depending on whether a party holds less than a certain
threshold t amount of stake. Their design aims to provide good
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Fig. 1. Quantifying maximum node degrees in Liu et al.’s design [17] and Coretti et al.’s design [18], under real-world stake distributions of 6 major
cryptocurrencies, for realistic settings of f = 0.2, ϵ = 0.1, and δ = 0.01.

connectivity among the non-small-stake parties only. (This is
unique to their design [18] — our design does not make such
compromise.)

Conceptually, a non-small-stake party with s stake will
simulate ⌈ st ⌉ virtual nodes, where each virtual node has λ
random outgoing edges. Here λ ≥ 1 is a parameter in their
design. Specifically, a non-small-stake party A with s stake
creates λ · ⌈ st ⌉ outgoing directed edges. For each edge, a non-
small-stake party with stake x will be chosen as the destination
with x

y probability, where y is the total stake of all non-small-
stake parties. It is possible for A to choose itself, and for
the same party to be chosen as the destination multiple times.
Such self-loops and duplicate edges do not count toward node
degree. The key intuition of their design is that if the adversary
corrupts f fraction of stake, then it must corrupt only about f
fraction of all the virtual nodes. This is despite that the faction
of corrupted parties can well exceed f .

Small-stake nodes are not included in their design of the
topology. The reason is that otherwise t may be excessively
small, inflating the number of virtual nodes simulated by other
nodes. For all analysis/experiments of their design, we will not
count the small-stake nodes toward the ϵ term — doing so only
makes their results better.
Liu et al.’s design [17]. Liu et al.’s also use the idea of virtual
nodes, and observe that a node with very small stake can cause
other nodes to simulate a very large number of virtual nodes.
To overcome this, conceptually they let a node with stake s
simulate ⌈s · n⌉ virtual nodes. Let s1 through sn be the stake
of the n nodes, respectively. Recall that

∑
i si = 1. We then

have
∑

i⌈si ·n⌉ ≤
∑

i(si ·n+1) = n+
∑

i(si ·n) = 2n. This
means that the total number of virtual nodes in the system will
be at most 2n, regardless of how small stake a node may have.
Their design also has a parameter λ ≥ 1, which corresponds
to the outgoing degree of a virtual node.

Specifically in their design, a node A with stake s will create
λ · ⌈s ·n⌉ outgoing edges. The destinations of these edges are
chosen without replacement: When A creates an edge, let the
set E be all the nodes who are not A and who have not been
chosen so far. Then a node in E with stake s′ will be chosen as
the destination of that edge with ⌈s′·n⌉∑

y∈E⌈(y’s stake)·n⌉ probability.
Liu et al.’s design [17] focuses on the case of ϵ = 0. In

comparison, both Coretti et al.’s design [18] and our design

are for positive ϵ. Section II has explained why having small
positive ϵ usually suffices. Nevertheless, to gain deeper insights
into the subject, we still obtain results for Liu et al.’s design
in our experiments.

B. Node Degrees in [17], [18]

Having reviewed the designs in [17], [18], we now experi-
mentally quantify the maximum node degrees in these designs.

Our experiments with n = 10000 nodes use the real-
world stake distributions of the top 10000 nodes in 6 popular
cryptocurrencies — Bitcoin, Bitcoincash, Dash, Dogecoin,
Ethereum, and Litecoin. These blockchains are not necessarily
all PoS blockchains, but the notion of stake distribution is nev-
ertheless still well-defined in these blockchains. These stake
distributions are publicly available, from [25] for Ethereum
and from [26] for the remaining 5 cryptocurrencies. These
data unfortunately are only for 10000 nodes. For larger system
size4 of n = 100000, we use the stake histograms from a
measurement study [28] of these 6 cryptocurrencies. We draw
100000 random nodes from those stake histograms as the stake
distribution.

Section III-C will explain what λ value we use in the
experiments. Coretti et al.’s design [18] excludes small-stake
nodes (whose stake is less than t) from the overlay topology,
without providing specific ways of choosing t. But regardless,
one would expect that the overlay should not exclude too many
nodes. Hence we consider t values such that x fraction of the
nodes are excluded from the overlay, for x = 25%, 50%, and
75%. We will use “t25”, “t50”, and “t75” to label these three
versions.

Figure 1 presents our experimental results on the maximum
node degrees. Under all the 12 cryptocurrency stake distribu-
tions, the maximum node degree in Liu et al.’s design [17]
always exceeds 0.99n. Similarly, the maximum node degree
in Coretti et al.’s design [18] always exceeds 0.99× (1−x)n,
in all three versions (“t25”, “t50”, “t75”). Note that there
are total only (1 − x)n nodes in their overlay topology. This
implies that the node with the maximum degree has an edge
to almost every node in the overlay network. In particular, for

4As a reference point for system size, measurement study [27] by Donet
et al. discovers 111475 Bitcoin full nodes.
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Fig. 2. Quantifying vmax in Liu et al.’s design [17] and Coretti et al.’s design [18], under real-world stake distributions of 6 major cryptocurrencies.

n = 100000, the maximum degrees in both designs [17], [18]
reach roughly 25000.

C. Deeper Insights and Understanding

To gain further insights into these results, observe that in
both designs [17], [18], the number of edges created by a (real)
node equals λ times the number virtual node simulated. We
now quantify these two terms separately.

Number of virtual nodes simulated. Let vmax be the max-
imum number of virtual nodes that a (real) node needs to
simulate. Figure 2 plots the value of vmax in Liu et al.’s
design [17] and in Coretti et al.’s design [18]. The figure shows
that vmax easily reaches 103 or 104.

Value of the parameter λ. For Coretti et al.’s design [18],
the proof of Lemma A.7 in their full paper [29] requires λ >
3(a+2 ln 2)

κ2b2 , where a ≥ − ln 2, κ = 1
2 , and b = ϵ

16 . Under
the experimental settings, the formula gives λ > 2.1 × 105

(for all n). Our experiments simply use λ = 2.1× 105, which
can only make their results better. For Liu et al.’s design,5

Corollary 3 of [17] proves that the error probability is bounded
by ne−

(n−1)λ
n·24 + e−(1−f)·n·(

λ·(1−f)
54 −2) + (2 · n · (e−

λ·(1−f)
108 +

(6 · log( n·6
λ·(1−f) ) + 1) · e−

7·λ·(1−f)
648 )). Under the experimental

settings, solving this formula gives λ = 1816 (for n = 10000)
or λ = 2409 (for n = 100000). These are also the λ values
we use in our experiments. These λ values show that, even if
a (real) node simulates only one virtual node, it already needs
to have 1816 outgoing edges or more.

Better parameter values will not help. These large λ
values could be artifacts of their pessimistic analysis. However,
fundamentally by their designs [17], [18], λ is at least 1. Now
even with λ = 1, which is potentially insecure, a node in their
topologies may still need to create over 104 outgoing edges,
simply because vmax reaches 104. This implies that searching
for tighter parameter values, as we later do in our design, will
not help in their designs.

5The analysis in [17] is for ϵ = 0 only — they do not provide analysis for
ϵ > 0. It is unclear how to determine λ for ϵ > 0. Hence we can only use
this analysis. Under ϵ > 0, λ will likely decrease. But we will quickly see
that even with λ = 1 in their design, the node degree remains excessive.

IV. OUR NOVEL LOR TOPOLOGY DESIGN

A. Our Overall Idea

The crux of designing robust overlay, against a resource-
bounded adversary, is to deal with stake disparity among the
nodes. Due to such disparity, the fraction of malicious nodes
in the overlay can approach 100%, despite that f is only for
example, 0.3. To deal with stake disparity, prior works [17],
[18] resort to using virtual nodes, which however leads to large
node degrees.

To deal with stake disparity without resorting to virtual
nodes, our design first groups the nodes into groups, so that
the nodes within each group have bounded stake disparity.
(We actually group nodes by “weight” and not “stake”. But to
help understanding, for now assume that we group by stake.)
The total stake in a group can be smaller than f . Because of
this, unfortunately, the fraction of malicious (honest) nodes in
a group can still approach 100% (0%). To deal with this, we
consider all the groups:
• Let H be the set of honest nodes in a given group. If H

constitutes only a rather small fraction of the total number
of nodes in the group, then given the bounded disparity
within the group, the stake held by H must also be only
a small fraction of the total stake in that group. In turn,
we can afford to simply throw those honest nodes in H
into the small ϵ term.

• Otherwise the group still has a reasonable fraction of
honest nodes. Our design will then ensure robust intra-
group and inter-group connectivity for all such groups,
while using low node degrees. (Our design does not need
to know which groups fall into this category.)

B. Details of Our LOR Topology

We now present the details of our design. Table I summa-
rizes our key notations.
Step 1: Grouping based on weights. For each node with s
stake, our design assigns it a weight of s + f

10n . (We later
explain why f

10n .) Since s must be in (0, 1.0], the weight of a
node must be in ( f

10n , 1+
f

10n ]. We partition all the nodes into
z groups, where z = ⌊logg((1+

f
10n )/(

f
10n ))⌋+1 = O(log n).

For 1 ≤ j ≤ z, the j-th group contains nodes with weights in



symbol meaning
n number of parties/nodes in the system
f total stake held by malicious parties, as a fraction of all stake in the system
ϵ, δ from the definition of (ϵ, δ)-guarantee
g protocol parameter: Nodes in a group differ by at most g factor in weight.
k protocol parameter: A node creates k outgoing edges to form the intra-group

topology.
l protocol parameter: Each group has l leaders.
z total number of groups in our design, and z = ⌊logg((1 +

f
10n )/(

f
10n ))⌋+ 1

TABLE I
OUR KEY NOTATIONS.

( 256
2000

 , 1024
2000

]

( 1
2000

 , 4
2000

]

( 4
2000

 , 16
2000

] ( 16
2000

 , 64
2000

]

( 64
2000

 , 256
2000

]

(1024
2000

 , 4096
2000

]

weight
range

Fig. 3. Example grouping under g = 4, l = 2, and f
10n

= 1
2000

.

the range of ( f
10n ·g

j−1, f
10n ·g

j ]. Here g = O(1) is a protocol
parameter (e.g., g = 4). Figure 3 illustrates such grouping.
Intuitions of Step 1. Our grouping ensures that the weights
of the nodes in the same group differ by at most a factor of
g. If g is not too large, then the nodes in the same group will
not have much disparity in terms of weight.

We group based on weights and not stake, because a node’s
stake can be excessively small. In fact, the adversary may
intentionally create nodes with very small stake. In contrast,
a node’s weight is at least f

10n , leading to at most O(log n)
groups.

Recall that the adversary corrupts up to f stake, and aims to
eclipse more than ϵ honest stake. We can easily translate these
to weight: First, to eclipse more than ϵ stake, the adversary
obviously needs to eclipse more than ϵ weight. Second, with
its budget of f on stake, we claim that the adversary can at
most corrupt 1.1f weight. This is because each node only gets
f

10n weight “for free”, and the total amount of “free” weight
that we give out is f

10n ·n = 0.1f . Hence the total weight that
the adversary can afford to corrupt is at most f+0.1f = 1.1f .
Making the f

10n term smaller decreases the “free” budget given
to the adversary, at the cost of increasing the number of groups.
We hence take f

10 as a simple trade-off.
Step 2: Intra-group topology. Within each group, each node
creates k = O(log n) outgoing (directed) edges, where k is a
protocol parameter. The k destinations are chosen uniformly
randomly, without replacement, from all the remaining nodes
in the group.
Intuitions of Step 2. As long as g is not too large, nodes in the

same group have similar weights. To have a robust topology
among these largely homogeneous nodes, it suffices to form a
simple random graph. Having k = O(log n) enables the intra-
group topology to have good connectivity, as long as there is
still some constant fraction of honest parties left in that group.

Since the total weight of a group can be small, the adversary
may potentially corrupt most/all parties in a given group.
In such case, the intra-group topology will no longer be
connected. But on the other hand, in such a case, the remaining
honest parties only constitute a small fraction of the group.
Then we can easily count those honest parties toward ϵ.

Step 3: Choosing leaders. From each group, we select up
to l = O(1) (e.g., l = 30) leaders without replacement (see
Figure 3, where the shaded/red nodes are leaders). Roughly
speaking, the parameter l is chosen such that, as long as
there is still some constant fraction of honest parties left in
that group, the group is likely to have some honest leader.
For a given group, to choose one more leader, a non-leader
party with x weight is chosen with x

y probability, where y
is the total weight of all non-leader parties currently in that
group. If a group has no more than l parties, then all of them
will be leaders. Finally, all the leaders from all the groups
form a complete graph. We view each undirected edge in this
complete graph as a pair of directed edges.

What if adversary targets the leaders. The leaders provide
inter-group connectivity. An immediate question is what if
the adversary targets the leaders. This turns out not to be a
problem: Recall from Section II that following prior works
on secure flooding [16], [17], we consider mildly-adaptive
adversaries, and the topology is short-lived and periodically
re-formed. This implies that the mildly-adaptive adversary will
not have sufficient time to corrupt the leaders, after seeing the
randomness used to select the leaders. Putting it another way,
by the time the adversary corrupts the leaders, the topology
has already expired and new topology (with new leaders) has
already been formed.

Furthermore, our use of leaders is similar to the use of com-
mittee in the consensus mechanisms of various PoS blockchain
designs [2], [3], [14], [15], [30]. For these committee-based de-
signs to be secure, one already needs to assume the adversary
to be mildly-adaptive. Otherwise the adversary can similarly
target the committee members.



C. Intuitions on Why Our LoR Topology is Robust

Having explained our design, we now quickly get some
intuitions on why it is robust. Formal proofs will be given
in Section V.

We call a group as surviving, if the fraction of honest weight
in that group (out of the total weight in that group) is at least
some value c (e.g., c = 0.05) to be determined later.
• Non-surviving groups. Since a non-surviving group only

has less that c fraction of honest weight, the total honest
weight in all non-surviving groups, even added together,
will be small. We can then throw this part to the ϵ term.

• Surviving groups with no surviving leader. With ap-
propriate parameter l = O(1), a surviving group usually
contains an honest leader. But with some small probabil-
ity, it might not. We can later show that the total honest
weight in these leaderless surviving groups is small, and
can be thrown into the ϵ term.

• Surviving groups with surviving leader. With appro-
priate parameter k = O(log n), for each surviving group
containing some honest leader, we can show that most
of the honest nodes (weights) in that group are reachable
to/from some honest leader in that group. Recall that all
the leaders from all groups form a complete graph. Hence
most of the honest nodes (weights) in all surviving groups
with surviving leaders will belong to the same strongly-
connected component, and are not eclipsed.

D. Parameter in Our LOR Topology

Our LOR topology has three parameters (g, k, l). Larger
k and l make the topology more robust, at the cost of larger
node degree. Smaller g makes each group more homogeneous,
and hence makes the topology more robust. But smaller g
also increases z (i.e., total number of groups), and hence node
degree.

The maximum node degree in our LOR topology is es-
sentially determined by the parameters (g, k, l). Specifically,
let lj be the number of leaders in the j-th group. The j-
th group has at most (1 + f

10 )/(
f

10n · g
j−1) nodes, since

the total weight in the systems is 1 + f
10 . We hence must

have lj ≤ min(l, (1 + f
10 )/(

f
10n · g

j−1)). The maximum
outgoing degree of a node in our LOR topology is then at most
k +

∑z
j=1 lj . This is because a node has k edges pointing to

other nodes in its group. If the node is further a leader, then it
will have at most

∑z
j=1 lj additional edges pointing to other

leaders.
Finally, to construct the LOR topology, one needs concrete

values for (g, k, l). Because nodes with different stakes play
similar roles in our topology, we are able to make (g, k, l)
independent of the stake distribution among the nodes. Our
(g, k, l) values will hence only depend on n, f , ϵ, and δ, and
not on the stake distribution.

E. Finding Suitable Parameters

A typical approach to obtain appropriate parameter values
(g, k, l) would be to derive formulae for computing (g, k, l),
based on (n, f, ϵ, δ), via an analysis showing that the resulting

topology will achieve the desired guarantees. But to get tighter
parameter values, we instead use an explicit algorithm to
search for parameters, in a way similar to constraint optimiza-
tion. For space constraints, we defer the details to Appendix B.

Finally, we emphasize that for existing designs [17], [18],
using tighter parameter values will not help, as shown in
Section III-C. This means that our improvement is not (only)
due to tighter parameters.

V. SECURITY ANALYSIS OF OUR DESIGN

Theorem 1 below proves the robustness of our LOR topol-
ogy, against all possible adversarial strategies. We will prove
that the LOR topology achieves the (ϵ, δ)-guarantee, and also
prove the resulting node degree and diameter in our topology.

The proof of Theorem 1 invokes Lemma 7. For space
constraints, we defer Lemma 7 to Appendix A. The proof
of Lemma 7 is non-trivial, and needs to build upon several
existing results about random graphs in [17], [31].

Theorem 1. Consider any given f ∈ [0, 1), ϵ ∈ (0, 1],
δ ∈ (0, 1]. There exists g = O(1), k = O(log n), and
l = O(1), such that with such parameter values, our LOR
topology achieves the (ϵ, δ)-guarantee, under all possible
adversarial strategies and all possible stake distributions (in-
cluding adversarially generated ones). Furthermore, our LOR
topology has O(log n) maximum node degree and except for
δ probability, O(log n) diameter.

Proof: Let g = 2. For any given group G, let W (G) be
the total weight of nodes in G, and Wh(G) be the total weight
of the honest nodes in G. We say that G is a surviving group
if Wh(G)

W (G) ≥ w0, where w0 = ϵ
2.2f+ϵ . Otherwise G is a non-

surviving group. If a surviving group contains some honest
leader, we call it a surviving group with surviving leader (or
SGL). Otherwise it is a surviving group with no surviving
leader (or SGN). We reason about these 3 kinds of groups
separately:
• Non-surviving groups: Lemma 2 later will prove that

the total weight of all the honest nodes in all the non-
surviving groups is at most ϵ/2.

• SGN: Lemma 3 later will prove that except for δ/2
probability, the total weight of all the honest nodes in
all the SGNs is at most ϵ/2.

• SGL: Lemma 7 later will prove that except for δ/2
probability, for every SGL, all honest nodes in that SGL
form a strongly-connected component, with a diameter
of O(log n). An SGL contains at least one honest leader.
Recall that all leaders from all groups form a complete
graph. Hence except for δ/2 probability, all honest nodes
in all SGLs form a strongly-connected component, with
a diameter of O(log n).

Combining the above 3 cases then immediately leads to the
(ϵ, δ)-guarantee. Furthermore, the maximum node degree is
at most k + zl = O(log n). Finally, it directly follows from
Lemma 7 that except for δ probability, the topology has a
diameter of O(log n).
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Fig. 4. Maximum node degree in our LOR topology, to achieve ϵ = 0.1 and δ = 0.01. These are under the same real-world stake distributions of 6 major
cryptocurrencies as in Figure 1.

Lemma 2. The total weight of all the honest nodes
in all the non-surviving groups is at most ϵ/2, namely,∑

non-surviving GWh(G) ≤ ϵ
2 .

Proof: If all groups are surviving, the lemma holds
trivially. Otherwise consider any non-surviving group G. By
definition, we must have Wh(G) < w0W (G). Let Wm(G)
denote the total weight of malicious nodes in G. Then
Wm(G) = W (G) − Wh(G) > (1 − w0)W (Gi). Define
x =

∑
non-surviving GWm(G), then the previous inequality

implies that x > (1 − w0)
∑

non-surviving GW (Gi), which then
gives that

∑
non-surviving GW (G) < x

1−w0
.

On the other hand, our construction ensures that (see
Section IV-B) x ≤

∑
GWm(G) ≤ 1.1f . Thus, we must have:∑

non-surviving G

Wh(G) =
∑

non-surviving G

(W (G)−Wm(G))

= (
∑

non-surviving G

W (G))− x

< (
1

1− w0
− 1) · x =

x · ϵ
2.2f

≤ ϵ

2

Lemma 3. Let l = ⌈ log(((δ/2)·(ϵ/2))/(1+f/10))
log(1−w0)

⌉ = O(1). Then
except for δ

2 probability, we have
∑

G is SGN Wh(G) ≤ ϵ
2 .

Proof: For every surviving group G, define XG ∈ {0, 1}
as an indicator random variable where XG = 1 iff there is no
honest leader in G. By the definition of surviving group, and
by how we choose leaders in a group, we have Pr[XG = 1] ≤
(1−w0)

l. Let Y denote the total weight of all the honest nodes
in SGNs. Specifically, Y =

∑
surviving G(Wh(G) ·XG). Hence,

E[Y ] ≤ (1−w0)
l ·
∑

surviving GWh(G) ≤ (1−w0)
l ·(1+ f

10 ). By

Markov’s inequality, we have Pr[Y ≥ ϵ
2 ] ≤

(1−w0)
l·(1+ f

10 )

ϵ/2 ≤
δ
2 , which proves the lemma.

VI. EXPERIMENTAL RESULTS OF OUR DESIGN

We have fully implemented our LOR design in C++. We use
this implementation to quantify the node degree and diameter
in our LOR topology.
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Fig. 5. Maximum in-degree in our LOR topology. The topology is for
n = 100000, f = 0.3, ϵ = 0.1 and δ = 0.01, and under the same stake
distributions as Figure 4(b).

Maximum node degree. Figure 4 presents the maximum node
degree in our LOR topology, where the topology is configured
to achieve the (ϵ, δ) guarantee with ϵ = 0.1 and δ = 0.01. To
ensure a fair comparison, these ϵ and δ values are the same as
in Figure 1, where we presented the maximum node degrees in
existing designs [17], [18]. Figure 4 considers f ranging from
0.1 to 0.3. While blockchain designs theoretically can often
tolerate f up to 1

3 or 1
2 , in actual experiments, researchers

usually consider f = 0.2 or f = 0.25, due to the difficulty of
approaching the theoretical limit in practice [4], [6], [7], [10].
Hence we use these more practical f values. (Theoretically,
our topology tolerate all constant f < 1.0.)

Figure 4 shows that the maximum node degree in our design
is around 200 to 400, for f from 0.1 to 0.3. This is in sharp
contrast to the results in Figure 1 for existing designs [17],
[18], where a node may have a degree of roughly 25000 or
larger (for f = 0.2). Figure 4 further shows that the maximum
node degree does not increase much when n increases from
10000 to 100000. This is expected, since asymptotically, the
maximum node degree in our design is O(log n).

Incoming degree and diameter. We further present experi-
mental results on the maximum incoming degree (Figure 5)
and the diameter (Figure 6), for n = 100000 and f = 0.3. We
do not separately plot results for n = 10000 and f = 0.1 or
0.2, since those results are even better.

Figure 5 shows that the maximum incoming degree in our
LOR topology is not far from the maximum outgoing degree
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Fig. 7. Parameter values in our LOR topology, under the settings of Figure 4.
These parameter values do not depend on the stake distribution.

in Figure 4. Figure 6 shows that the diameter of our LOR
topology is small (below 10), even for n = 100000.
Parameter values. Finally, to gain deeper understanding into
these results, Figure 7 further plots the (g, k, l) parameter
values that are sufficient for our LOR topology to achieve
the target (ϵ, δ)-guarantee, under the settings of Figure 4.

VII. DISCUSSIONS

Node anonymity. In both our design and existing designs [17],
[18], a node chooses its outgoing neighbors based on the
stake distribution. To do so, the neighbors need to reveal
their IP addresses. This may lead to privacy concern, since
the association between the wallet address (from the stake
distribution) and the corresponding node (at the given IP
address) is revealed. Fortunately, such association can be
hidden by using zero-knowledge proofs [32]. The wallet and
the node can use separate public/private key pairs: The public
key of the wallet is used for signing transactions, while the
public key for the node is for forming the overlay. To enable
the nodes to form the overlay, each wallet A delegates its
s stake to the corresponding node A′ using zero-knowledge
proofs such as zk-cred [32], by publishing on the blockchain
a commitment to delegate. The commitment will not reveal the
identity of A′, but A′ can create a zero-knowledge proof [32]
showing that there exists some commitment delegating at least
s stake to it, without revealing the specific commitment it
refers to. This then enables the nodes to form the overlay
based on their stake.
Generalize to PoW. We has been using PoS blockchains as an
example context. It is easy to generalize to PoW. For example,
in typical PoW blockchains, the mining process aims to find

x, such that hash(x) has a certain number a of leading zeros.
To use our design, each party can remember all the x’s that it
finds where hash(x) has a′ (a′ < a) leading zeros. Intuitively,
these are partial-successes. We can then view the number of
partial-successes found by a node as its “stake”, and then apply
our design.

VIII. RELATED WORKS

Eclipse attacks. It is well-known that existing blockchains are
vulnerable to eclipse attacks [33]–[36], where the adversary
partitions honest nodes from the rest of the overlay network.
Heilman et al. [33] exploit the neighbor selection mechanism
in Bitcoin to eclipse nodes, while Marcus et al. [35]’s attack
is on Ethereum. Apostolaki et al. [34] exploits the specifics of
BGP routing in their eclipse attack. Tran et al. [36] describes
a stealthier eclipse attack, using the power of AS on Internet
routing. All these works [33]–[36] suggest patches to fix the
problem. But these ad hoc patches are only designed for
specific strategies of the adversary — they do not provide
security guarantees under all strategies. In contrast, as long
as Internet routing is intact, our design on secure flooding
can provably defend against all eclipse attacks, regardless of
the strategy of the adversary. Defending against BGP-level
or AS-level adversaries (as those in [34], [36]), which can
compromise Internet routing, is beyond the scope of this paper.

Researchers have also designed mechanisms [22]–[24] to
enables eclipsed nodes to detect such attacks. Xu et al. [22] use
random forests to detect eclipse attacks, based on packet meta-
data. Zheng et al. [23] monitor block difficulty to detect eclipse
attacks. Alangot et al. [24] detect based on excessively long
block interval, and by asking web servers to help with state
propagation. These mechanisms are complementary to our
work. For example, they can be added to our design, to deal
with adversaries that can compromise Internet routing [34],
[36].
Secure flooding in blockchains. In blockchains, overlay
topologies are often constructed in ad hoc fashion. For exam-
ple, Ethereum’s overlay [19], [35] is based on the Kademlia
DHT, which is not designed to be robust against an adversary.
Unsurprisingly, these ad hoc designs have been discovered
to be insecure [33], [35]. Provably secure flooding has not
attracted much attention from blockchain researchers, until
recently [16]–[18]. Matt et al. [16] focus on showing that
secure flooding is possible, against a δ-delayed adaptive adver-
sary. Their key focus is on formally reasoning about δ-delayed
corruption in the UC framework. Robust topology construction
is not their focus: They simply use an Erdos-Renyi random
graph [37], while assuming a certain fraction of the nodes
to be honest. Such assumption unfortunately is incompatible
with typical PoW/PoS blockchains, where the adversary is
resource-bounded (see Section I). Matt et al. [16] suggest Liu
et al. [17]’s design, as a possible solution under such resource-
bounded adversaries. In contrast to [16] and similar to [17],
our work targets resource-bounded adversaries.

Liu et al. [17] and Coretti et al. [18] are the most related
prior efforts to our work. Both of them consider resource-



bounded adversaries as in typical PoW/PoS blockchains. We
have thorough compared with them throughout the paper
already.

Finally, Rohrer and Tschorsch [38] propose Kadcast, a
protocol that adapts the Kademlia DHT to the blockchain
setting and makes message flooding more efficient. It is
unclear whether the topology in Kadcast [38] is secure against
a byzantine adversary. In comparison, our design comes with
provable security guarantees.

Secure flooding in byzantine agreement/broadcast and
MPC protocols. Secure flooding has been used in byzantine
agreement/ broadcast and MPC protocols, to enable better
performance. Dwork et al. [39] propose an almost-everywhere
agreement protocol. They use a low-degree network among
nodes, to achieve byzantine agreement despite O( n

logn ) node
failures. Upfal [40], by employing better graph construction
techniques, improves upon [39] and can tolerate O(n) node
failures. Ben-Or and Goldriech [41] propose an agreement
protocol, using a network of constant degree to tolerate sta-
tistical node failures. For byzantine broadcast, Tsimos et al.
[42] use secure flooding on an Erdos-Renyi random topology,
to reduce communication complexity. In MPC context, Boyle
et al. [43] build overlay networks where each node only
communicates with O(polylog(n)) other nodes. Chandran et
al. [44] improves upon [43] by additionally tolerating adaptive
corruptions and more malicious nodes. The topology used in
[44] is an Erdos-Renyi graph.

Compared to our work, all the above efforts [39]–[44] as-
sume that a certain fraction of the nodes are honest. In contrast,
we focus on secure flooding in the blockchain context, where
the adversary is resource-bounded. As explained earlier, this
makes the problem fundamentally different, and these prior
designs cannot be applied to our setting.

Network proximity. Kermarrec et al. [45] develop overlay
topology that takes network proximity into account, so that
a node is more likely to choose neighbors that are closer
in the underlying Internet. To achieve this, their nodes form
a hierarchical structure related to the underlying network
structure. They consider a model where a certain fraction of
the nodes can fail. In contrast, our design i) is not concerned
with network proximity, and ii) considers resource-bounded
adversaries.

IX. CONCLUSIONS

This paper has proposed a novel LOR design for robust
overlay and secure flooding, against resource-bounded adver-
saries in typical permissionless blockchains. Our design is the
very first such design with practically-feasible node degrees.
Our design offers provable security guarantees against all
possible adversarial strategies. To achieve it goals, our design
avoids using virtual nodes, and exploits properties of bounded-
disparity groups.
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APPENDIX A
LEMMA 7 AND ITS PROOF

Lemma 4 through 6 in the following are existing results,
which we will invoke later to prove Lemma 7. As we construct
a random intra-group topology for every group G, we overload
the notation G, and use G to denote both the group and the
intra-group topology of the group. Define ERN,p to be the
undirected Erdos-Renyi random graph with N nodes, where
each pair of nodes have an edge between them with probability
p independently. Define E⃗RN,p to be the directed version of
that, where a directed edge from one node to another exists
with probability p independently. Define Diam(G) as the
diameter of the graph G.

Lemma 4. (Adapted from Corollary 1.1 in [31].) Consider
sampling k balls uniformly at random without replacement
from N balls (some of them are red). Let X denote the number
of red balls sampled, then for all t > 0 and t ∈ R,

Pr[X − E[X] ≥ k · t] ≤ e−2kt
2

Lemma 5. (Adapted from Corollary 5 in [17].) For all positive
integer N and p ∈ [0, 1], where 7

N ≤ p ≤ 1, we have:

Pr
G←ERN,p

[Diam(G) > 7 log(
1

2p
) + 2] ≤

N ·
(
e−

Np
18 + (6 log(

1

2p
) + 1) · e−

7Np
108

)
+ e−N(Np

9 −2)

Lemma 6. (Adapted from Lemma 7 in [17].) For all positive
integer N and t, and 0 ≤ p ≤ 1, let u be any node in the
vertex set of the random graph distribution E⃗RN,p, then:

Pr
G1←ERN,p

[Diam(G1) ≤ t] ≤ Pr
G2←E⃗RN,p

[Ecce(G2, u) ≤ t],

where Ecce(G2, u) is the eccentricity of u in G2 (i.e., the
maximum distance from u to any other node in V (G2)).

Recall that for any given group G, W (G) is the total
weight of nodes in G, and Wh(G) is the total weight of the
honest nodes in G. Also recall that G is a surviving group
if Wh(G)

W (G) ≥ w0, where w0 = ϵ
2.2f+ϵ . Otherwise G is a non-

surviving group. If a surviving group contains some honest
leader, it is a surviving group with surviving leader (or SGL).
Otherwise it is a surviving group with no surviving leader (or
SGN).

Lemma 7. Let h0 = w0

g−w0g+w0
, and k = 400·logn+27

h2
0·δ

=

O(log n). Then except for δ/2 probability, in all surviving
groups, the honest nodes form a strongly connected component
with a diameter O(log n).

Proof: The lemma trivially holds if there is no surviving
group. Hence we assume the existence of some surviving
group. We ignore floor and ceiling for presentation clarity, and
our proof easily extends to the general case. For a group G, use
H(G) to denote the induced subgraph formed by its honest
nodes, after certain random graph is formed. By definition,
in a surviving group, honest nodes constitute at least w0

fraction of weight. Additionally, the weight of nodes in each
group differs by at most a factor of g. Therefore, |H(G)|

|G| ≥
Wh(G)

g(W (G)−Wh(G))+Wh(G) ≥
1

g( 1
w0
−1)+1

= w0

g−w0g+w0
= h0. In

another word, h0 is a lower bound on the fraction of honest
nodes in any surviving group.

Define δ′ = δ
2·z , where z = ⌊logg((1+

f
10n )/(

f
10n ))⌋+1 is

the total number of groups. We will show for each surviving
group G, except with probability δ′, H(G) is a strongly
connected component with a diameter O(log n). The lemma
then trivially follows from a union bound across all surviving
groups.

For any surviving group G with at most k+1 nodes, trivially,
H(G) is a clique and we are done. Hence we only need to
consider surviving group G where n ≥ |G| > k + 1. Observe
that we always have h0 < 1 and δ < 1. Hence, by the
definition of k, we have:

h0(k + 1) > 6 (1)
n > k > 400 (2)

Relating H(G) to directed ER random graph. Con-
sider a random directed graph G1, where |G1| = |H(G)|,
formed in the following way: Each node in G1 first sam-
ples a random integer X ∈ [0, k] where Pr[X = x] =
C(|H(G)|−1,x)·C(|G|−|H(G)|,k−x)

C(|G|−1,k) and C(·, ·) is the combination
function. Then, the node uniformly randomly sample X other
|G1|−1 nodes without replacement, and form outgoing edges
to them.



We claim that G1 has exactly the same distribution as
H(G). Recall in our construction, each node in H(G) samples
without replacement k outgoing edges to the other |G| − 1
nodes. Among those |G| − 1 nodes, |H(G)| − 1 nodes are
in H(G). Hence, for each node A in H(G), the probability
that it has exactly x outgoing edges in the subgraph H(G)

is exactly C(|H(G)|−1,x)·C(|G|−|H(G)|,k−x)
C(|G|−1,k) . Moreover, all the

cases where A forms exactly x outgoing edges in H(G) are
symmetric up to permutation of the other H(G) − 1 honest
nodes, and hence H(G) has the same distribution as G1.

Consider another random directed graph G2, where |G2| =
|H(G)|, formed in the following way: For each node A in
G2, A samples X from a binomial distribution Bi(|H(G)| −
1, k

5|G| ). Then, A uniformly randomly X random nodes with-
out replacement from the |G2| nodes and form outgoing edges
to them. With a similar reasoning as above, it can be shown
that G2 has the same distribution as an ER random graph
E⃗R|H(G)|, k

5|G|
.

Next, we do a simple coupling of G1 and G2: As they have
the same number of nodes, we compare the nodes with the
same index. For any node A, when A establishes outgoing
edges to random nodes without replacement in G1 and G2,
we let A use the same randomness. Hence, either the set of
outgoing edges of A in G1 is a subset of the set of outgoing
edges of A in G2, or vice versa. Now, in the next we show
that with probability at least 1− δ′

5 , for every node, the edges
in G2 is always a subset of the edges in G1. Define random
event E1: the minimum number of out-neighbors of any node
in G1 is at least k·|H(G)|

2|G| . Also define random event E2: the
maximum number of out-neighbors of any node in G2 is at
most k·|H(G)|

2|G| . It is clear that when both E1 and E2 holds, our
claim must hold.

• We first reason about E1. Fix some node in G1. Consider
the construction of G1, and observe that the random
number X can be interpreted as the number of red
balls obtained by sampling k balls from |G| − 1 balls
without replacement, where |H(G)| − 1 balls are red.
Let X denote the number of non-red balls obtained in
this process. Then, we have that E[X] = k(|G|−|H(G)|)

|G|−1 .
Applying Lemma 4, we have:

Pr[X <
k|H(G)|
2|G|

] = Pr[X > k − k|H(G)|
2|G|

]

= Pr

[
X − E[X] > k − k|H(G)|

2|G|
− k(|G| − |H(G)|)

|G| − 1

]
≤ Pr

[
X − E[X] > k − k|H(G)|

2(|G| − 1)
− k(|G| − |H(G)|)

|G| − 1

]
= Pr

[
X − E[X] > k · |H(G)| − 2

2(|G| − 1)

]
≤ exp(−2k( |H(G)| − 2

2(|G| − 1)
)2) ≤ exp(−2k(h0|G| − 2

2|G|
)2)

≤ exp(−2k(h0|G|
3|G|

)2) = exp(−2kh
2
0

9
)

≤ exp(−800 log n

9δ
− 3)

≤ 1

10
· e−80·logn/δ =

1

10
(
1

n80
)δ

−1

≤ 1

10
· δ

n80
≤ δ′

10n

In the above deduction we have used Equation 1, which
implies h0|G| ≥ h0(k + 1) > 6. A union bound over all
nodes in G1 will give Pr[E1] ≥ 1− δ′

10 .
• For event E2. Similarly, we fix a node in G2 and consider

the random number X it draws. We have that X follows
a binomial distribution Bi(|H(G)| − 1, k

5|G| ). Hence,

E[X] = k(|H(G)|−1)
5|G| ≥ k h0|G|−1

5|G| ≥ k
6 . The last step

is because h0|G| ≥ h0k ≥ 6. By Chernoff bound,
Pr[X ≥ k·|H(G)|

2 ] ≤ Pr[X ≥ 2.5 · E[X]] ≤ exp(− 1.52

3.5 ·
k
6 ) ≤ exp(−40 · log n/δ) = ( 1

n40 )
δ−1 ≤ δ

n40 ≤ δ′

10n . A
union bound over all nodes in G2 gives Pr[E2] ≥ 1− δ′

10 .
Now conditioned on E1 and E2, for any positive integer t,

we have:

Pr[Diam(G1) > t] ≤ Pr[Diam(G2) > t] (3)

Relating directed ER graphs to undirected ones. We have
related H(G) to a directed ER graph in terms of diameter. We
next relate the directed ER graph with an undirected ER graph.
Let G3 ← ER|H(G)|, k

5|G|
. Then by Lemma 6, for all positive

integer t and for all u ∈ G2, we have Pr[Ecce(G2, u) > t] ≤
Pr[Diam(G3) > t]. Then for all positive integer t:

Pr[Diam(G2) > t] ≤ n · Pr[Ecce(G2, u) > t]

≤ n · Pr[Diam(G3) > t] (4)

Here the first inequality is due to a union bound over all u in
G2 (there at most |G2| ≤ n of such u’s).

By Equation 3 and Equation 4, to prove that H(G) has
O(log n) diameter (and hence is strongly connected) except
for probability δ′, it suffices to show n · Pr[Diam(G3) >
c · log n] ≤ 4·δ′

5 (for some constant c). Then taking a union
bound over this 4·δ′

5 probability and the probability that either
E1 or E2 does not happen will complete the proof.

Set N = |H(G)| and p = k
5|G| . Notice 1 ≥ p =

k
5|G| ≥

35/h0

5|G| ≥
7

|H(G)| =
7
N . Plugging such N and p into

Lemma 5 eventually shows Pr[Diam(G3) > 7 log( 1
2p )+2] ≤

n ·
(
( 1
n4 )

δ−1

+ n · ( 1
n5 )

δ−1
)
+ ( 1

n100 )
δ−1 ≤ 3δ

n3 . Observe that
7 log( 1

2p )+2 ≤ 7 log(2.5|G|)+2 ≤ c log n for some constant
c. Hence we have n · Pr[Diam(G3) > c · log n] ≤ 3δ

n2 =
6·δ′·z
n2 ≤ 4δ′

5 . The deduction here uses Equation 2 and the fact
that z ≤ n.

APPENDIX B
FINDING SUITABLE PARAMETERS

We use an explicit algorithm to search for suitable values
for the parameters (g, k, l), in a way similar to constraint op-
timization. Specifically, we use a parameter testing algorithm
to do so. Recall that these parameters (g, k, l) only depend



on (n, f, ϵ, δ), and not on the stake distribution. For given
(n, f, ϵ, δ) and given (g, k, l), our parameter testing algorithm
will determine whether such (g, k, l) are sufficient to achieve
the desired (ϵ, δ)-guarantee, under all possible adversarial
strategies. Among those (g, k, l) tuples that are sufficient,
we then pick a (g, k, l) tuple that leads to good (i.e., small)
maximum node degree (as from Section IV-D) in our topology.

There is no need to exhaustively test all possible (g, k, l)
tuples — testing more just enables us to potentially find better
parameters that result in smaller node degree. The security of
the topology is always guaranteed, once the parameter testing
algorithm determines (g, k, l) to be sufficient. Appendix B.5
later will explain what tuples were tested for our experiments.
Also note that such testing does not need to be run online.
We can simply run the parameter testing algorithm offline, for
various (n, f, ϵ, δ) values. The (g, k, l) values found can then
be hard-coded into our topology generation process.

B.1 Some Basic Concepts and Properties

Before describing the parameter testing algorithm, we for-
malize a few concepts, and obtain a few basic properties
regarding the adversary’s strategies.

Categorizing strategies into types. We call the adversary’s
overall strategy as a global strategy. A global strategy consists
of z local strategies, where the i-th local strategy describes the
adversary’s strategy on the i-th group (1 ≤ i ≤ z), namely,
which nodes are corrupted in that group. We categorize local
strategies into different types.

Definition 8. A local strategy is of (mmalicious,mhonest)-type, if
under that local strategy, the corresponding group has exactly
mmalicious malicious nodes and mhonest honest nodes. Note that
it is possible for two different local strategies on two different
groups to belong to the same type.

Localized damage. Consider the subgraph containing
all the honest nodes in the i-th group (1 ≤ i ≤ z),
and all the edges among them. Define the set Ti =
{A | (A is a node in this subgraph) & (A is reachable to and
from some leader in this subgraph)}. If the subgraph contains
no leader, then Ti is defined to be ∅. Recall that all the
leaders from all the groups form a clique. This implies that
the union ∪zi=1Ti must be a strongly-connected component.
Hence, an honest node in the i-th group is eclipsed, iff it is
not in Ti.

Now if the adversary corrupts more nodes in the i-th group,
it can only affect Ti, and not Tj where j ̸= i. This leads to
localized damage: If the adversary corrupts nodes in a group,
then nodes in other groups will never become eclipsed due to
such corruption.

Cost-benefit ratio. Let fi be the total weight corrupted in
group i by the i-th local strategy, where

∑z
i=1 fi ≤ 1.1f . Here

1.1f is the total budget of the adversary in terms of weight
(see Section IV-B). Under fixed fi’s, the adversary still has
the freedom to choose which nodes to corrupt.

Algorithm 1 Parameter Testing(n, f, ϵ, δ, g, k, l).

1: rmax ← ϵ
1.1f ; z ← ⌊logg((1 +

f
10n )/(

f
10n ))⌋+ 1;

2: sufficient← true;
3: foreach (mmalicious,mhonest)-type where mmalicious +
mhonest ≤ n do

4: w ← GccSize(k, δ
2z ,mmalicious,mhonest);

5: ψ ← 1
(1+ 1

rmax
)(1+1/(rmax·

mmalicious
g(mhonest−w)

−1)) ;

6: if ( g(mhonest−w)
mmalicious

< rmax) then part1 ← true; else
part1← false; endif

7: if (mmalicious +mhonest ≤ l) or ((1 − ψ)l ≤ δ
2z ) then

part2← true; else part2← false; endif
8: if (!part1) or (!part2) then sufficient ← false;

endif
9: endforeach

10: return sufficient;

Now consider the i-th group, and define Seclipsed to be the
total weight held by the honest nodes not in Ti. (Recall that
these nodes are eclipsed.) We view Seclipsed as the benefit
achieved by the local strategy, and fi as the local strategy’s
cost. Note that larger fi does not always lead to larger Seclipsed:
When fi reaches the total stake of the group, Seclipsed will be
0, since there are no honest nodes left. Define the benefit-cost
ratio (or BCR) of the local strategy to be Seclipsed/fi. Given
localized damage, it is obvious that the BCR of the i-th local
strategy depends only on that local strategy itself, and not on
the local strategies for other groups. We can now prove the
following simple property:

Lemma 9. To achieve the (ϵ, δ)-guarantee, it suffices to ensure
that for each of the z groups, regardless of the local strategy
used, the BCR is at most rmax = ϵ

1.1f , except for δ
z probability.

Proof: First, a union bound tells us that except for prob-
ability δ, all the z local strategies get BCR of at most rmax.
We condition upon such event. The total combined benefit
across the z local strategies will be at most rmax ·

∑z
i=1 fi ≤

rmax × 1.1f = ϵ. This means that at most ϵ honest weight is
eclipsed. In turn, at most ϵ honest stake is eclipsed. □

B.2 Pseudo-code of Parameter Testing Algorithm

Based on Lemma 9, the parameter testing algorithm ex-
haustively checks the BCR of all the O(n2) types of possible
local strategies. For each type, it checks whether BCR ≤ rmax
always holds (except for δ

z probability). Here, “always” refer
to i) all possible stake distribution in the group, ii) all possible
local strategies of the given type, and iii) allowing the local
strategy to use all possible fi ∈ [0, 1.1f ].

Algorithm 1 gives the complete pseudo-code of the parame-
ter testing algorithm. Here Line 3 through Line 9 exhaustively
check the O(n2) types. For each type, the algorithm deter-
mines whether the given parameters (g, k, l) suffice to ensure
that BCR ≤ rmax. This is done, indirectly, by the conditions
at Line 6 and Line 7. If the given (g, k, l) suffices for all
types, then the parameter testing algorithm declares the tuple



as sufficient. Line 4 in the algorithm needs to compute a
function GccSize(). We explain that function later.

B.3 Correctness Proof

This section formally proves the correctness of the pa-
rameter testing algorithm. Ultimately, we will prove that if
the parameter testing algorithm determines (g, k, l) as being
sufficient, then the topology constructed using such (g, k, l)
must achieve the (ϵ, δ)-guarantee.

Some notations. Consider a given (mmalicious,mhonest)-type of
local strategies. The group has total mmalicious +mhonest nodes.
Consider the intra-group topology. Let mgcc be the number of
nodes in the largest strongly-connected component (i.e., Giant
Connected Component or GCC), among the mhonest honest
nodes. Define mnongcc = mhonest − mgcc. Define Wmalicious,
Whonest, Wgcc, and Wnongcc to be the total weight held by these
mmalicious, mhonest, mgcc, and mnongcc nodes, respectively. De-
fine the function GccSize(k, δ

2z ,mmalicious,mhonest) to return
the maximum v where Pr[mgcc ≥ v] ≥ 1 − δ

2z . Let w =
GccSize(k, δ

2z ,mmalicious,mhonest). Intuitively, this means that
except for probability δ

2z , the GCC has a size of at least w.

Theorem 10. For any given n ≥ 1, f ∈ [0, 1), ϵ ∈ (0, 1], δ ∈
(0, 1], let (g, k, l) be any parameter values that the parameter
testing algorithm determines to be sufficient. Then our LOR
topology constructed with such (g, k, l) must achieve the (ϵ, δ)-
guarantee, under all possible adversarial strategies and all
possible stake distributions (including adversarially generated
ones).

Proof: By Lemma 9, it suffices to prove that for any given
group, all possible local strategies for the group must have
BCR ≤ rmax, except for δ

z probability. Recall the definitions
of mmalicious, mhonest, mgcc, mnongcc, Wmalicious, Whonest, Wgcc,
Wnongcc, and w. If mmalicious +mhonest ≤ l, then every node in
the group is a leader and we must have BCR = 0 ≤ rmax.

If mmalicious + mhonest > l, then by Line 6 and Line 7 in
Algorithm 1, we must have g(mhonest−w)

mmalicious
< rmax and (1−ψ)l ≤

δ
2z . Next we consider two cases:

•
Wgcc+Wnongcc

Wmalicious
< rmax. Note that the benefit achieved by the

local strategy is at most Wgcc +Wnongcc. Hence the BCR
is at most Wgcc+Wnongcc

Wmalicious
, which is less than rmax.

•
Wgcc+Wnongcc

Wmalicious
≥ rmax. We condition our reasoning on the

event mgcc ≥ w. By definition of w, this event happens
with at least 1− δ

2z probability. Our topology chooses l
leaders from each group. Consider the very first leader.
The probability of this leader being in the GCC is p =

Wgcc

Wgcc+Wnongcc+Wmalicious
. If this first leader is not in the GCC,

then the probability of the second leader being in the GCC
is at least p. Such an argument applies to all l leaders.
Lemma 11 later proves that p ≥ ψ. Hence except for
(1−ψ)l probability, there must exist a leader among the
mgcc nodes.
With a union bound and since (1− ψ)l ≤ δ

2z by Line 7,
we know that with probability except 1− δ

z , there exists a
leader among the mgcc nodes and mgcc ≥ w. Since there

exists a leader among the mgcc nodes, only Wnongcc can
count toward the benefit to the adversary. This means that
the BCR is at most Wnongcc

Wmalicious
. We further have Wnongcc

Wmalicious
≤

g·mnongcc

mmalicious
≤ g(mhonest−w)

mmalicious
< rmax. Here the last inequality

follows from Line 6. Hence we must have BCR ≤ rmax.
□

Lemma 11. If mgcc ≥ w, Wgcc+Wnongcc

Wmalicious
≥ rmax, g(mhonest−w)

mmalicious
<

rmax, and Wnongcc

Wmalicious
< rmax, then:

Wgcc

Wgcc +Wnongcc +Wmalicious
≥ ψ, (5)

where

ψ =
1

(1 + 1
rmax

)(1 + 1/(rmax · mmalicious
g(mhonest−w) − 1))

(6)

Proof: Since the weight of the nodes in the same group can
differ by at most a factor of g, we immediately have Wmalicious

Wnongcc
≥

mmalicious
g(mhonest−mgcc)

≥ mmalicious
g(mhonest−w) . Together with Wgcc+Wnongcc

Wmalicious
≥

rmax, g(mhonest−w)
mmalicious

< rmax, and Wnongcc

Wmalicious
< rmax, we have:

Wgcc

Wgcc +Wnongcc +Wmalicious

=
1

1 +
Wmalicious+Wnongcc

Wgcc

≥ 1

1 +
Wmalicious+Wnongcc

rmax·Wmalicious−Wnongcc

=
1

1 + 1
rmax

+ (1 + 1
rmax

) 1

rmax·
Wmalicious
Wnongcc

−1

≥ 1

1 + 1
rmax

+ (1 + 1
rmax

) 1
rmax·

mmalicious
g(mhonest−w)

−1
= ψ

□

B.4 Computing GccSize()

We now explain how to compute
GccSize(k, δ

2z ,mmalicious,mhonest). Intuitively, this function
returns the maximum v such that the GCC size is at least
v except for δ

2z probability. The key observation is that
once (k, δ

2z ,mmalicious,mhonest) are fixed, the return value of
GccSize() is also fixed: This return value no longer depends
on the stake distribution, or the local strategy, or which
mmalicious nodes the adversary chooses to corrupt. This is
simply because in the intro-group topology, all nodes are
symmetric.

With this observation, we can simply determine GccSize()
via numerical methods, such as Monte-Carlo sampling, and the
results are guaranteed to be correct under all adversarial strate-
gies. Specifically, in our Monte-Carlo sampling, we construct
an intra-group topology with vertices 1 through mmalicious +
mhonest. We then remove vertices 1 through mmalicious, and
calculate the GCC size (or a lower bound of that) among the
remaining nodes. Such Monte-Carlo sampling can be done
offline, with the results being hard-coded into the parameter
testing algorithm.



B.5 Parameter Values Tested for Experiments

Recall that there is no need to exhaustively test all possible
(g, k, l) tuples — testing more just enables us to potentially
find better parameters that result in smaller node degree. The
security of our topology is always guaranteed, once the pa-
rameter testing algorithm determines (g, k, l) to be sufficient.
For our experimental results in Figure 7: (i) We have tested
g = 2, 4, 6, 8, . . ., until the g value under which the total
number of groups becomes 1. (ii) For each g, we have tested
k = x, 1.5x, 2x, 2.5x, . . ., until k reaches n. To save overhead,
we do not test k values smaller than x. Here x is such that
the expected number of outgoing edges from each honest
node to other honest nodes in the same group is 1, when the
adversary corrupts f ′ fraction of the nodes in that group, where
g(1−f ′)

f ′ = rmax. Note that if the adversary corrupts more that
f ′ fraction, then its BCR must be below rmax. We do not test
k values smaller than x, because those smaller k values will
likely not suffice, even under this example adversarial strategy.
(iii) For each (g, k) tuple, we find the smallest possible l value,
via a binary search, such that the parameter testing algorithm
determines (g, k, l) as sufficient.
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