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Abstract—Test Suite Augmentation (TSA) is based on the
assumption that an existing test suite 7' already determines
whether a program P works properly. When P evolves to P’, a
comprehensive set of test cases that witness the changed behav-
ior shall be generated and augmented to 7. We observe that a
syntactic change may be propagated in different ways, thereby
manifesting itself as different semantic changes (in terms of
observable program behavior). We present a path exploration
technique that seeks to generate one change revealing test case
for every semantic change, rather than generate multiple test
cases which execute the same change and propagate it in the
same fashion to the program output.

Our change-based path exploration technique 1) finds all
paths that execute at least one changed statement, 2) finds
all paths along which the impact of a syntactic change is
propagated to at least one output statement and 3) generates for
both programs P and P’ a comprehensive number of test cases,
each of which exposes a different semantic change. If time
is bounded during test generation, the semantic difference is
computed over those change partitions that have been explored.
Our method is not restricted by the number of changes across
the two program versions being analyzed - there can be
multiple changes across the program versions.

The results from our experiments suggest that by covering
the syntactic changes, or even by considering possible ways of
propagating the effects of these syntactic changes - we cannot
hope to uncover all possible differences in behavior across two
program versions. In other words, analysis of both program
versions is needed for generating a comprehensive new set of
tests which can augment the test suite of the old program
version. For our subject programs, our method of change exe-
cution, change propagation and semantic differencing, yields 6
times as many change-revealing test cases as opposed to tests
generated by covering syntactic changes.

Keywords-Symbolic Execution, Testing, Evolving Programs

I. INTRODUCTION

Test Suite Augmentation is based on the assumption that
a program P is sufficiently covered by an existing test suite.
When P is changed to P’, only those test cases are generated
and augmented that witness the change in behavior. For
transformational programs, the semantic difference across
two program versions can be precisely determined if for
both program versions we know exactly how every possible
program input relates to the computed program output - the
transformation function underlying the program version. We
can then find the semantic difference across two program
versions by comparing their transformation functions and
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finding inputs for which the transformation functions yield
different outputs in the two versions.

How can we compute the transformation function for
both program versions? Exploring all program paths [1]-
[3], or determining all possible/feasible symbolic values of
the program output [4] does not scale. Many paths through a
changed program are not affected by the changed statements
at all.

In fact, it has been observed that a semantic change
originates in a syntactic change [5]-[9]. TSA approaches
that are based on the Propagate-Infect-Execute principle
(PIE [10]), seek to generate test cases that execute a changed
statement, infect the program state, and propagate the impact
to the output. Santelices et al. employ static symbolic
execution to propagate the impact of a single change' up
to a certain distance [8], [11]. Qi et al. [7] uses dynamic
symbolic execution to find a program path that satisfies the
PIE requirements for a single change - multiple changes
across program versions are not allowed unless the changes
are completely independent or non-correlated.

This paper extends previous work along both axis. Our
Change-based Path Exploration (CBPE) method finds not
one but all paths that satisfy the PIE requirements not
for a single but multiple changes. As a result of the path
exploration a concise portion of the transformation function
is computed w.r.t. these syntactic changes - the partial
semantic signature. Using the partial semantic signatures
of the original and the modified version of a program,
semantic differencing generates change-revealing test cases
as witnesses of semantic changes. Our experiments show that
subsequent semantic differencing exposes 1.5 times more
changes in behavior than test cases that are generated from
exploration of only the modified program P’ (e.g., [9], [12],
[13]).

Our overall approach for test suite augmentation proceeds
as follows. We seek to determine the differences between the
transformation function of the two program versions being
analyzed. However, this is achieved in a scalable fashion by
grouping paths based on whether they reach the syntactic
changes, whether they propagate the syntactic changes, and

IMultiple changes are supported if there are program paths in which both
changes are not executed.



how the propagation determines the output value (defined as
a function of the input values). Moreover, after computing a
summary of the transformation function of the two program
versions via path exploration, we compute the difference
between these two computed transformation functions to find
the “semantic changes”. For each of these semantic changes
formulae, we can generate a test case via constraint solving.
These are the augmenting test cases.

The main contributions of this paper can be summarized
as follows — (i) we present a test suite augmentation method
which works in the presence of multiple changes across
program versions, and (ii) the comprehensive nature of
our test suite augmentation method seeks to uncover and
group all changes in observable behavior across two program
versions.

II. ALL CHANGE-EXECUTING PATHS

The first step to Change-based Path Exploration is finding
all paths that execute a change. But how to find an adjacent
path that executes a change, when an initial input does not?

Dynamic path exploration is the means of finding all fea-
sible paths in a program via a combination of concrete and
symbolic execution (also called concolic execution) [1], [2].
When a program is executed, the evaluation of the executed
branch instances (e.g., 1 £, goto) determines on which path
the program execution proceeds. After this concolic program
execution, a path condition is generated. The path condition
is a quantifier free first order logic formula on program
inputs. Any test input satisfying the path condition of a
path 7 is guaranteed to exercise exactly the path 7. In order
to find “adjacent” paths, an exploration algorithm generates
new conditions by negating the branch conditions in the
path condition one by one. A Satisfiability Modulo Theory
(SMT) solver uses these conditions to generate new program
input. This procedure repeats until there is no new path to
be explored.

Many branches are not relevant for reaching a given
statement ¢ (and do not need to be negated during path
exploration). If some program input executes c, then ob-
viously those branches upon which the execution of ¢
(control-) depends are relevant. If some program input
does not execute c, then those branches that upon negation
lead the subsequent exploration towards the execution of ¢
are relevant. In summary, all branches b; in the execution
trace are relevant upon which ¢ control-depends and those
branches that contribute in computing the value of b;.

A. Definitions

The relevant slice condition rsc w.r.t. a statement instance
c; ensures that the variables used in ¢; have the same
symbolic values for all input satisfying rsc [4]. If ¢; is
not executed in 7, then the relevant slice condition is
unsatisfiable.

Definition 1 (Relevant Slice Condition [4])

Given an execution trace m and a statement instance c; in
, the relevant slice condition rsc(c;, 7) in 7 w.r.t. ¢; is the
path condition computed over the statement instances of
7 which are included in the transitive closure of dynamic
data, control and potential dependence of .

Statement instance s; potentially depends on conditional
statement instance b; in path 7 iff. there exists a variable
v used in s; such that (1) v is not defined between b; and
s; in 7 but there exists another path o from b; to s; along
which v is defined, and (2) evaluating b; differently may
cause this untraversed path o to be executed [14], [15].
Note that ¢; does not simply denote the i-th execution of
statement c. Instead, ¢; is an instance of c that has a unique
execution index as defined in [16]. This allows to derive the
corresponding statement instance in another execution trace.

While the relevant slice condition is concerned with
program elements that contribute in computing a statement
instance, the reachability condition is concerned with ele-
ments that contribute in reaching a given statement.

Definition 2 (Reachability Condition)
The reachability condition of trace ™ w.r.t. statement c is
satisfied by every program input that satisfies the relevant

slice conditions of all instances s; in 7 of every statement s
that c transitively statically control-depends on:

reach(c, ) = /\

6(8i,8,T)A\e~res

rsc(s;,m)

If an input ¢y executes statement instance c; of c, then all
inputs ¢ satisfying the reachability condition of the trace of
to w.r.t. ¢ execute ¢;. In fact, then all instances of ¢ executed
by to are also executed by ¢; and vice versa (cp. Theorem 1
on page 5). The predicate 0(s;, s, 7) holds if s; is an instance
of statement s executed in the trace 7. The predicate ¢ ~». s
holds if statement c transitively statically control-depends on
statement s. That is, the execution of c statically depends on
the evaluation of branch instance s;, which by the properties
of relevant slice conditions are always evaluated in the same
direction - in favor of execution of ¢ or not - for input
satisfying the same reachability condition.

B. Example

The code example in Figure 1 shall depict the underlying
concepts of the reachability condition computed w.r.t. the
changed statement in line 9. Note that it shows source code
while our implementation analyzes byte code. The program
takes two variables i and j as input. Depending on these
values, the change in line 9 is executed or not. The procedure
call in line 10 shall contain an unknown number of branches.

Executing the program with [i=0,j=1] yields the execu-
tion trace m = [10, 29, 30, 5o, 60, 51, 70, 80, 10g, .., 101, 110].
The changed statement c in line 9 is not executed. Path



1 input (i, Jj);
2 a=0; b=20;
3 1if(i>0)
4 a=1;
5 for(c=0; c < J; c++)
6 b += ¢;
7 1if£(3>0) {
8 if (a>0)
9 o0=2; //change: o=5
10 b+=procedure (i, j,0);
11 output (o) ;
Figure 1. Reachability of a change

exploration based on the reachability condition of ¢ finds all
paths that execute c. To this end, the reachability condition
contains branches that upon negation might contribute in
reaching c. In this example the the reachability condition of
7 w.r.t. changed statement c contains the branch conditions
1) in line 8 because it contributes in not reaching c
(static control-dependence)
2) in lines 3 and 7 because they contribute in evaluating
the branch in line 8 in the direction that does not favor
execution of ¢ (in relevant slice of branch in line 8)

The generated reachability condition for trace 7 is (ag =
0) A (ip < 0) A (Jo > 1) A (ap < 0). Input satisfying
this reachability condition never executes the changed state-
ment c. The branch in line 3 is always evaluated to false
and the branch in line 7 to true. It is not relevant how often
the loop in line 5 is executed or how many branches are
executed in the procedure called in line 10. One of the
branch conditions negated during path exploration is that
of the branch in line 3, therefore leading the exploration
towards the execution of c.

III. ALL CHANGE-PROPAGATING PATHS

The properties of reachability conditions can be used
during path exploration to find all paths that execute at least
one change. For the impact of a change to be observable
at the output, our Change-Based Path Exploration (CBPE)
finds all paths that execute at least one change, at least one
output statement and that compute the output differently.
This leads to the notion of change condition, defined for-
mally in the following. Our Change-based Path Exploration
(CBPE) method proceeds by computing change conditions.

Definition 3 (Change-Condition)

The change condition of execution trace m w.r.t. a set of
changed statements C' and a set of output statements O is
i) a conjunction of the reachability conditions of m W.r.t.
every ¢ € C'if no instance c; of ¢ € C' is executed in 7, or
ii) a conjunction of the reachability conditions of of T w.r.t.
every ¢ € C and o € O, and the relevant slice conditions
of m w.r.t. every instance o; of every o € O if at least one
instance c¢; of ¢ € C is executed in 7:

Accc reach(c, ) if =d(c;, ¢, )
Aecc reach(c, m)A
Noco reach(o, m)A

/\6(oi ,0,T) TSC(Oia 7T)

change def

(C,0,m) if 8(c;,c,m)

If for a given input there is no change executed, branches
that are concerned with reaching an output statement can be
ignored. Then, the change condition is the conjunction of the
reachability conditions of all syntactic changes. Otherwise,
the change condition is the conjunction of the reachability
conditions of all changes, all output statements, and the
relevant slice conditions of all executed output statement
instances. The change condition ch captures the unique
symbolic values of every output statement instance when
executing those changes, that are also executed in 7, for
every input satisfying ch (cp. Theorem 2 on page 5).

In fact, the CBPE algorithm matches the algorithm of
Path Exploration based on Symbolic Output [4] (PESO)
only that instead of the relevant slice condition, the change
condition computed over the execution traces is used during
exploration. CBPE, like PESO, requires the reordering of
branch conditions in terms of the dependencies of their
branch instances before negating the last branch condition
in order to be complete. The proof, that CBPE explores the
complete input domain is similar to the proof of complete-
ness of PESO (cp. Theorem 2 in [4]) but left out due to the
lack of space.

A. Change Conditions partition Input Space

A path condition imposes constraints onto the program in-
put, so that every input satisfying a path condition exercises
the same program path [1]. During path exploration based
on path conditions the complete input domain is divided into
disjoint input partitions [17] in terms of all feasible program
paths that an input exercises.

Path exploration based on the reachability condition w.r.t.
a given statement s partitions the input domain in terms of
the execution of s. If an input in such a partition executes s,
then every input in that partition executes s. That is, input
that reaches s on a “similar” path is in the same partition. In
this context, path exploration is the attempt to find a witness
for each adjacent partition until the complete input domain
is covered or some (time/coverage) budget is exhausted.

Path exploration based on the change conditions (i.e.,
CBPE) employs the properties of change conditions to par-
tition the complete input domain in terms of the reachability
of changed statements and how their effects are propagated
to one or more output statements. Because branches that are
not relevant w.r.t. s are pruned, the reachability conditions
as well as change conditions in general represent groups of
“similar” paths, as opposed to a single path. Thus, they are
weaker than the individual path conditions in the program.



B. Fartial Semantic Program Signature

For semantic differencing, that portion of the transfor-
mation function of a program is required that covers the
impact of a syntactic change on the output. To this end,
our CBPE finds all input partitions, for which an input
executes at least one change, at least one output statement,
and computes the values used in an output statement instance
differently. Input partitions that do not execute a change
or an output statement are not relevant for computing the
semantic difference between two program versions. The
relevant portion of the transformation function of a program
P is called partial semantic signature of P.

The partial semantic signature can be infinite, so that
its precise computation is incomplete in finite time [18].
Particularly, this is the case in the presence of loops and
recursive method invocations that transitively depend on
the program input. For instance, during path exploration a
loop is unrolled once in the first execution, twice in the
second execution and so on. That yields possibly infinitely
many change partitions. The completeness of a program
signature may be achieved by abstraction (e.g., abstract
summary [18] / domain [19]) but at the cost of conciseness.
If the execution of a loop body is relevant for change
execution or propagation, then there is no reason not to
explore all of its (relevant) iterations.

Every execution of the subject program during path explo-
ration adds knowledge about the transformation function in
this program. The more change-partitions are explored the
more information exists in the partial semantic signature.
After a certain time budget is exhausted or input partition
coverage is satisfied, semantic differencing is executed on
the partial semantic signature that is computed until then.
The task of exposing many semantic changes quickly in this
possibly infinite space of change partitions can be reduced
to a search problem - which of the adjacent, unexplored
change partitions is to be explored next? In this context, a
contribution of this paper is the significant reduction of the
search space by grouping “similar” program paths in terms
of their relevance for executing and propagating changes.

IV. SEMANTIC DIFFERENCE

A test case that yields different output for programs P
and P’ is a witness of the change in behavior when P
evolves to P’. The previous sections discuss how to find all
paths that execute a changed statement and propagate the
impact to an output statement. After CBPE of P and P/,
for every input that executes a change the symbolic values
of the output are known - the partial semantic signature.
Intuitively, a semantic difference can be observed when for
overlapping change-partitions the output is different.

A. Example

Figure 2 shows two programs P and P’ on the left side,
the comment in line 2 being the syntactic change that if

applied leads to P’. The right side shows the respective
partitions found by our change-based path exploration al-
gorithm. An example for a test case that reveals changed
behavior would be [ = 0]. Executed upon P the output is
set to 0 while executed upon P’ the output is set to 6.

1 input(i, ]), Input Olltpllt

2 i=i; //i=i+1; p L0 0=0

3 if (i>0) 1 >0 o=1+5

4 o = i+5; P 1+1<0 | 0o=0

5 else it+1>0 [ o=i4+1+5
6 o= 0;

7 output (o) ;

(a) Programs P and P’ (b) Change Partions

Figure 2. Semantic Difference

B. Quantifying Semantic Change

For the example in Figure 2, there are infinitely many
change-revealing test cases, ¢ > 0. Is there a finite number
that measures the change in behavior equally precise?

We now formally define the notion of a semantic change
with respect to the computed semantic signatures of two
versions P and P’ of a program. Figure 2.b) shows the
computed semantic signatures of the two program versions
in Figure 2.a). Given two such semantic signatures, we can
compute the set of semantic changes as follows. Let the
partial semantic signature of program P be:

w1 — Outy, ..., om — Outy,

This means when ¢, (the change-condition computed using
the program input variables for input that executes at least
one change) holds, a set of output statement instances are
executed and assigned symbolic values (again an expression
over the program input variables) - Out,. Similarly, let the
partial signature of program P’ be:

Wy = Outl, ... 1, = Out,

The set of semantic changes between P and P’ are then
computed by computing the following mx*n formulae (where
1<i<m,1<5<n)

@i Ny A Outy # Out);

and finding those which are satisfiable. Each satisfiable
formula corresponds to one semantic change, and it can be
solved to find an augmenting test. Note that our computation
of semantic changes is based on the computation of semantic
signatures of the program versions. Thus, if the computed
semantic signatures are incomplete w.r.t. the effects of all
syntactic changes (for scalability reasons), our computation
of sematic changes (via semantic differencing) will also
be incomplete. Also note, that ¢1,..,¢,, and 1, .., ¢,
are change-conditions and capture the knowledge of which
syntactic changes have been executed in P and P’ before the



corresponding semantic change is observable at the output.
That can help the software tester to pinpoint the root cause
of a semantic change.

Intuitively, to compute the semantic changes, we find
overlapping change partitions in which the outputs differ.
Taking the partitions in Figure 2.b) as example, we test the
satisfyability of the following (simplified) formulas:

D @E<0)A@GE+1<0)A(0#£0)

2) (i>0)AGE+1<0)A(i+5+#0)

3) (<OA(GE+1I>0)A(0#£i+1+5)

4) (>0)AGE+1>0)A(GE+5#i+145)

A solver generates two satisfying witnesses of behavioral
difference: t5 : [i = 0], and t4 : [¢ = 1]. Note that infinitely
many test cases (¢ > 0) would expose not more than these
two semantic changes. However, our method will report only
two test cases revealing the two semantic changes.

V. PROOFS

The proofs of both theorems are based on the properties
of relevant slice conditions. If the relevant-slice conditions
of two paths 7y and 7; w.r.t. statement instance c; are the
same, then the variables used in c¢; have the same symbolic
values in 7wy and m;. The proof of this theorem in [4] is
based on the proof of the stronger Lemma 3.2 in [20]. For
easy reference, the lemma shall be repeated here.

Lemma 1

Let tg and t, be two inputs, my the trace of ty, and m;
the trace of t1. Let ¢; be a statement instance in mg. If t1
satisfies the relevant slice condition of gy w.r.t. ¢;, then 1)
¢; 1s also executed in 71, ii) the variables used in c; in
have the same symbolic values as in 7, and iii) the relevant
slice conditions of g and 7w, W.r.t. ¢; are exactly the same.

Theorem 1 states that if an input ¢y executes an instance c;
of statement c, then all inputs ¢; satisfying the reachability
condition computed over the trace of ty w.r.t. ¢, execute c;
and ¢; and ty have the same reachability condition w.r.t. c.

Theorem 1

Let ty and t1 be two inputs, my the trace of ty, and 7
the trace of t1. Let ¢ be a statement. If t; satisfies the
reachability condition of my w.r.t. ¢, then i) all instances c;
of ¢ executed in 7 are also executed in 7, and vice versa,
and ii) the reachability conditions of o and 7 W.r.t. ¢ are
exactly the same.

Proof: Per Definition 2, reach(c,my) is satisfied by
every program input that satisfies rsc(s;, 7p) of all instances
s; in 7y of every statement s that c transitively statically
control-depends on. (A;): Because t; satisfies reach(c, m),
t; also satisfies every rsc(s;, mo), if §(s;, 8, 7) and ¢ ~~. s.

We prove i) all instances c¢; of ¢ executed in 7y are also
executed in . i.a) If (¢ . $), i.e., ¢ does not statically
control-depend on any statement s, then every instance of c,

including ¢;, is in all paths, including 7. i.b) If (¢ ~>. s) and
0(s, 84, o), i.e., the execution of ¢ depends on the evaluation
of the branch condition of instance s;, then an instance
¢; dynamically control-depends on s;. By assumption and
(A1), t1 F rsc(s;, m). By Lemma 1, t; F rsc(s;,m1). That
is, the variables used in s; have the same symbolic values
in mg and 7. Thus, if ¢; is executed in 7o, it is also in 7.
i.c) The case that (¢ ~». s) and —=0(s, s;, ), i.e., for every s
that satisfies (¢ ~. s) there exists no instance s; of s in 7,
is impossible to satisfy by the theorems of transitive static
control-dependence. This can easily be shown. Assuming
(¢ ~. s) and —d(s, s;, 7o), then the (non-)execution of s
transitively depends on the evaluation of another statement
instance r; in 7wy that is exactly evaluated in the direction
that does not favor the execution of s. This is a contradiction
because s transitively control-depends on r;. Concluding
cases i.a), 1.b), and i.c), all instances ¢; of ¢ executed in 7
are also executed in ;. ii) The application of Definition 2,
Lemma 1 and i) onto reach(c, o) derives reach(c, 1) and
vice versa. [ ]

Theorem 2 states that if an input ¢y executes an instance
¢; of changed statement ¢ € C, an instance o; of an output
statement o € O, and computes values v for all variables
used in o;, then all inputs ¢; satisfying the change-partition
of the trace computed over t( execute ¢; and o; and compute
values v for the variables used in o;.

Theorem 2

Let ty and t; be two inputs, m the trace of ty, and m;
the trace of t1. Let C be the set of changed statements and
O the set of output statements. If t1 satisfies the change
condition of my w.r.t. C and O, then i) all instances c¢; of
c € C executed in my are also executed in 7y and vice
versa, ii) the change conditions of my and w1 w.r.t. C' and O
are exactly the same, and if there also exists an instance c;
of ¢ € C' in mg, then iii) all instances o; of o € O executed
in 7q are also executed in 71 and vice versa and iv) the
variables used in o; have the same value in 7y and 7.

Proof: By Definition 3, change(C,O,m) is 1) the
conjunction of reach(c, my) for every ¢ € C if =6(c;, ¢, mp),
i.e., there is no instance ¢; of ¢ € C executed in 7o, or ii) the
conjunction of reach(c,my), reach(o,m), and rsc(o;, )
for every ¢ € C and o; of o € O if §(c;, ¢, mp). Thus,
if t1 E change(C, O, m) it also satisfies all its reach- and
relevant slice conditions. i) By Theorem 1, all instances c; of
c € C executed in 7 are also executed in 7 and vice versa.
ii) The application of Definition 3, Lemma 1, and Theorem 1
onto change(C, O, ) derives change(C, O, ), and vice
versa. iii) By Theorem 1, if there exists an instance c; of
c € C in mg, then all instances o; of 0o € O executed in g
are also executed in m; and vice versa. iv) By Lemma 1, if
there exists an instance c; of ¢ € C in my, then the variables
used in o; have the same value in 7wy and 7. ]



VI. IMPLEMENTATION
A. Change-based Path Exploration

The computation of the change condition for an input
executed on a program has been implemented into JSlice
[21] - an open source dynamic backward slicing tool for
Java bytecode. Previously, JSlice was extended to incorpo-
rate dynamic symbolic execution [4]. By augmenting the
dynamic symbolic execution capability of JSlice, it is now
also possible to compute reachability and change conditions.
The user specifies the set of changed statements, a set of
output statements and the initial input for a given program.

The dynamic symbolic execution of the program with
the given input in JSlice generates a compressed trace
upon which the change-condition is computed. In order to
find adjacent change-partitions, every branch in the change
condition is negated one by one. The order in which branch
conditions are negated is derived from the branch dependen-
cies computed by JSlice. The generated formulae are used by
the Satisfiability Modulo Theory solver Z3 [22], to compute
the next program input that witnesses an adjacent change-
partition until all change-partitions are explored.

In order to compute the reachability condition w.r.t. a
statement c, it is checked for every conditional construct
instance in the trace whether there is a path to ¢ along
the edges of the control-flow graph (CFG). This matches
the procedure for computing potential dependencies and is
therefore only slightly more expensive than computing the
relevant slice condition. If the conditional construct b; is
found to have a path to s in the CFG, then JSlice computes
the relevant slice condition w.r.t. b;.

Path exploration can be started in two modes. Newly
generated conditions are put on top of a stack. In the default
mode the solver takes the condition from the bottom of the
stack, solves the condition and the input is executed next
(First In, First Out; FIFO). In the second mode, the solver
takes from the top of the stack (Last In, First Out; LIFO).
In exhaustive exploration, obviously, there is no difference
in the number of partitions found within the complete input
domain. Within a time bound however, the order in which
partitions are explored matters. The LIFO-mode resembles
a depth-first search. For example, if the the initial input
executes n branch instances and the negation of the n — th
branch executes a path that has n + m branch instances,
then LIFO proceeds with the negation of the additional m
branch instances before negating the rest of the n branch
instances from the initial input. It takes a while before the
partition is explored that corresponds to the negation of the
first of n branch instances of the initial input. The default
FIFO mode of CBPE resembles breadth-first search. In the
above example, the partitions corresponding to the negation
of the n branch instances from the initial input are explored
first. After that the partitions corresponding to the negation
of m branches are explored in the same manner.

There are more than 200 different bytecode types in the
Java Virtual Machine instruction set, and all of them are
handled in our implementation. However, due to the virtual
machine, the current version of JSlice is based on, we cannot
handle programs with multi-threading and reflection. As is
the nature of dynamic symbolic execution [1], deterministic
but unknown values are discretized. Particularly, this applies
to library calls and native calls. The use of concrete values
in these cases yields a stronger computed change condition
as defined. Also, the current implementation of JSlice fails
to compute a trace from program executions that do not
terminate gracefully (i.e., program chrashes). For instance,
the bytecode get field, used to access a variable in an object,
might throw a NullpointerException. The output
statement instance o; control-depends on statement get field
because the evaluation of getfield decides whether o; is
executed or not. Because JSlice does not consider program
chrashes during the computation of control-dependence, the
computed change-condition may be weaker as defined.

B. Semantic Difference

Change-based Path Exploration is executed on both ver-
sions of the program - P and P’. This JSlice-extension
has been modified to highlight every instance of an output
statement in the change-condition formula file and give it
an execution index [16]. If two formulae of P and P’
reference a different number of output instances, then the
conjunction of both change-condition formula is generated
and solved by the SMT-solver Z3. If the number of output
instances matches for both formula and at least one output
instance is referenced, then the conjunction of both formulae
is generated with the additional condition that the values of
at least one output instance-pair in P and P’ have to be
different.

VII. EXPERIMENTS
A. Infrastructure

Three exploration techniques are executed upon 32 dif-
ferent program versions. The exploration of the modified
versions of the subjects yields a set of change-revealing
test cases, which need to be consolidated w.r.t. the number
of exposed semantic changes. The increase in number of
exposed changes is also shown, when the behavior of
the original version is taken into account - by semantic
differencing.

1) Subjects: The subjects TCas and Printtokens2 are
C-programs provided in the Software-artifact Infrastructure
Repository (SIR) [23]. Both subjects have mostly a single
syntactic change between the original and a modified version
of the source code. TCas is an aircraft collision avoidance
system with 173 Lines of Code (LoC), while Printtokens2
is a lexical analyzer of 570 LoC. For our experiments, we
use the first 20 versions of TCas and all 10 versions of
Printtokens?2.



NanoXML is an XML reader and writer with about 8,000
LoC provided in the SIR. It has six original versions, each
of which has about six seeded syntactic changes. We use
version v1 as P and activate three changes - F_SP_HD_1,
F_SP_HD_2, and F_SP_HD_3 - to derive P’.

(i) Barcode4J v1.12 (ii) Barcode4J v1.17

Figure 3. DataMatrix generated by two versions of Barcode4J for the
same input “witness{”

Barcode4J? is a flexible generator for barcodes that
has 135 classes and about 17,000 LoC. The comments in
the project repository show that version v12 of the class
DataMatrixHighlevelEncoder has several bugs that
are corrected until version v17 of the same class. In version
v12, in some cases the character “{” is encoded wrongly,
so that the generated data matrix reads “Z” instead. In
other cases “{” is encoded correctly®. A working example
is shown in Figure 3. Furthermore, in some cases the
character “” ” might completely abort the generation of the
corresponding data matrix. In version v17 the generation
works as expected.

Our subjects are refactored in order to prepare them for
analysis by JSlice, the tool that implements our approach.
Particularly, the two C-programs TCas and Printtokens2
are transformed into Java-programs, swit ch-statements are
transformed into if-statements, a simple version of the
classes String, StringBuffer, Vector and Map are used instead
of the native implementations and exception handling is
modified because JSlice cannot handle program crashes, yet.
Instead, the program terminates in an error state. When
the refactoring is finished, the complete source code is
copied and the given syntactic changes are applied to derive
versions P’ from the original program P, thereby ensuring
that changes in behaviour only originate in explicitly marked
syntactic changes.

2) Path Exploration Techniques: In our experiments we
seek to expose the maximal number of exposed semantic
changes overall or within limited time. In order to compare,
we choose three path exploration techniques. Path Explo-
ration based on Symbolic Output (PESO) is an exploration
technique to find all symbolic values a post-dominating
output statement can have [4]. Therefore, if input is bounded
and the program always terminates, PESO finds the com-
plete semantic signature of a program. Change-based Path

%Details at: http://barcode4j.sourceforge.net.
3E.g., the string “nowitness{” is encoded correctly while “witness{” is
not.

Exploration (CBPE) is the approach presented in this paper
and finds all possible values of an output statement when
executing at least one change. REACH is a derivation of
CBPE that finds all paths that execute a change and does
not proceed to find paths that propagate the impact of that
change to the output.

Technically, PESO is based on the relevant slice condition
w.r.t. the output statement instances, CBPE is based on the
change condition w.r.t. changes and output statements, and
REACH is based on the reachability condition w.r.t. the
changes. All path exploration approaches start with the same
initial input.

3) Computation of Semantic Changes: The exploration
techniques are executed upon the modified versions P’ of the
subjects. The output of an exploration is a set of test cases
each of which witnesses an explored partition of the input
domain in P’. Executing such a test case upon the original
version P and P’ reveals whether there is an observable
change in output or not. Therefore, for every generated test
case in the test suites computed by PESO, REACH and
CBPE as exploration of P’, the change conditions chp and
chpr are computed for its execution in P and P’. A semantic
change is exposed if for overlapping change partitions, the
output is different. Consequently, if the change conditions of
two change-revealing test cases ¢y and ¢; are the same, i.e.,
to F chp, to F chpr, t1 E chp, and t1 E chp/, then ty and
t1 expose the same semantic change. The consolidated test
suite contains a single test case for every semantic change.

Change-based path exploration with subsequent semantic
differencing (CBPE_SD) is the only technique in our exper-
iments that employs knowledge about the original program
P to generate test cases each of which witnesses a different
semantic change.

B. Results for Exposed Semantic Changes

The experiments are conducted on the subjects to deter-
mine which path exploration technique is more likely to
expose a semantic difference overall or in bounded time.

1) Exhaustive TSA: The chart in Figure 4 compares
different path exploration techniques in terms of exposed
semantic changes without any time constraints. The con-
solidated test cases generated for the syntactic changes in
the 20 modified versions of TCas are executed on both the
original and modified version of TCas to derive the number
of exposed semantic changes.

The results suggest that even test cases that witness all
different symbolic values of the output in the modified
program, are insufficient in exposing the maximal number of
semantic changes. PESO exposes on average 4.2 semantic
changes while CBPE_SD reveals 6.5. The graphs of PESO
and CBPE do overlap. That agrees with our assumption that
only paths that execute a syntactic change can witness a
semantic change. It is also not sufficient to find all paths only
that execute a change. REACH reveals only one semantic
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Figure 4. Exhaustive Path-Exploration - TCas

change on average. Thus, it is four times more likely to
observe a semantic change, when the impact of the syntactic
change is also propagated to the output. It is even six
times more likely, when the semantic impact of the changed
statements onto the output is differenced, so that for the
same input the output is different for both versions P and
P’ of the program.

2) TSA in Bounded Time: There might be a given time
budget a software tester can spend when testing the program.
The vision of continuous testing is to support the developer
with automatic testing procedures at the same time as he
or she is writing the program. While it does not need to
be exhaustive, any approach shall expose as many semantic
changes within the given time constraints as possible.
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Figure 5. Path-Exploration in Bounded Time

The chart in Figure 5 compares different path exploration
approaches in terms of exposed semantic changes within a
given time frame. Four different path exploration algorithms
are executed on the nine modified versions of Printtokens2 in
10 minutes, NanoXML in 30 minutes, and Barcode4]J in 120
minutes in FIFO-mode. The subjects are shown on the X-
axis while the number of exposed semantic changes is shown
on the Y-axis. Like with unbounded time, the consolidated
test cases generated for the modified version P’ are executed
on P and P’ to derive the number of exposed semantic
changes. For NanoXML we chose an output that is not
executed on every path. Hence, there is no result for PESO
which needs the output to be executed on every program
path.

For the tested subjects, REACH exposes on average 10.4
semantic changes within a given time bound. That is signif-
icantly more than CBPE and CBPE_SD with an average of
7.4 and 7.2, respectively. That means, for these subjects it is
more important to find different paths that execute a change
than finding paths that propagate an executed change to the
output. PESO is the path exploration technique that does not
take the syntactic change into account and performs worst
with 3.2 exposed semantic changes on average.

Furthermore, the chart suggests that subsequent semantic
differencing does not expose any more semantic changes
than CBPE alone if the time is bounded. That might have
different reasons. For one, the syntactic changes might be of
a certain category that already yields different output when
executed, as for instance in Barcode4J. It might also be that
the SMT-solver generates the input necessary to observe the
semantic change at the output merely as coincidence, even
though only P’ is analyzed.

The results are shown for the experiments of path ex-
ploration techniques in FIFO-mode - path exploration as
breadth-first search. The results for the execution in LIFO
mode - path exploration as depth-first search - are similar.
REACH exposes on average 13.5 semantic changes, CBPE
and CBPE_SD follow with 9.8 exposed semantic changes on
average, and PESO performs worst with about 5.4 exposed
semantic changes. The average number of exposed semantic
changes using FIFO strategy are higher because, one subject,
Barcode4], exposes between 35 and 50 semantic changes in
LIFO- and only between 8 and 13 in the default FIFO-mode.

3) Conclusion: For exhaustive test suite augmentation,
change-based path exploration with subsequent semantic
differencing performs significantly better than any other
approach in terms of number of exposed semantic changes.
That means, even though test cases are generated that
represent all possible symbolic value the output of modified
program P’ can have, they do not witness the maximum
number of semantic changes. Only analyzing the modified
program P’ is not sufficient. In our experiments, subsequent
semantic differencing exposes 1.5 times more semantic
changes. Change-based path exploration (CBPE) exposes
as many semantic changes as path exploration based on
symbolic output (PESO), even though CBPE takes fewer
runs. This is because only paths that execute a change are
considered during CBPE exploration, while PESO considers
all paths that contribute in computing the output.

For path exploration-based test suite augmentation within
a specified time budget, it is significantly more important to
find different paths that execute a change, than finding paths
that propagate the effects of a change differently. Finding
test cases that represent all symbolic values the output can
have, without considering the syntactic changes, exposes
less semantic changes in the same time frame, than if the
syntactic changes are considered during path exploration.



VIII. RELATED WORK

Certainly the simplest and most scalable approach to
test suite augmentation is to use a random input generator,
execute that input on both program versions and add such
input to the augmenting test suite that yields different output.
Orso and Xie discuss this approach in [24]. However, this
technique is only exhaustive if every possible program input
is generated eventually. Also, if a syntactic change is made
in a path that has a low probability of being executed, the
probability to expose a semantic change is at least as low.

A promising line of work seeks to find test cases that
Execute a syntactic change, Infect the program state, and
Propagate the effects of the change to the output (PIE [10]).
Santelices et al. present an approach that employs static sym-
bolic execution to generate requirements so that a satisfying
test case propagates the effects of an executed change up to
a maximum distance along the dependency chain [8], [11],
[25]. The authors consider only the propagation of changes
that have a change-free path to the program entry. Due to
the maximum propagation distance, the test case may or may
not witness a semantic change. Also, it is not considered,
how a change is actually reached. Using dynamic symbolic
execution, Qi et al. can generate from random initial input
a test case which executes a change and propagates the
effects to the output [7]. The presented algorithm is very
effective in finding for a single change a single witness that
satisfies the PIE-requirements. However, our target is to find
all witnesses that satisfy the PIE-requirements for multiple
syntactic changes.

Xu et al. discuss a coverage-driven approach to test suite
augmentation [12], [26]. Test cases are generated that stress
elements in modified progam P’, such as nodes or edges
in a control-flow graph, that are not covered by an existing
test suite for the original version P. While code coverage
is an excellent measure of adequacy for regression test
suites, there might be better measures for augmenting test
suites - e.g., the number of exposed semantic changes. An
augmenting test suite that re-establishes 100% code coverage
is insufficient for two reasons. Firstly, the mere execution of
all changed elements does not guarantee the propagation of
their effects to the output (cp. [25], [27]) and secondly, even
if the effects would be observable at the output, the mere
analysis of P’ exposes only a subset of all semantic changes,
as shown by our experiments.

Harman et al. debate TSA in the presence of multiple
syntactic changes using concepts and terms of mutation-
based test data generation [13]. Multiple syntactic changes
that may semantically interfere [28]—[30], are called higher-
order mutants. Non-interfering, single changes are first-order
mutants. A test case weakly kills a mutant if it executes a
change and strongly Kkills it if it also propagates the effects
to the output. In three phases Harman et al. try to find a
test case that strongly kills a higher-order mutant. (1) Static

Analysis: In the CFG a path is determined that may execute
all changes. (2) Weak Kill: Using this information and
dynamic path exploration, a feasible path is determined that
executes all changes. (3) Strong Kill: A search algorithm
is employed to find a path that is more likely to propagate
guided by a fitness function. The possibly arbitrary order
and number in which changes can be executed to cause
even more subtle faults is not considered in [13]. Our CBPE
cum differencing finds not a single but all possible ways
to strongly kill first- and higher-order mutants (reachability
condition = all weak Kkills). Furthermore, our approach does
not need to be repeated for each possible mutant, for
which, as the authors say, “the cost would potentially be
prohibitive” [13]. Instead, we consider all mutants at the
same time. For example, given 2 changes c¢; and cy — if
there exists a path that propagates only the effects of ¢;, and
another path that propagates the effects of c¢; via cs to the
output, then CBPE finds both paths.

Taneja et al. present eXpress as TSA technique based on
the PIE-principle that explores all paths in P’ except for
those that guarantee not to execute a change (Bg) and not to
propagate the change (Bp) [9], [31]. In fact, eXpress prunes
all branches b € Bg (Bp C Bpg) from the exploration space
that guarantee not to execute a change. In contrast, our
CBPE prunes branches that do not contribute in reaching
a change. What does that mean? Consider the example in
Figure 1 on page 3. Our CBPE prunes the branch in line 5
from the exploration space, because it does not contribute
in reaching c. However, there is no branch in Figure 1 that
guarantees not to reach c that can be pruned by eXpress.
Moreover, our CBPE prunes branches that do not contribute
in reaching or computing the output (e.g., all branches in the
procedure called at line 10). In summary, our CBPE prunes
more irrelevant branches. It explores bigger input partitions,
thereby needing less executions of the subject to cover the
complete input domain. Also, Tuneja et al. consider only the
analysis of P’, which is insufficient for finding all semantic
changes (cp. [27]).

Approaches following the PIE-principle are rather syntac-
tic. An observable difference in program state is propagated
from one program element to the next until a maximal
distance is reached or the difference is observable in the
output [7], [8], [10]. Another stream of work employs
semantic differencing on the transformation functions of P
and P’ to determine input for which the output is computed
differently. Exploiting the fact that both versions are syn-
tactically largely similar, the behaviour of common code
fragments can be summarized as uninterpreted functions
yielding abstract method summaries. Person et al. introduce
Differential Symbolic Execution (DSE) to derive differential
method summaries [18]. Here, abstract summaries are an
attempt towards the complete account of behavioural dif-
ference (i.e., for the complete input domain). Kawaguchi
et al. do not seek semantic difference but whether two



program versions behave equivalent for input satisfying a
user-provided set of conditions [19]. The behavior of all
functions that do not appear along the chain of method
calls down to the modified function is summarized by
uninterpreted functions. However, we claim the application
of abstract method summaries does not meet the needs
of comprehensive TSA. Relevant information on finding
input that reaches a change or propagates its effects to the
output is removed. Consider the example in Figure 1. The
code blocks in lines 1 to 6 have not changed from one
version to the other. DSE substitutes the behavior for the
common code fragment by an uninterpreted function. The
computed differential summary captures that the values of 4
and j possibly influence the value of o in both versions
(via defining a and b). The exact symbolic input values
(# > 0) or even their existence, however, are only known
in terms of that uninterpreted function. Moreover, while the
concepts of conditional equivalence [19] are not suitable for
comprehensive TSA, vice versa, CBPE cum differencing can
determine the conditions under which two programs behave
equivalent, starting with those input partitions that do not
execute a single syntactic change.

Qi et al. discuss Path Exploration based on Symbolic Out-
put (PESO) as an approach to compute the concise semantic
signature of a program [4]. As shown in our experiments,
not considering the location of a syntactic change during
path exploration reduces the number of exposed semantic
changes within the same time frame.

IX. DISCUSSION

A. Summary

In this paper the definitions and properties of reachability
and change conditions are discussed and the respective
theorems proven. Path exploration based on the reachability
condition w.r.t. a statement ¢ finds all disjoint input par-
titions [17] for which an input executes c. Change-based
path exploration finds all disjoint input partitions for which
an input executes at least one change and propagates its
effects to at least one output statement. When CBPE is
executed upon a program, a portion of its transformation
function is computed - the partial semantic signature. CBPE
scales because it groups relevant and irrelevant paths into
partions. That is, CBPE computes (1) only the portion of the
transformation function that is affected by syntactic changes,
(2) the portion that is possible within a given time frame (3)
as concise as necessary so that no semantic change is missed.
The main concern of comprehensive TSA is to expose
as many semantic changes as possible. However, if time
is bounded, the task of exposing many semantic changes
quickly can be reduced to a search problem - which of
the adjacent, unexplored change partitions is to be explored
next? The contribution of CBPE is to reduce the search space
significantly without sacrificing conciseness.

CBPE is executed upon an original and modified pro-
gram version to compute the partial semantic signatures. A
semantic change is exposed when for overlapping change-
partitions, the output is different. Our definition of semantic
change allows to quantify change in behavior. It also pre-
serves the information of which syntactic changes are exe-
cuted before this semantic change is witnessed. Moreover,
we claim that the number of exposed semantic changes are
a better measure of adequacy for augmenting test suites than
coverage-based criteria.

Our experiments suggest that semantic differencing ex-
poses 1.5 times more semantic changes than test cases that
represent all possible symbolic values the output of the
modified program P’ can have. Also, the mere execution
of changed elements does not guarantee the propagation of
their effects to the output. Finding paths that propagate the
effects of a change to the output (plus differencing) increases
the number of exposed semantic changes by a factor of six.
However, when time is limited it is more important to find
different paths that execute a change, than finding different
paths that propagate the effects to the output.

B. Applications

Comprehensive TSA is only one application of path ex-
ploration based on a composition of reachability and relevant
slice conditions. In Section VIII, we discuss the possibility
to find all input partitions for which both program versions
behave the same (cp. conditional equivalence [19])), starting
with partitions that do not execute a change.

A statement s” semantically depends on another state-
ment s’ if s” decides the value (dynamic data-dependence) or
the execution (dynamic control-dependence) of s (cp. [32]).
Semantic dependence can be computed precisely for a
given trace or approximated for all traces (via syn-
tactic dependence). Path exploration based on condition
change(s', s”, ) allows to precisely compute for all traces
semantic dependence in terms of input partitions.

Another application of our work is in change comprehen-
sion. Thus, our work can be used to address questions of the
following form. Is the output reachable after the execution of
change ¢? Which changes semantically interfere [28]? What
impact does the execution of change ¢’ affer change ¢’ have
on the output o?

To answer the last question using the concepts defined
in this paper, we can proceed as follows. Path exploration
based on the condition reach(c’, ) A change(c”’,0) finds
all input partitions that execute ¢/, ¢/, and o and compute o
differently. To find the combined impact of ¢’ via ¢’ on the
output o, test cases, generated by the path exploration have
to be selected that execute the sequence: ¢/, ¢”, 0. Because
by the theorems 1 and 2, if a test case that witnesses partition
p executes ¢’ first, ¢’ next, and o last, than every input in p
follows this sequence.
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