
T H E N A T I O N A L U N I V E R S I T Y 
o f S I N G A P O R E 

 
 
 
 
 

 
 
 
 
 
 

S c h o o l of C o m p u t i n g 
Computing 1, 13 Computing Drive, Singapore 117417 

 
 
 

TRA9/23 
 
 

Using Multi-dimensional Quorums for Optimal 
Resilience in Multi-resource Blockchains 

 

Yucheng Sun, Ruomu Hao and Haifeng Yu 
 

 
September 2023 



T e c h n i c a l R e p o r t 
 
 
 

Foreword 
 
 

This technical report contains a research paper, development 
or tutorial article, which has been submitted for publication in 
a journal or for consideration by the commissioning 
organization. The report represents the ideas of its author, and 
should not be taken as the official views of the School or the 
University. Any discussion of the content of the report should 
be sent to the author, at the address shown on the cover. 

 
 
 
 

TAN Kian Lee 
Dean of School 

 



Using Multi-dimensional Quorums for Optimal Resilience in
Multi-resource Blockchains

(Technical Report)

Yucheng Sun
Department of Computer Science
National University of Singapore

Republic of Singapore
suny@u.nus.edu

Ruomu Hou
Department of Computer Science
National University of Singapore

Republic of Singapore
houruomu@comp.nus.edu.sg

Haifeng Yu
Department of Computer Science
National University of Singapore

Republic of Singapore
haifeng@comp.nus.edu.sg

Abstract—Permissionless blockchains commonly use resource
challenges to defend against sybil attacks. For example, popular
resource challenge designs include Proof-of-Work and Proof-of-
Stake. It is well-known that simultaneously exploiting multiple
resources can help make a permissionless blockchain more
robust. Existing efforts along this direction, however, all fail to
provide a complete answer to the central question of how to
combine PoW and PoS, or multiple resources in general, to achieve
optimal resilience. As our central contribution, this work gives
complete answers to this central question.

I. INTRODUCTION

A. Background

Resource challenges. In permissionless blockchains, an ad-
versary can freely generate unlimited number of fake iden-
tities/nodes to attack the blockchain. All permissionless
blockchains, fundamentally, use a resource challenge mech-
anism to properly defend against such an adversary. With
resource challenges, the amount of adversarial influence will
be proportional to the amount of resource controlled by
the adversary, despite the potentially unlimited number fake
identities.

Proof-of-Work (PoW) [1]–[6], which challenges computa-
tional resource, is a most widely-used design of resource
challenge. With PoW, nodes in system try to solve PoW
puzzles. Whoever solves the puzzle will be allowed to for
example, propose a new block, or join a committee that runs
a consensus protocol to choose the next block. Proof-of-Stake
(PoS) [7]–[9] is another highly popular design, where a node’s
influence on the blockchain is proportional to the amount of
stake (e.g., cryptocurrency) that it holds. There are also other
types of resource challenges such as Proof-of-Space [10]–[12].

Combing multiple resources. It is well-known [13]–[18]
that simultaneously exploiting multiple resources can make a
permissionless blockchain more robust. For example, a PoW
blockchain can be broken by an adversary controlling more
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than 1
2 of the computation power in the system — hence

the well-known “51% attack” on Bitcoin. But if we combine
PoW and PoS, then to break the system, the adversary may
need to further control some stake (in addition to the majority
computational power).

Combining multiple resources can also help facilitate boot-
strapping [16]. For example, at its initial stage, a blockchain
may have limited total computational power. For better robust-
ness, we can give vast majority of the weight to PoS, at this
initial stage. Later, the weight of PoS can be decreased, and
be re-allocated to PoW.

B. Existing Results

Security region. To understand the resilience achieved by
combining PoW and PoS, it will be convenient to consider the
2D coordinate system in Figure 1. Here, a point (w, s) in the
coordinate system corresponds to an adversary that controls w
fraction of the total computational power and s fraction of the
total stake in the system. We call a (potentially infinite) set Υ
of points as a security region or simply region, if Υ satisfies
the following property: If Υ contains a point (w, s), then Υ
must contain (w′, s′) for all 0 ≤ w′ ≤ w and 0 ≤ s′ ≤ s.
Roughly speaking, if a blockchain can tolerate all the points
(i.e., adversaries) in a region (except the boundary), then we
say that it tolerates that region. Section II will give a formal
definition.

Triangular region and PoW difficulty. There have been a
number of prior efforts on combining PoW and PoS [13]–[19]
to achieve better resilience. The first attempts (e.g., [13] and
[14]), unfortunately, do not come with formal security analysis.

The first design that has formal security guarantees for
combining PoW and PoS is by Duong et al. [15], which is
further generalized to multi-resources in [17]. Based on the
results in [18], roughly speaking, their design [15] can at most
tolerate the triangular region as in Figure 1(a).

Duong et al.’s design [15] assumes that the total amount
of computational power in the system is fixed. To avoid this
impractical assumption, Chepurnoy et al. [18] extends the de-
sign, using adaptive adjustment of PoW difficulty to normalize



the computational power. Here PoW difficulty corresponds to
the amount of computation needed to solve a PoW puzzle.
Trapezoidal regions and PoW difficulty. Recently in CCS
2022, Fitzi et al. [16] propose a new design for combining
multiple resources, which can tolerate all trapezoidal regions
as in Figure 1(b) and 1(c). More precisely, their blockchain
allows different configurations. For any given trapezoidal
region, they can configure their blockchain to properly tolerate
that region. Note that the blockchain cannot simultaneously
tolerate two different trapezoidal regions, which is fundamen-
tally impossible [16]. This is also why different configurations
are needed. More generally, Fitzi et al. [16] have proved
that a blockchain can never simultaneous tolerate (w, s) and
(1− w, 1− s), as illustrated in Figure 1(f).

Fitzi et al. [16] also face the challenge of adjusting PoW
difficulty. Specifically, Fitzi et al.’s design aims for fungi-
bility between PoW and PoS — conceptually, one unit of
computation power is viewed as equivalent to some units
of stake. For example, to tolerate the triangular region in
Figure 1(a) (which is a special case of trapezoidal region),
one unit of computation power should conceptually map to
s0
w0

units of stakes. Here w0 and s0 are the total units of
computational power and stake in the system, respectively. As
w0 increases/decreases, conceptually this exchange rate of s0

w0

should decrease/increase accordingly. To do so, Fitzi et al. [16]
adjust the PoW difficulty based on past observations on w0. As
a feedback-based adaptive process, fundamentally, their design
critically relies on the fluctuation of w0 being well-bounded.

C. The Central Question Is Still Open

Despite all these existing efforts, the central research ques-
tion still remains open, regarding how to combine PoW and
PoS (or multiple resources in general) to achieve optimal
resilience. Specifically:

First, since it is impossible [16] for a blockchain to si-
multaneous tolerate (w, s) and (1 − w, 1 − s), let us call a
region Υ as self-contradicting, if for some 0 ≤ w ≤ 1 and
0 ≤ s ≤ 1, the region Υ contains both (w, s) and (1−w, 1−s).
Can we design a protocol with optimal resilience? Here we
define optimal resilience as being able to tolerate every non-
self-contradicting region. Existing designs can only tolerate
trapezoidal regions. But there are many other regions (e.g.,
Figure 1(d) and 1(e))) that are not self-contradicting. Can we
tolerate those? In fact, Fitzi et al. [16] explicitly raise this
question as future work.

Answering this question provides a complete characteriza-
tion on the resilience offered by combining PoW and PoS.
The answer also bears practical importance: Consider a simple
scenario with two major mining pools, each controlling 49%
of the computational power in the system. Imagine that we
are primarily concerned with the potential compromise of
each mining pool (instead of individual nodes), and that the
remaining 2% of the computational power is well-protected.
Then the adversary controls either 0%, 49%, or 98% of the
computational power. If the blockchain can tolerate the region
in Figure 1(d), then it can tolerate s close to 0.75/0.75/0.25,
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Fig. 1: Security regions.

respectively, when w = 0/0.49/0.98. Such tolerance is strictly
better than any trapezoidal region.

Second, adjusting PoW difficulty is a common intri-
cacy [16], [18] when combining PoW and PoS. When adjust-
ing PoW difficulty, Chepurnoy et al. [18] do not offer formal
security analysis, while Fitzi et al. [16] require a fundamental
assumption that w0 does not fluctuate too much.1 Failing to
properly adjust PoW difficulty will prevent the blockchain
from tolerating the region that it is configured to tolerate.
Hence these existing solutions are not ideal.

D. Our Work and Contribution

As our central contribution, we propose the novel design
and formal security analysis of a blockchain protocol that
combines PoS and PoW, which can be further generalized to
multiple resources, with the following key features:

1This assumption has a further complication: More fluctuation forces their
design to use longer epochs. But with longer epochs, the fluctuation (from
epoch to epoch) may further increase. Hence this may not even converge.
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• Our blockchain is the very first blockchain for combining
multiple resources that has optimal resilience. Namely,
our formal security analysis proves that for every possible
security region Υ, as long as Υ is not self-contradicting,
our blockchain can be configured to tolerate Υ. Among
others, our blockchain can tolerate the regions in Fig-
ure 1(d) and 1(e). No prior blockchain designs can
tolerate such regions.

• Our blockchain completely avoids the need for PoW
difficulty adjustment. In fact, we do not even need the
notion of PoW difficulty.

• We do not sacrifice other aspects, and we do not need
additional assumptions in the security model.

We have further implemented a research prototype of our
blockchain design. Our experiments show that our prototype
can deliver good end-to-end performance to the end users, in
terms of both transaction throughput and block confirmation
latency.

E. Our Key Techniques

Existing designs [15], [16], [18] for combining PoW and
PoS typically use the following high-level design: Nodes hold-
ing computational resources will generate PoW blocks, while
nodes holding stakes will generate PoS blocks. The protocol
then maintains strategically-designed relations/pointers among
all these PoW blocks and PoS blocks, to enable the blockchain
to tolerate the target security region. Finally, a longest-chain
rule (or some variant of it) is applied to all the blocks to get
the “main chain”.

Our blockchain instead uses a byzantine agreement (BA)
protocol as its core. We do not have separate PoW blocks
and PoS blocks, and there is only one kind of blocks in our
blockchain. To tolerate every non-self-contradicting region:

First, we avoid combining PoW and PoS into one measure,
and avoid having any exchange rate. But we still let both PoW
and PoS influence the BA protocol. In a typical BA protocol,
nodes exert influence by casting votes at various steps. For
example in certain step, a certain value may be adopted by
the BA protocol, if a majority quorum of nodes have voted
for that value.

As our central idea, which is simple yet elegant, we intro-
duce the novel concept of 2D-quorums. With 2D-quorums, we
do not determine the quorum based on the number of votes.
Instead, we separately consider the set Gw of PoW votes,
and the set Gs of PoS votes. We then design an appropriate
mapping, to map this tuple ⟨Gw, Gs⟩ to a certain point z on
the coordinate system in Figure 1. (These mappings will be
integral part of the 2D-quorum design.) At the same time, we
use the security region Υ itself, as the configuration of our
blockchain. We define a 2D-quorum as being met, if z ∈ Υ.
We note that our novel concept of 2D-quorums could also be
of separate independent interest, beyond blockchains.

Second, we do not set any PoW difficulty – instead, each
node simply keeps doing hashes, and remembers the smallest
hash values that it has got. Next, we use in-network aggre-
gation to find out the m globally minimum hash values. One

subtlety here, however, is that without having an appropriate
PoW difficulty, these m hash values only give nodes low-
quality information on how to construct the mapping from
⟨Gw, Gs⟩ to z, as needed by the 2D-quorum design. We will
carefully deal with this.

II. SYSTEM MODEL AND ATTACK MODEL

We consider a standard permissionless setting without PKI.
Each node in system has a locally-generated public/private
key pair. The public key is also used as the id of the node.
A node is either honest or malicious. An honest node follows
the protocol faithfully, while a malicious node may deviate
from the protocol arbitrarily. Hence a malicious node is fully
byzantine. We assume that all malicious nodes are controlled
by some adversary, and they can collude in arbitrary ways.
We make no assumption on the number of malicious nodes.

We assume that there are two types of resources in the sys-
tem, computation and stake. (We generalize to more resources
later.) We use f ′

w (f ′
s) to denote the fraction of computational

power (stake), out of all computational power (stake) in the
system, that is controlled by the adversary. We say that a
blockchain tolerates a point (w, s) in Figure 1, if it is robust
against the adversary with f ′

w = w and f ′
s = s.

To facilitate discussion, we view each honest node as
holding either some computational power (in which case the
node is a PoW node) or some stake (in which case the node
is a PoS node), but not both. It is trivial to generalize: If a
node does hold both computational power and stake, then it
will double-count as both a PoW node and a PoS node.

We say that a blockchain (under a certain configuration)
tolerate a security region Υ, if the blockchain can tolerate
every point (w, s) where (w + ϵ, s+ ϵ) ∈ Υ. Here ϵ is some
small positive constant (e.g., 0.001) that is given a prior. This ϵ
term is needed due to a technicality: Large-scale blockchains
typically use sampling to reduce overhead, and this ϵ term
absorbs the sampling error.2

To achieve optimal resilience, our blockchain design will
consider any given security region Υ that is not self-
contradicting, and any adversary such that (f ′

w+ϵ, f ′
s+ϵ) ∈ Υ.

We further define fw = f ′
w+ϵ and fs = f ′

s+ϵ, which implies
(fw, fs) ∈ Υ.

As in typical large-scale blockchains [2], [4], [6], [9], [20],
we assume that all the nodes form an overlay network, and
that the subgraph containing all the honest nodes is connected.
We use d to denote an upper bound on the diameter of this
subgraph. We assume that there is a known upper bound on
message propagation delay, which eventually enables the use
of rounds in the protocol. We model hash functions as random
oracles. We focus on consensus-based blockchains, which is
by far the most common type of blockchains.3 We assume

2Prior works also need this technicality: For example, when we say that
Fitzi et al.’s design [16] tolerates trapezoidal regions, there is also an implicit
ϵ term.

3It is also possible to design blockchains based on byzantine broadcast
(e.g, [21]), but those blockchains are still quite uncommon today due to their
relatively high performance overheads.
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the adversary is slowly-adaptive, in the sense that it takes
multiple epochs for the adversary to corrupt nodes. Note that
all these assumptions are the same as in the state-of-the-art
approach [16] of combining PoW and PoS.

We say that a probability is negligible if it is on the order
of e−Ω(min(m,k)), where m and k are (security) parameters in
our protocol.

III. OVERVIEW OF OUR DESIGN AND SECURITY ANALYSIS

Design overview. In our blockchain, at fixed time inter-
vals (e.g., 3 minutes), all nodes invoke a byzantine agree-
ment protocol Generalized BA() that we have designed,
to generate the next block in the blockchain. The se-
curity of the blockchain all comes from the guarantees
of Generalized BA(). Specifically, Generalized BA() will
guarantee that i) [agreement] Generalized BA() returns the
same block on all honest nodes; and ii) [validity] if the block
proposer is honest, then Generalized BA() must return the
block proposed by the block proposer. There are no forks in
our blockchain.

Internally, Generalized BA() extensively uses 2D-
quorums. To tolerate any given security region Υ (that is not
self-contradicting), we use Υ itself as the configuration for our
blockchain. Our design then internally uses Υ in the definition
of 2D-quorums, which in turn enabled Generalized BA() to
tolerate adversaries in Υ.
Security analysis overview. Our security analysis will inter-
leave with the discussions of our design in the remainder of
this paper. To facilitate understanding, here we provide a top-
down overview of the security proofs.

To prove the security of our blockchain, it suffices to show
that Generalized BA() can guarantee [agreement] and
[validity] as explained earlier. In Generalized BA(),
to reduce overhead, a subset of the nodes (called
core nodes) will invoke another subroutine called
Generalized BA Core(). Theorem 6 will prove that
the return values of Generalized BA Core() on these core
nodes must satisfy [agreement] and [validity]. After getting
its return value, a core node will vote for that value, and
disseminate the vote (with signature) to all other nodes. A
non-core node will adopt a value (which corresponds to a
block) y, if the set of votes on y constitute a 2D-quorum.

Next, we design Generalized BA Core() by adapting an
existing BA protocol in [22]–[24]. The protocol in [22]–
[24] was originally designed only for PoS, and can tolerate
adversaries holding less than 50% of the stake in the system.
There is no PoW in their setting. In their protocol, there
are various places that check whether a certain set G of
nodes constitute a simple (1D) majority quorum. Our key
adaptation is that instead, we check whether G is a 2D-
quorum. The specific designs of the 2D-quorums in different
steps of the protocol will be different. We will prove the
properties of these 2D-quorums, as well as the properties of
Generalized BA Core() when using these 2D-quorums. All
these eventually enable us to prove Theorem 6, which captures
the end-to-end guarantees of Generalized BA Core().

Roadmap for Section IV to VI. In the next, Section IV
presents our 2D-quorum design, while assuming perfect PoW
difficulty adjustment. Section V removes that assumption.
Section VI presents our designs of Generalized BA() and
Generalized BA Core(), which use 2D-quorums.

IV. 2D-QUORUMS — ASSUMING POW DIFFICULTY
ADJUSTMENT

This section presents our 2D-quorum design, while assum-
ing perfect PoW difficulty adjustment. To use 2D-quorums,
we need each node A to first construct a PoS committee
(SA) and a PoW committee (WA). Recall that in order to
generate the next block on the blockchain, all nodes will
invoke Generalized BA(). Note that SA and WA are with
respect to a give invocation of Generalized BA(), and they
may change across invocations.

A. PoS Committee

Our way of constructing the PoS committee is similar
to [7]–[9]. Let t3 be the time when the given invocation
of Generalized BA() starts. We first use existing beacon
generation mechanism [7]–[9] for blockchains, to generate an
unpredictable (potentially biased) random beacon at time t2
where t2 < t3. This beacon will be seen by all honest node
by time t3. The amount of bias in the random beacon can be
properly bounded using various techniques [7]–[9].

Next let D be the stake distribution (i.e., which node holds
which stake) at time t1, where t1 < t2. Here t1 needs to be
before t2, so that the adversary cannot change D (by doing
transactions), after the beacon has been disclosed. Note that D
is part of the blockchain state at time t1, and all honest nodes
know D.

Finally, a node A constructs SA by choosing m uniformly
random stakes (out of all stakes in D), while using the beacon
as randomness. Those nodes holding these m stakes will then
be in SA. Note that SA must be the same across all honest A’s.
It is possible that a node B appears multiple times in SA. This
can be easily dealt with by giving B a weight that equals its
multiplicity. To simplify discussion, however, we will assume
that each B appears at most once in SA. We use S to denote
the honest nodes in the PoS committee SA.

B. PoW Committee — Assuming PoW Difficulty Adjustment

This section explains how to construct the PoW committee
WA, under the assumption that the PoW difficulty is perfectly
adjusted, so that the entire system can generate total m PoW
solutions, for some fixed m value.

Again, let t3 be the time when the given invocation of
Generalized BA() starts. As earlier, we again generate an
unpredictable random beacon at time t0 where t0 < t3. All
honest nodes will see this beacon at time t1 that is slightly
after t0. The nodes will then solve the PoW puzzle from time
t1 to t2, and will propagate the PoW solutions from time t2
to t3, where t1 < t2 < t3, as following.

PoW puzzle solving from t1 to t2. A node A keeps
computing hash(beacon|A’s public key|nonce), while

4



TABLE I: Our key notations.

Υ security region
d upper bound on network diameter
m committee size
f ′
w fraction of computational power controlled by adversary
f ′
s fraction of stake controlled by adversary

fw fw = f ′
w + ϵ

fs fs = f ′
s + ϵ (By our model, we have (fw, fs) ∈ Υ.)

W the set of honest nodes whose PoW solutions are
all among top-m solutions in the system

S the set of honest nodes in the PoS committee
WA and SA A’s view of the PoW committee and PoS committee
TA
w and TA

s A’s view of the parameters used in 2D-quorums

trying different nonce values. Node A successfully
solves the PoW puzzle, if it finds a nonce such that
hash(beacon|A’s public key|nonce) ≤ threshold. The
tuple ⟨A’s public key, nonce⟩ is called a solution for the
PoW puzzle. Here the threshold parameter determines the
difficulty level of the PoW puzzle. Adjusting threshold

serves to ensure that there will be total m PoW solutions.

Propagating solutions from t2 to t3. At time t2, if a node
A has found a solution, it will propagate its solution to all
nodes. Specifically, A sends its solution all its neighbors in
the overlay network. Whoever receives such a solution will
recursively forward the solution to its own neighbors.

Constructing PoW committee. At time t3, each node A will
have seen a set of PoW solutions. A’s PoW committee WA

will simply be the set of public keys in these solutions. Note
that WA’s can be different for different A’s: For example, a
malicious node may choose to present its PoW solution to A1

(immediately before time t3) but not to A2, causing WA1
̸=

WA2
. For the same reason, we always have |WA| ≤ m, but

not necessarily |WA| = m.
Let W be those honest nodes with PoW solutions. We

must have W ⊆WA, since honest nodes never suppress their
solutions. Furthermore, for all honest A, the set WA must
be a subset of (the public keys in) those m PoW solutions
system-wide. Hence | ∪A being honest WA| ≤ m.

C. Definition of 2D-Quorums

Definition. We can now define our novel 2D-quorums: Let Υ
be any given security region. For any node A, let TA

w be some
set of PoW nodes chosen by A, and TA

s be some set of PoS
nodes chosen by A, where |TA

w| ≤ m and |TA
s | ≤ m. We say

that a set G of nodes is a 2D-quorum for ⟨TA
w,TA

s ⟩ if:(
1− |G ∩ TA

w|
m

, 1− |G ∩ TA
s |

m

)
∈ Υ (1)

Table I summarizes our key notations.

Understanding the definition. Here the set TA
w can be

different for different A’s, since TA
w will be constructed by

A based on its local view/information. Furthermore, even for
a given A, it may use different TA

w’s at different steps of our
protocol. Hence we do not have a fixed TA

w.

The simplest use of 2D-quorums would be for A to set
TA
w = WA and TA

s = SA. The term |G ∩WA| is then the
number of nodes in A’s PoW committee that belong to G. A
simple majority quorum of the PoW committee would require
|G∩WA|

m > 1
2 or 1 − |G∩WA|

m ≤ 1
2 . As an example of 2D-

quorum (instead of basic majority quorum), let us consider
the Υ in Figure 1(a). Then for G to be a 2D-quorum for
⟨WA,SA⟩ under such Υ, Equation 1 essentially requires |G∩
WA|+ |G∩SA| > m. This is as expected, since it means that
G contains more than m members from the two committees
combined. (The two committees collectively have at most 2m
members.)

D. Properties of 2D-Quorums

Desired properties. Ideally, we want to construct TA
w and TA

s

for each honest node A, in such a way that the following
4 properties hold. These 4 properties are common properties
needed by typical BA protocols. With these properties, one
will be able to easily adapt most existing BA protocols, to
make them work with 2D-quorums. The resulting BA protocol
can then tolerate all adversary in the given security region Υ.
Hence achieving these properties will be the key.

Definition 1: (Desired properties from 2D-quorums.) For
every honest node A:

• [P1] If G = W∪S, then G is a 2D-quorum for ⟨TA
w,TA

s ⟩.
Intuitively, this means that honest nodes can form a 2D-
quorum.

• [P2] A 2D-quorum for ⟨TA
w,TA

s ⟩ must contain at least
one (honest) node from W ∪ S. Intuitively, this means
that malicious nodes by themselves cannot form a 2D-
quorum.

• [P3] If G is a 2D-quorum for ⟨TA
w,TA

s ⟩, and if G′ is a
2D-quorum for ⟨TB

w ,TB
s ⟩ for any honest node B, then

G∩G′ ̸= ∅. Intuitively, this means that two 2D-quorums
(even on two different nodes) must intersect.

• [P4] Given a set G of nodes, there exist a verification
mechanism for each honest node C, such that:

– If G is a 2D-quorum for ⟨TA
w,TA

s ⟩, then G must pass
such verification.

– If G passes such verification, then [P2] and [P3]
must hold for G — namely, i) G must contain some
node in W∪ S, and ii) G∩G′ ̸= ∅ where G′ is any
2D-quorum for ⟨TB

w ,TB
s ⟩ for any honest node B.

Intuitively, this means that a 2D-quorum for node A can
verified by another node C.

Achieving these properties. Recall that the adversary controls
f ′
w fraction of the total computational power and f ′

s fraction
of the total stake in the system, and we have the condition
that (f ′

w + ϵ, f ′
s + ϵ) ∈ Υ. Also recall fw = f ′

w + ϵ and
fs = f ′

s+ ϵ. We can now prove that simply setting TA
w = WA

and TA
s = SA will guarantee all the above properties:

Theorem 2: ([P1] through [P4] for ⟨WA,SA⟩, assuming
perfect PoW difficulty adjustment.) Assume that the PoW
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difficulty is perfectly adjusted. For each honest node A, let
TA
w = WA and TA

s = SA. If |W| ≥ (1 − fw)m, |S| ≥ (1 −
fs)m, and if the zone Υ is not self-contradicting, then all 4
properties [P1] through [P4] must hold.

Proof: First, recall that by definition, if a zone contains (w, s),
then it contains all (w′, s′) where 0 ≤ w′ ≤ w and 0 ≤ s′ ≤ s.

For [P1]: Let G = W ∪ S. Then we have 1 − |G∩WA|
m ≤

1− |W|
m ≤ fw and 1− |G∩SA|

m ≤ fs. Hence given (fw, fs) ∈ Υ,
we must also have (1− |G∩WA|

m , 1− |G∩SA|
m ) ∈ Υ. Thus G is

a 2D-quorum for ⟨WA,SA⟩.
For [P2]: Prove by contradiction — assume that G does not

contain any node from W∪ S and that G is a 2D-quorum for
⟨WA,SA⟩. This implies (1− |G∩WA|

m , 1− |G∩SA|
m ) ∈ Υ. Since

|W| ≥ (1− fw)m and W ⊆WA, we know that 1− fw = 1−
m−(1−fw)m

m ≤ 1− |G∩WA|
m . Similarly, 1−fs ≤ 1− |G∩SA|

m . By
definition of a zone, we then must have (1− fw, 1− fs) ∈ Υ.
Together with the fact that (fw, fs) ∈ Υ, the zone Υ now
becomes self-contradicting.

For [P3]: Define w = 1 − |G∩WA|
m and s = 1 − |G∩SA|

m .
Similarly define w′ and s′ for G′. Prove by contradiction and
assume G ∩G′ = ∅. Then we would have |G ∩WA|+ |G′ ∩
WB | ≤ m. This in turn means 1−w′ ≤ w. Similarly we have
1− s′ ≤ s. Since G is a 2D-quorum, we have (w, s) ∈ Υ. In
turn, by definition of a zone, we have (1 − w′, 1 − s′) ∈ Υ.
But since G′ is also a 2D-quorum, we also have (w′, s′) ∈ Υ.
The zone Υ now becomes self-contradicting.

For [P4]: Let Gw be the set of PoW nodes in G that
have valid PoW solutions. Node C uses the following simple
verification mechanism: G pass verification if and only if
(1 − |Gw|

m , 1 − |G∩SC |
m ) ∈ Υ. Now we prove that such

verification offers the two desired guarantees. First, if G is a
2D-quorum for ⟨WA,SA⟩, then (1− |G∩WA|

m , 1− |G∩SA|
m ) ∈ Υ.

Note that 1− |Gw|
m ≤ 1− |G∩WA|

m and 1− |G∩SC |
m = 1− |G∩SA|

m .
Hence (1 − |Gw|

m , 1 − |G∩SC |
m ) must also be in Υ. Second, if

G passes verification, then [P2] and [P3] can be proved for
G, in similar way as in our above proofs. □

Comment. Theorem 2, as well as our later lemmas and
theorems, requires the conditions of |W| ≥ (1 − fw)m and
|S| ≥ (1 − fs)m. Note that E[|W|] = (1 − f ′

w)m =
(1 − fw + ϵ)m and E[|S|] = (1 − f ′

s)m = (1 − fs + ϵ)m.
A simple Chernoff bound [25] will then show that except for
negligible probability with respect to m, these two conditions
will hold.

V. 2D-QUORUMS — WITHOUT POW DIFFICULTY
ADJUSTMENT

Section IV assumed that the PoW difficulty is perfectly
adjusted such that entire system can generate total m PoW
solutions, for some fixed m value. We now explain how to
avoid PoW difficulty adjustment.

PoW solving. Here a node A again uses different nonce val-
ues to compute hash(beacon|A’s public key|nonce). There
is no difficulty level. For every nonce tried, the tuple
⟨A’s public key, nonce⟩ is already considered as a solution

for the PoW puzzle. Hence A will get numerous solutions.
We say that a solution has better quality than another, if the
first solution leads to a smaller hash value. Node A only keeps
the top m solutions, in terms of quality, among all its solutions.

In-network aggregation. When the PoW solving period ends,
a node will propagate all its m solutions all nodes. We do this
together with in-network aggregation, to avoid the prohibitive
overhead of propagating m × n solutions on the overlay
network. Specifically, the propagation is done for d rounds.
In the first round, each node A sends its m solutions to all
its neighbors. We also view A as a neighbor of itself. In each
round i ∈ [2, d], a node A first receives m solutions from each
of its x neighbors. Next, among all mx solutions received,
node A picks the top m solutions (in terms of quality) and
sends those to its neighbors. Other solutions are discarded.

Finally, node A’s PoW committee WA will simply be those
public keys in the top m solutions, among all the solutions
that A receives in the last round. It is possible that in WA,
there are 2 (or more) solutions from the same node B. Then
we simply give B a weight of 2 (or more) in WA, and all our
design will still work. To facilitate understanding, however,
we simply assume that each node has a weight of 1.

Properties of 2D-quorums. There are subtle differences
between the guarantees offered by this design and the one
in Section IV. Specifically, here let y denote the number of
hashes that a node can do during the PoW solving period. This
leads to total yn PoW solutions in the entire system. Let W be
those honest nodes whose PoW solutions are among the top m
solutions (out of the yn solutions). It is easy to see that since
solutions of nodes in W are never dropped during in-network
aggregation, we must have W ⊆WA for all honest A.

But for the union of the WA’s, we no longer have
| ∪A being honest WA| ≤ m. This then partially breaks the proof
of Theorem 2. Specifically, the two properties [P1] and [P2]
will continue to hold:

Theorem 3: ([P1] and [P2] for ⟨WA,SA⟩.) For each honest
node A, let TA

w = WA and TA
s = SA. If |W| ≥ (1 − fw)m,

|S| ≥ (1−fs)m, and the zone Υ is not self-contradicting, then
properties [P1] and [P2] must both hold.

Proof: Same as the proof of Theorem 2. □

On the other hand, [P3] and [P4] may be violated. Figure 2
gives an example illustrating how [P3] can be violated.

Quick summary. To summarize, not adjusting PoW difficulty
makes it trickier for 2D-quorums to guarantee [P3] and [P4].
The next section explains how we deal with this, in the context
of our specific BA protocol.

VI. OUR DESIGN OF Generalized BA()

A. Design of Generalized BA()

Recall that in our blockchain, at fixed time intervals, all
nodes invoke a BA protocol Generalized BA() to generate
the next block in the blockchain. Algorithm 1 gives the
pseudo-code for Generalized BA().

6



𝕎𝕎A

𝕎𝕎B

GB
GA

Fig. 2: Two quorums may not intersect, under a naive design.
Hence |WA| = |WB | = m = 4 and |WA ∪WB | > 4. GA

(GB) is a simple majority quorum for WA (WB). For clarity,
SA and SB are not shown in the figure.

Core nodes. To avoid excessive overheads, only a core set of
the nodes will actually run the core byzantine agreement proto-
col Generalized BA Core() at Line 2 of Algorithm 1. After
the core nodes get a decision from Generalized BA Core(),
they will disseminate that decision value to all nodes in the
overlay network. Other nodes will then adopt such decision.

Specifically, define C = {A | A ∈ WA ∪ SA}, and we let
every node A ∈ C run Generalized BA Core(). Intuitively,
such a node A believes that itself belongs to the PoW/PoS
committee, according to its own local view WA and SA.
When running Generalized BA Core(), a node A will only
send/receive messages to/from nodes in its local view of the
PoW/PoS committee (i.e., WA ∪ SA), which helps to reduce
overheads.

Since W ⊆ WA and S ⊆ SA, it is clear that all nodes
in W ∪ S will run Generalized BA Core(). (Recall that by
definition, all nodes in W ∪ S are honest.) Besides the nodes
in W ∪ S, there can be other honest nodes and malicious
nodes in C. We will ensure that Generalized BA Core()
generate correct results as long as all nodes in W ∪ S run
Generalized BA Core(), and regardless of the behavior of
all other nodes (e.g., whether they invoke the procedure and
how they may deviate).
Adopt decisions from the core nodes. A node A invoking
Generalized BA Core() will get a decision value, which is
the next block on the blockchain. Generalized BA Core()
will ensure that (except for negligible probability) all honest
nodes in W∪S must get the same decision. Node A will then
sign and propagate its decision.

A non-core node B will adopt the decision from the core
nodes, using 2D-quorums. Specifically, for any decision value
y, let Gy be the set of nodes that have signed on y. Node B
will adopt y if and only if Gy is a 2D-quorum for ⟨WB ,SB⟩.
By properties [P1] (i.e., honest nodes in W∪S can form a 2D-
quorum) and [P2] (i.e., malicious nodes by themselves cannot
form a 2D-quorum) in Theorem 3, we know that B must adopt
the correct decision.

B. Design of Generalized BA Core()

Algorithm 2 gives the pseudo-code for
Generalized BA Core(), which is invoked by the core
nodes. We design Generalized BA Core() by adapting an
existing BA protocol in [22]–[24]. The high-level structure
of our Generalized BA Core() is the same as in [22]–[24].
Hence we do not claim novelty in this high-level structure.
High-level structure. In Generalized BA Core(), the nodes
first use the beacon to select a block proposer for the next

Algorithm 1 Generalized BA().
Let A denote the id of invoking node.

1: if A ∈WA ∪ SA then
2: blockA ← Generalized BA Core();
3: disseminate ⟨blockA, SigA(blockA)⟩;
4: endif
5: for all x: SigSetA(x)← {B | ⟨x, SigB(x)⟩ was received};
6: let y be any value such that IsQuorum(SigSetA(y), WA, SA, Υ)

holds;
7: return y;

Algorithm 2 Generalized BA Core().
Let A denote the id of invoking node.

8: use beacon to choose a block proposer;
9: ⟨gradeA, blockA⟩ ← Generalized GC 012();

10: if gradeA = 2 then xA ← 1 else xA ← 0; endif
11: repeat for k times: xA ← Generalized GC 01(xA);
12: if xA = 1 then return blockA else return empty block; endif

block on the blockchain. The selected block proposer may
or may not be an honest node. Each node A then invokes
Generalized GC 012(), and gets a tuple ⟨gradeA, blockA⟩
as the return value. For different A’s, this return value may
be different. But we will ensure: If some node A ∈ W ∪ S
gets a return tuple ⟨2, v⟩ for some v, then any other node
B ∈ W ∪ S must get either ⟨2, v⟩ or ⟨1, v⟩. Furthermore, if
the block proposer is honest, then every node in W ∪ S must
get a return tuple ⟨2, v⟩ for some v.

If node A does get some return value ⟨2, blockA⟩, then at
Line 10, node A sets xA ← 1, meaning that it will vote for
blockA. Otherwise A sets xA ← 0, to vote for the special
empty block. This special empty block is publicly known, and
contains no transactions.

Next, every node A keeps updating xA at Line 11, for total k
times, by setting xA ← Generalized GC 01(xA). If all A ∈
W∪S feed the same xA into Generalized GC 01(), then we
will ensure that the return value from Generalized GC 01()
must be xA. If some A’s feed 0 while other A’s feed 1, we
will ensure that exactly one of the following three cases must
occur:

• Some nodes in W ∪ S get “0” as return value from
Generalized GC 01(), and the remaining nodes in W∪
S get CommonCoin() as return value.

• Some nodes in W ∪ S get “1” as return value from
Generalized GC 01(), and the remaining nodes in W∪
S get CommonCoin() as return value.

• All nodes in W ∪ S get CommonCoin() as return value.
In the above, CommonCoin() is a subroutine that generates

a common coin among the nodes, which we explain later.
This common coin may be biased, where the amount of bias
will only impact performance and not security. Let p0 (p1) be
the probability that all honest nodes see 0 (1) as the value
of the common coin. Then in the first case in the above,
with probability p0, all nodes in W ∪ S will actually get the
same return value 0. Once this anchoring event occurs, further
invocation of Generalized GC 01() at Line 11 will never
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change xA to 1. Then we will have xA = 0 after Line 11 on
all A ∈ W ∪ S, hence achieving agreement. Following such
reasoning, one can eventually show that except for negligible
probability (1 −min(p0, p1))

k, all node A ∈ W ∪ S will get
the same return value from Generalized BA Core().

C. Design of Generalized GC 01() and
Generalized GC 012()

Our Generalized GC 01() and Generalized GC 012()
subroutines are adaptations of the {0, 1}-Graded Broadcast
and {0, 1, 2}-Graded Broadcast subroutines in [22]–[24]. Our
main adaptation is that in various places of the protocol,
instead of checking whether a set G of nodes is a majority
quorum, we check whether G is a 2D-quorum.

A typical Graded Broadcast protocol simply needs the
quorums to offer the four properties [P1] through [P4], as
defined in Section IV-D. As long as these properties are
offered, the internal design of the quorums does not matter —
for example, the quorums can be traditional majority quorums,
or can be our 2D-quorums. Our Theorem 3 earlier has already
proved that our 2D-quorums guarantee [P1] and [P2]. But we
do not yet have [P3] and [P4], because our PoW committee
WA offers only weak guarantees, due to not adjusting PoW
difficulty (Section V).

To overcome this problem, we exploit the special nature of
the Graded Broadcast protocol in [22]. The protocol in [22] is
designed for PoS only, and considers a sleepy model, where
some of the nodes may be offline. Their protocol then selects a
committee, among the nodes that are still online/awake. To do
so, conceptually, each node uses its id as the seed to generate a
pseudo-random number, which becomes the rank of the node.
All nodes then propagate their ranks in the network. Finally, a
node A views the m nodes with the m smallest ranks, among
all the ranks that A has seen, as A’s committee.

We draw a simple yet interesting connection between i) our
setting of PoW without difficulty adjustment, and ii) their
sleepy PoS setting. On the surface, these two settings are
quite different. But if we view the PoW solution quality
in our setting as the rank in their setting, then our PoW
committee becomes the same as their rank-based committee.
Because of this, they actually also face the same challenge
of not being able to directly guarantee [P3] and [P4], in
their majority quorums. They then overcome this challenge,
via a careful design of their protocol. Given this interesting
connection, adapting their protocol/techniques directly enables
us to overcome the issue of our 2D-quorums not guaranteeing
[P3] and [P4].

Hence, our adaptation is conceptually simple, overall. Nev-
ertheless, our adaptation does involve some (tedious) details.
For completeness, Appendix A and Appendix B will pro-
vide the full pseudo-code of our Generalized GC 01() and
Generalized GC 012() subroutines. To be fully rigorous,
there we will also provide complete and self-contained proofs,
for the end guarantees of these two subroutines.

D. Design of CommonCoin()

We now explain the design of CommonCoin().
CommonCoin() should return a common coin to the nodes,
which is allowed to be both biased and inconsistent. The only
property we need is that CommonCoin() returns 0 on all nodes
with some non-zero constant probability, and returns 1 on
all nodes with some non-zero constant probability. The exact
values of these probabilities only affect performance and not
security. Usually, CommonCoin() is designed by first selecting
a node as the coin producer. This coin producer will send to
other nodes a locally-generated random bit as the value of the
common coin. This coin producer may or may not be honest.

In our context, using the beacon as the randomness, with
half probability, we choose this coin producer from PoS nodes,
and with the remaining probability, from PoW nodes. Note that
our design here is independent of the security region Υ that
we intend to tolerate. To see why this works, we first prove a
simple lemma:

Lemma 4: If security region Υ is not self-contradicting, and
if (fw, fs) ∈ Υ, then we must have either fw ≤ 1

2 or fs ≤ 1
2 .

Proof: Prove by contradiction and assume that fw > 1
2 and

fs >
1
2 . Then we would have both 1− fw < fw and 1− fs <

fs. By definition of a region and since (fw, fs) ∈ Υ, we then
would have (1− fw, 1− fs) ∈ Υ, contradicting with Υ being
not self-contradicting. □
Intuitively, the lemma tells us that either half of the stakes are
honest, or half of the computational power is honest. Hence,
by giving half probability to each type of resource, intuitively
we would have at least roughly 1

4 probability of selecting an
honest coin producer, as long as Υ is not self-contradicting.

Now to choose a PoS (or PoW) node as the coin producer,
a node A computes hash(beacon | current round number |
CA’s public key) for every node CA ∈ SA (or CA ∈ WA).
The CA yielding the smallest hash value will be the coin
producer from A’s perspective. Note that CA may be different
for different A’s. Finally, if A is a coin producer from its own
perspective, then A will locally generate a uniformly random
bit, and send that bit to all nodes in WA ∪ SA.

We can now prove:

Lemma 5: If |W| ≥ (1 − fw)m, |S| ≥ (1 − fs)m, and if
the security region Υ is not self-contradicting, then except for
negligible probability with respect to m, we have:

• At least with constant positive probability, there exists
a single honest node C such that CommonCoin() returns
the bit b on all nodes in W∪S, where b is the uniformly
random bit generated by C.

Proof: See Appendix C. □

Comment on Lemma 5. Lemma 5 implies that with pos-
itive constant probability, CommonCoin() returns 0 on all
nodes in W ∪ S, and also with positive constant probability,
CommonCoin() returns 1 on all nodes in W ∪ S.
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E. Formal Guarantees of Generalized BA Core()

We have explained the design of Generalized BA Core(),
including the various building blocks. Now we formalize its
end-to-end security guarantees:

Theorem 6: Consider any execution where the beacon
chooses the block proposer from PoW nodes, all nodes in
W ∪ S invoke Generalized BA Core(), |W| ≥ (1 − fw)m,
|S| ≥ (1 − fs)m, and the security zone Υ is not self-
contradicting. Then regardless of the behavior of other nodes,
we must have:

• Agreement. Except for negligible probability with re-
spect to m and k, all nodes in W ∪ S must have the
same return value from Generalized BA Core().

• Validity. Let L be the node with the best PoW so-
lution among all honest and malicious nodes. If L is
honest, then all nodes in W ∪ S must get xL (i.e., the
block that L wants to propose) as the return value from
Generalized BA Core().

Proof: See Appendix D. □

Comment on Theorem 6. Theorem 6 assumes that the block
proposer is a PoW node. If the block proposer is a PoS node,
a similar theorem can be proved using a similar proof.

VII. IMPLEMENTATION AND EXPERIMENTAL RESULTS

We have implemented a research prototype of our
blockchain design. Our prototype enables us to quantify the
performance of our design, via concrete experiments.

A. Implementation Details and Experimental Methodology

Our implementation is in Java. We use (loosely-
synchronized) system time to determine the rounds, and use
TCP for communication. We use 10 Linux machines in a local-
area network as our test-bed. To scale up our experiments, we
run 50 blockchain nodes on each machine, which gives total
500 nodes in our experiments. Due to constraints in CPU
and physical memory, nodes on the same physical machine
are implemented as separate Java threads. Of course, these
nodes do not interact/communicate with each other through
the shared memory. In our experiments, we let all 500 nodes
be both stake holders (each holding 1 stake) and computational
power holders (each holding 1 unit of computational power).
Similar to some prior works [6], [9], the overlay network
in our experiments is formed by letting each node connect
to 4 (uniformly) random nodes, and let each node accept
all incoming connections. On average, this gives each node
8 neighbors in the overlay topology. In certain steps in our
protocol, a node needs to send/forward many digital signatures.
We assume that these signatures can be aggregated via a
suitable aggregate signature scheme (e.g., [26]).

Algorithm 2 in our design invokes Generalized GC 012(),
and Generalized GC 012() directly operates on the blocks.
This will cause the messages in Generalized GC 012()
to be rather large. Our implementation uses a simple op-
timization, where the invocation of Generalized GC 012()

TABLE II: Experimental parameters.

PoS committee size 500
PoW committee size 500
round duration 10 seconds
value of k in Algorithm 2 10
security region to tolerate as in Figure 1(d)
block size (MB) 10, 25, 50, 75, 100
allocated time for block propagation (seconds) 69, 157, 292, 439, 576

is done over the hashes of the blocks, rather than over the
blocks themselves. The actual blocks are propagated outside
of Generalized GC 012(). Appendix E gives the details of
this simple optimization.

A round in our algorithm is composed of receiving messages
and then sending messages. In some of our subroutines,
the last round only involves the receiving of messages. Our
implementation naturally combines such a round with the
immediate next round in the algorithm. For block propagation,
since sometimes a block can be large, we fragment a block
into smaller pieces.

For simplicity, we have excluded the following aspects in
our implementation which do not affect the experimental re-
sults: (1) Due to CPU constraints, we did not implement digital
signatures, aggregate signatures, or secure hashes. Instead, we
use dummy data with the same size to replace them. For the
same reason, we did not implement the PoW solving phase.
Instead, the PoW committee is formed, simply by choosing
uniformly random PoW nodes. We apply a random ordering
among the members in the PoW committee, as the ordering of
PoW solution quality. (2) We did not implement transactions.
Instead, we fill each block with garbage bits. Consequently,
there is no transfer of stakes in our experiments. (3) We did
not implement any beacon generation mechanism. Instead, we
directly inject random beacons when needed.

Table II gives the various parameters used in our ex-
periments. Our design allows us to choose the size of the
blocks, and we will experiment with 10MB to 100MB. Our
design allocates a fixed amount of time for block propagation.
To determine how much time we should allocate, we run
experiments to measure the time needed to propagate a block
(of a given size) to all nodes, under our settings. We then
pessimistically allocate 2 times of that amount, in our protocol
(for that block size). For example, we observe that propagating
a 10MB block takes 34.7 seconds, and hence we allocate 69
seconds. Note that even if the block fails to propagate to all
nodes in 69 seconds, it will not affect safety/security. The
only consequence is that the nodes may end up agreeing on
an empty block.

B. Experimental Results

All our experimental results are averaged over 5 runs.
Our goal. The primary goal of our experiments is to determine
whether our blockchain design can deliver reasonably good
performance to end-users, in terms of transaction throughput
and block confirmation latency. These two metrics are the
key performance measures, from the end users’ perspective.
The most related prior work to our work is Fitzi et al. [16].
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Fig. 4: Block confirmation latency.

Unfortunately, they did not give direct experimental results on
throughput and confirmation latency. Also, their experiments
involve only 4 nodes, rather than 500 nodes as in our exper-
iments. This makes it impossible to do a direct comparison
with [16]. Hence we will use Bitcoin [1] as a basic reference
point, whose performance and usability are well-understood.

It is important to remember that the contribution of our work
is not about better performance. Instead, our contribution is in
achieving optimal resilience, and tolerating security regions
that no existing protocol can tolerate. Hence, we only aim to
show that our performance is reasonably good.

Throughput. Same as some prior works [6], [9], we define
transaction throughput as the total size of all the blocks
confirmed with a certain time period divided by the duration
of that time period. Figure 3 plots the measured throughput
of our blockchain, under different block sizes. As expected,
the throughput of our blockchain increases with the block
size. With appropriate block size (e.g., 50MB), our blockchain
gives a good throughput of about 60KBps. Under a typical
0.5KB transaction size, this would translate to about 120
transactions/second. As a basic reference point, Bitcoin has
a throughput of about 1.7KBps.

Confirmation latency. Block confirmation latency is the time
needed, after a block is proposed, for the block to get con-
firmed (i.e., its position in the ledger to be finalized). Figure 4
plots the measured block confirmation latency, under different
block sizes. The confirmation latency increases with the block
size, since larger blocks take more time to propagate, and
hence longer to confirm. The overall confirmation latency is
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reasonably good — for example, with 50MB block size, our
confirmation latency is below 10 minutes. As a basic reference
point, Bitcoin takes about 60 minutes to confirm a block, since
Bitcoin generates one block every 10 minutes, and a block
needs to be “6-blocks-deep” to get confirmed.
Deeper understanding. To gain some deeper understanding,
Figure 5 combines Figure 3 and 4, to highlight the trade-off
between throughput and confirmation latency. A larger block
size enables our blockchain to deliver a higher throughout,
but at the cost of larger block confirmation latency. Different
applications hence may choose different trade-offs on this
spectrum, by choosing the corresponding block sizes.

Figure 6 further provides the breakdown of the measured
confirmation latency into two components. The first com-
ponent is for block propagation, while the second one is
for running the BA protocol and achieving agreement on
the block. Th figure shows that the increase of confirmation
latency under larger blocks is almost entirely due to the first
component. This is as expected, since our BA protocol actually
operates on the hash of the block (see Appendix E), and is
insensitive to the block size.

VIII. GENERALIZING TO MULTIPLE RESOURCES

Our design for combining PoW and PoS can be naturally
generalized to combining more resources. The reason is that
our blockchain design is largely independent of PoW and PoS
— the only place where PoW and PoS are used is in the
2D-quorums. Now if we have t > 2 different resources, one
could naturally generalize the 2D-quorums to t-dimensional
quorums. The design of the BA protocol (other than the
quorums) does not need to be changed at all.
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IX. CONCLUSIONS

This paper has proposed the design, analysis, implemen-
tation, and evaluation of a novel blockchain protocol that
combines PoS and PoW. Our blockchain offers optimal re-
silience, namely, we can tolerate every security region that is
not self-contradicting. Our design also avoids PoW difficulty
adjustment when combining PoW and PoS. To achieve these
results, we use the key novel technique of 2D-quorums, which
can also be of separate independent interest. Finally, our design
naturally extends to combining more resources.
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APPENDIX

A. Complete Pseudo-code and Proofs for
Generalized GC 01()

Algorithm 3 gives the complete pseudo-code for our
Generalized GC 01() subroutine, where the parts related to
2D-quorums have been highlighted. Throughout the pseudo-
code, we view the id of a PoW node as containing both its
public key and the best PoW solution that it has found. These
PoW solutions are needed for Line 23.

High-level structure. We now explain the high-level internal
structure of Generalized GC 01(), which is the same as the
{0, 1}-Graded Broadcast protocol in [24].

In the first round, each node A sends its binary input value
xA, together with A’s signature. Let us call such an A as a
broadcaster. In the second round, each node A first receives
all the incoming messages, which were sent in the first round.
Next, A forwards each such message, after adding A’s own
signature (called a counter-signature).

The last round is the key. For each broadcaster B and a
value x signed by B in the first round, node A checks two
conditions: i) there are “sufficient” counter-signatures for B’s
signature on x (Line 20), and ii) there is no counter-signature
for some other value x′ ̸= x signed by B. If both conditions
are met, then A views B as a voter for the value x. Finally,
A will return a value x if there are “sufficient” voters for that
x value (Line 24 and 25), or return the common coin if there
is no such x value.

In the original design in [24], the condition of “sufficient”
is simply defined to be “more than n

2 ”. In our adaptation,
we change this condition to be “having a 2D-quorum”. The
specifics of the 2D-quorum need to be different in different
places, and we explain one by one.

2D-quorum at Line 20. At Line 20, for each broadcaster
B and binary value x signed by B, node A checks whether
there are “sufficient” counter-signatures for that. Let G =
SigSetA(B, x) be the set of nodes doing these counter-
signatures. We consider G as “sufficient” here, if G is a 2D-
quorum for ⟨WA,SA⟩.

This will work because: i) by Theorem 3, the properties
[P1] and [P2] must both hold for G; and ii) [P1] and [P2] are
the only properties needed at Line 20. We will later formalize
such arguments, by providing a complete proof.

2D-quorum at Line 24 and 25. At Line 24 (Line 25), node
A checks whether the set of votes for the value 0 (1) is
“sufficient”. Here we need the 3 properties [P1], [P2], and
[P3] to hold.
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Algorithm 3 Generalized GC 01(xA). Let A denote the id of invoking node.
// first round

13: send ⟨xA, SigA(xA)⟩ to nodes in WA ∪ SA;
// second round

14: receive messages from nodes in WA ∪ SA, and ignore messages from other nodes;
15: for each B ∈WA ∪ SA: if ⟨x, SigB(x)⟩ was received for some x then send ⟨x, SigB(x), SigA(SigB(x))⟩ to nodes in WA ∪ SA;

// third round
16: receive messages from nodes in WA ∪ SA, and ignore messages from other nodes;
17: votersA[0]← ∅; votersA[1]← ∅;
18: for each B and each x ∈ {0, 1} do
19: SigSetA(B, x)← {C | message ⟨x, SigB(x), SigC(SigB(x))⟩ was received at Line 16};
20: if IsQuorum(SigSetA(B, x), WA, SA, Υ) and (I did not receive ⟨x′, SigB(x

′), SigC(SigB(x
′))⟩ for ∀C ∈WA ∪ SA and ∀x′ ̸= x)

then add B to votersA[x]; // we say this vote is due to B
21: endfor
22: VA ← {B | B is a PoW node and Line 16 received message ⟨x, SigB(x), SigC(SigB(x))⟩ with any C ∈WA ∪ SA and any x};
23: if |VA| > m then keep the top m nodes in terms of PoW solution quality and remove all other nodes from VA;
24: if IsQuorum(votersA[0], VA, SA, Υ) then return 0;
25: elseif IsQuorum(votersA[1], VA, SA, Υ) return 1;
26: else return CommonCoin(); endif

Recall that [P3] means that if one honest node A believes
that a set G of votes is “sufficient” for 0, and if another honest
node D believe that a set G′ is “sufficient” for 1, then G and
G′ must intersect. Such intersection prevents A from seeing a
2D-quorum for 0, when D sees a 2D-quorum for 1. Figure 2
earlier illustrated that simply requiring G (G′) to be a 2D-
quorum for ⟨WA,SA⟩ (⟨WD,SD⟩) will not work — namely,
G and G′ might not intersect.

To deal with this, each node A constructs the set VA, which
contains all those nodes B, where B is a PoW node and where
A has seen at least one counter-signature for B’s signature. If
|VA| > m, we further truncate VA, by only keeping the top
m nodes (in terms of PoW quality) in VA. Note that VA may
still be different for different A’s. Line 24 now requires G
(specifically, votersA[0]) to be a 2D-quorum for ⟨VA,SA⟩.
The requirement at Line 25 is similar.

End guarantees of Generalized GC 01(). Theorem 7 next
proves the agreement property of Generalized GC 01():

Theorem 7: Consider any execution where all nodes in W∪
S invoke Generalized GC 01(), |W| ≥ (1 − fw)m, |S| ≥
(1 − fs)m, and the region Υ is not self-contradicting. Then
regardless of the behavior of other nodes, there can never be
two nodes A1 ∈W∪ S and A2 ∈W∪ S such that A1 returns
at Line 24 while A2 returns at Line 25.

Proof: Prove by contradiction, and assume that such A1 and
A2 exist. Consider the value of VA1

and VA2
at Line 24, and

define VA1A2 = VA1∩VA2 . Imagine that the nodes in VA1 are
sorted: The primary sorting key is whether the node belongs
to VA1A2

, and nodes in VA1A2
are ordered before nodes not in

VA1A2
. The secondary sorting key is the quality of the node’s

PoW solution, in decreasing order. We use VA1
[i] to note the

ith element in VA1 after sorting. Similarly define VA2 [i].
Consider any i ∈ [1,m], and let B1 = VA1

[i]
and B2 = VA2

[i]. We claim that it is impossible
for A1 to add B1 to votersA1 [0], if A2 adds B2 to
votersA2 [1]. We prove this claim via a simple contra-

diction. Since A1 adds B1 to votersA1
[0], the condi-

tion IsQuorum(SigSetA1
(B1, 0), WA1

, SA1
, Υ) must hold.

By [P2] in Theorem 3, there must exist some node C1 ∈W∪S,
such that C1 ∈ SigSetA1

(B1, 0) and C1 sends A1 the message
⟨0,SigB1

(0),SigC1
(SigB1

(0))⟩ at Line 15. Since C1 ∈W∪ S
and is honest, C1 must also send this message to A2 at Line 15.
Similarly, there must also exist C2 ∈W∪S such that C2 sends
A1 the message ⟨1,SigB2

(1),SigC2
(SigB2

(1)⟩ at Line 15. We
consider two cases:

• B1 ∈ VA1A2
. In this case, we must have B1 = B2. After

A1 receives the message from C2 at Line 16, the second
part of the condition at Line 20 makes it impossible for
A1 to adds B1 to votersA1 [0].

• B1 /∈ VA1A2
. In this case, we must have B2 /∈ VA1A2

and
B1 ̸= B2. At Line 22, A1 must add B2 to VA1

, due to
the message from C2. Similarly, A2 must add B1 to VA2

at Line 22. If B1’s PoW solution is better than B2’s, then
since B2 ∈ VA2 , node B1 should also be in VA2 . This
contradicts with B1 /∈ VA1A2 . A similar contradiction
arises if B2’s PoW solution is better than B1’s.

We have proved our claim that ∀i ∈ [1,m], it is impossible
for A1 to add VA1 [i] to votersA1 [0], if A2 adds VA2 [i]
to votersA2 [1]. A similar reasoning also shows that it is
impossible for A1 to add SA1

[i] to votersA1
[0], if A2 adds

SA2
[i] to votersA2

[1].
Next, define countW0 = |votersA1

[0] ∩ VA1
|, countS0 =

|votersA1
[0] ∩ SA1

|, countW1 = |votersA2
[1] ∩ VA2

|, and
countS1 = |votersA2

[1] ∩ SA2
|. Our earlier claim then

immediately implies that countW0 + countW1 ≤ m and
countS0 + countS1 ≤ m.

Since A1 returns at Line 24, the condition
IsQuorum(votersA1 [0], UA1 , SA1 , Υ) must hold. This
means:

(1− countW0

m
, 1− countS0

m
) ∈ Υ (2)

Since A2 returns at Line 25, similar as above, we have (1 −
countW1

m , 1− countS1
m ) ∈ Υ. Because countW0 + countW1 ≤ m
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and countS0 + countS1 ≤ m, we know that countW0
m ≤ 1 −

countW1
m and countS0

m ≤ 1 − countS1
m . By definition of a region,

since (1− countW1
m , 1− countS1

m ) ∈ Υ, we then must also have:

(
countW0

m
,
countS0

m
) ∈ Υ (3)

But with Equation 2 and 3, the region Υ becomes self-
conflicting. □

Theorem 8 next proves the validity property of
Generalized GC 01():

Theorem 8: Consider any execution where all nodes in W∪S
invoke Generalized GC 01(b) with the same b value, |W| ≥
(1 − fw)m, |S| ≥ (1 − fs)m, and the region Υ is not self-
contradicting. Then regardless of the behavior of other nodes,
all nodes in W ∪ S must return that b value.
Proof: Consider any two nodes A and B in (W ∪
S). At Line 20, SigSetA(B, b) is guaranteed to contain
all nodes in W ∪ S. By property [P1] in Theorem 3,
IsQuorum(SigSetA(B, b), WA, SA, Υ) must hold. Together
with the fact that B never signed any other value b′ ̸= b,
we know that the condition at Line 20 must be satisfied. Then
A must add B to votersA[b]. Furthermore, we must also have
B ∈ VA ∪ SA after Line 23.

The above holds for all B ∈W∪S, which means (W∪S) ⊆
votersA[b] and (W ∪ S) ⊆ (VA ∪ SA). We next prove that:

• This makes votersA[b] a 2D-quorum for ⟨VA, SA⟩
(which is essentially the property [P1]): We have 1 −
|votersA[b]∩VA|

m ≤ 1− |W|
m ≤ fw and 1− |votersA[b]∩SA|

m ≤
fs. Hence given (fw, fs) ∈ Υ, we must also have
(1 − |votersA[b]∩WA|

m , 1 − |votersA[b]∩SA|
m ) ∈ Υ. Thus

votersA[b] is a 2D-quorum for ⟨VA,SA⟩.
• This makes it impossible for votersA[b

′] to be a 2D-
quorum for ⟨VA, SA⟩ for any b′ ̸= b (which is essentially
property [P2]): For all B ∈W∪S, node A will never add
B to votersA[b

′]. Hence (W∪S)∩votersA[b′] = ∅. As-
sume, for the purpose of contradiction, that votersA[b′]
is indeed a 2D-quorum for ⟨VA, SA⟩. This implies
(1 − |votersA[b′]∩VA|

m , 1 − |votersA[b′]∩SA|
m ) ∈ Υ. Since

|W| ≥ (1 − fw)m and W ⊆ VA, we know that
1−fw = 1−m−(1−fw)m

m ≤ 1− |votersA[b′]∩VA|
m . Similarly,

1 − fs ≤ 1 − |votersA[b′]∩SA|
m . By definition of a region,

we then must have (1− fw, 1− fs) ∈ Υ. Together with
the fact that (fw, fs) ∈ Υ, the region Υ now becomes
self-contradicting.

From the above two claims, as well as the conditions at
Line 24 and 25, we know that every node A ∈ W ∪ S must
return b. □

B. Complete Pseudo-code and Proofs for
Generalized GC 012()

Choosing a block proposer. In Generalized BA Core(),
before Generalized GC 012() is invoked, each node A needs
to use the beacon to choose a block proposer for the next
block on the blockchain. We first discuss how this is done. To

choose a block proposer, A first determines whether the block
proposer should be a PoW node or a PoS node, by using the
beacon as randomness. The proposer should be a PoS node
with half probability, and a PoW node with the remaining
half probability. If the proposer should be a PoS node, then A
further uses the beacon as randomness to choose a uniformly
random node from SA, as A’s view of the block proposer
(denoted as LA). If the proposer should be a PoW node, then
A will pick the node in WA that has the best-quality PoW
solution as LA. Note that LA may or may not be an honest
node, and LA may be different for different A’s.

In the next, we will discuss Generalized GC 012() while
assuming that the block proposer is a PoW node. The case
when LA is a PoS node is similar (in fact simpler).

Pseudo-code for Generalized GC 012(). Algorithm 4 gives
the complete pseudo-code for our Generalized GC 012()
subroutine, where the parts related to 2D-quorums have been
highlighted. Again, we view the id of a PoW node as contain-
ing both its public key and the best PoW solution that it has
found.
Generalized GC 012() is adapted from the {0, 1, 2}-

Graded Broadcast protocol in [24]. While {0, 1, 2}-Graded
Broadcast is more complex than {0, 1}-Graded Broadcast, our
adaptation is largely unrelated to other mechanisms in the
protocol. Hence we will focus on our adaptation, namely, how
we use 2D-quorums. We refer interested readers to [24] for the
overall structure and logic of Generalized GC 012(), which
are directly adopted from [24]. To be fully rigorous and for
completeness, we will later provide a self-contained proof for
Generalized GC 012().

2D-quorum at Line 40 and 49. Here we require
SigSetA(LA, x) or votersA(LA, x) to be a 2D-quorum for
⟨WA,SA⟩. This is the same idea as Line 20 earlier, and we
do not further discuss.

2D-quorum at Line 48, 50, 52, and 53. These lines are
all concerned with determining whether a set G (e.g., G =
SigSetFullZ(LA, x)) is “sufficient”. By the original design
in [24], here we need property [P4] to hold: Namely, if
one honest node A believes that G is “sufficient” from A’s
perspective, then we need every other honest node B to also
believe that G is “sufficient” from B’s perspective. How to
guarantee [P4] is not immediately obvious, since A and B
can have different committees.

But this requirement is only asymmetric. Specifically, the
original design in [24] only needs the following: If A believes
that G is “sufficient” at Line 48, then B needs to believe that
G is “sufficient” at Line 50, 52, and 53. Hence, a stronger
definition can be used at Line 48, and a weaker definition can
be used at Line 50, 52, and 53.

Specifically, we first define a simple procedure Merge(),
which takes two sets (X1 and X2) of PoW nodes as input.
The procedure sorts all the nodes in (X1 ∪X2) in decreasing
order of PoW solution quality. The procedure then returns the
first m nodes in that ordering, or all nodes if |X1 ∪X2| < m.
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Algorithm 4 Generalized GC 012(LA, xA). Let A denote the id of invoking node.
// first round

27: let LA be the node with the best PoW solution in WA; let xA be the block that A wants to propose;
28: flagA ← false;
29: send ⟨Proposer Id, LA⟩ to nodes in WA ∪ SA;

// second round
30: receive messages from nodes in WA ∪ SA, and ignore messages from other nodes;
31: flagA ← true, if any message ⟨Proposer Id, B⟩ is received with B’s PoW solution being better than LA’s;
32: if (flagA = false) and (A = LA) then send ⟨xA, SigA(xA)⟩ to nodes in WA ∪ SA; endif

// third round
33: receive messages from nodes in WA ∪ SA, and ignore messages from other nodes;
34: if (flagA = false) and (message ⟨x, SigLA

(x)⟩ was received for any x) then
35: send ⟨x, SigLA

(x), SigA(SigLA
(x))⟩ to all nodes in WA ∪ SA; // pick any one if there are multiple such x

36: endif
// fourth round

37: receive messages from nodes in WA ∪ SA, and ignore messages from other nodes;
38: SigSetFullA(LA, x)← {SigZ(SigLA

(x)) | message ⟨x, SigLA
(x), SigZ(SigLA

(x)⟩was received};
39: // In all the following, SigSetA(LA, x) is the set of signers (i.e., the Z’s) in SigSetFullA(LA, x).
40: if (flagA = false) and (IsQuorum(SigSetA(LA, x), WA, SA, Υ) holds for some x) // pick any one if there are multiple such x

and (Line 37 did not receive any ⟨x′, SigLA
(x′), SigZ′(SigLA

(x′))⟩ for ∀Z′ and ∀x′ ̸= x) then
41: send ⟨x, SigSetFullA(LA, x)⟩ to nodes in WA ∪ SA;
42: endif
43: send ⟨To Merge,WA⟩ to nodes in WA ∪ SA;

// fifth round
44: receive messages from nodes in WA ∪ SA, and discard messages from other nodes;
45: UA ←WA; for each ⟨To Merge,WB⟩ message received at Line 44 do UA ← Merge(UA,WB);
46: We say that a set G of nodes is a strong quorum for A if IsQuorum(G, Merge(UA, G), SA, Υ) holds;
47: We say that a set G of nodes is a weak quorum for A if IsQuorum(G, Merge(WA, G), SA, Υ) holds;
48: votersA(LA, x)← {Z | ⟨x, SigSetFullZ(LA, x)⟩ was received at Line 44 with SigSetZ(LA, x) being a strong quorum for A}
49: if (for some x, we have IsQuorum(votersA(LA, x), WA, SA, Υ)) and
50: (Line 44 did not receive ⟨x′, SigSetFullZ′(L

′, x′))⟩ for ∀L′, ∀Z′, ∀x′ ̸= x, with SigSetZ′(L
′, x′) being a weak quorum for A) then

51: return ⟨2, x⟩; // use any x value here if there are multiple such x
52: elseif (Line 44 received ⟨x, SigSetFullZ(L, x))⟩ for some L and Z and x, with SigSetZ(L, x) being a weak quorum for A) and
53: (Line 44 did not receive ⟨x′, SigSetFullZ′(L

′, x′)⟩ for ∀L′, ∀Z′, ∀x′ ̸= x, with SigSetZ′(L
′, x′) being a weak quorum for A) then

54: return ⟨1, x⟩; // use any x value here if there are multiple such x
55: else
56: return ⟨0, 0⟩;
57: endif

Now for the weaker requirement at Line 50, 52, and
53 on node B, we require G to be a 2D-quorum for
⟨Merge(WB , G), SB⟩. We also call such a 2D-quorum as a
weak quorum.

To prepare for the stronger requirement, we let every node
C send its WC to other nodes. Now node A will use Merge()
to merge all the WC’s received, as well as its own WA. Let the
result of the merge be UA. (Note that UA can be different for
different A’s.) For the stronger requirement at Line 48 on node
A, we require G to be a 2D-quorum for ⟨Merge(UA, G), SA⟩.
We also call such a 2D-quorum as a strong quorum.

End guarantees of Generalized GC 012(). Before proving
the end guarantees of Generalized GC 012(), we first prove
two lemmas.

Lemma 9: (Variant of [P4] for strong/weak quorum.) If
|W| ≥ (1− fw)m, |S| ≥ (1− fs)m, and the region Υ is not
self-contradicting, then in Algorithm 4, a strong quorum G
for an honest node A ∈ (W ∪ S) at Line 48 must be a weak
quorum for every honest node B ∈ (W ∪ S) at Line 50, 52,
and 53.

Proof: We know that G is a 2D-quorum for
⟨Merge(UA, G),SA⟩, and we need to prove that G is a
2D-quorum for ⟨Merge(WB , G),SB⟩. It suffices to prove
that G1 ⊆ G2, where G1 = G ∩ Merge(UA, G) and
G2 = G ∩ Merge(WB , G). Let X be any node in G1. This
implies X ∈ Merge(UA, G), and that the number of nodes in
(UA∪G) with better PoW solutions than X is at most m−1.
Hence the number of nodes in (WB ∪ G) with better PoW
solutions than X is also at most m − 1. Together with the
fact that X ∈ G ⊆ (WB ∪G), we have X ∈ Merge(WB , G)
and in turn X ∈ G2. □

Lemma 10: ([P1] and [P2] for strong/weak quorum.) If
|W| ≥ (1− fw)m, |S| ≥ (1− fs)m, and the region Υ is not
self-contradicting, then properties [P1] and [P2] must hold:

• At Line 48, where TA
w = Merge(UA, G) and TA

s = SA.
• At Line 50, 52, and 53, where TA

w = Merge(WA, G) and
TA
s = SA.

Proof: We first prove [P1] at Line 48. Let G = W ∪ S. We
must have W ⊆ Merge(UA, G). Then we have W ⊆ (G ∩
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Merge(UA, G)) = G∩TA
w. In turn, we have 1− |G∩TA

w|
m ≤ 1−

|W|
m ≤ fw. Similarly, 1− |G∩SA|

m ≤ fs. Hence given (fw, fs) ∈
Υ, we must also have (1 − |G∩TA

w|
m , 1 − |G∩TA

s |
m ) ∈ Υ. Thus

property [P1] holds at Line 48. A similar proof will also show
that [P1] holds at Line 50, 52, and 53.

We next prove [P2] at Line 48 via a contradiction, and
assume that G∩ (W∪ S) = ∅ and that G is a 2D-quorum for
⟨Merge(UA, G),SA⟩. This implies (1 − |G∩Merge(UA,G)|

m , 1 −
|G∩SA|

m ) ∈ Υ. Since |W| ≥ (1 − fw)m and W ⊆
Merge(UA, G), we know that 1 − fw = 1 − m−(1−fw)m

m ≤
1 − |G∩Merge(UA,G)|

m . Similarly, 1 − fs ≤ 1 − |G∩SA|
m . By

definition of a region, we then must have (1−fw, 1−fs) ∈ Υ.
Together with the fact that (fw, fs) ∈ Υ, the region Υ now
becomes self-contradicting. A similar proof will also show that
[P2] holds at Line 50, 52, and 53. □

Theorem 11 next proves the agreement property of
Generalized GC 012():

Theorem 11: Consider any execution where all nodes in
W ∪ S invoke Generalized GC 012(), |W| ≥ (1 − fw)m,
|S| ≥ (1 − fs)m, and the zone Υ is not self-contradicting.
Then regardless of the behavior of other nodes, if some node
A ∈W∪S returns ⟨2, v⟩ for some v, then each node B ∈W∪S
must return either ⟨2, v⟩ or ⟨1, v⟩.
Proof: Since A returns ⟨2, v⟩, the condition
IsQuorum(votersA(LA, x), WA, SA, Υ) must hold
at Line 49. By property [P2] in Theorem 3, the set
votersA(LA, v) must contain some (honest) node C ∈W∪S,
such that:

• C sent ⟨v,SigSetFullC(LA, v)⟩ to all nodes in WC ∪ SC
at Line 41, and

• SigSetC(LA, v) is a strong quorum for A at Line 48.
Because B ∈ (W∪ S) ⊆ (WC ∪ SC), node B must also have
received this message ⟨v,SigSetFullC(LA, v)⟩ at Line 44. By
Lemma 9, SigSetC(LA, v) must be a weak quorum for B at
Line 50, 52, and 53.

We further claim that at Line 53, B must have not seen
any SigSetZ′(L′, x′) for ∀L′, ∀Z ′, ∀x′ ̸= v, such that
SigSetZ′(L′, x′) is a weak quorum for B. If this claim indeed
holds, then we are done because:

• If B does return at Line 51, then since B has received
⟨v,SigSetFullC(LA, v)⟩ and since SigSetC(LA, v) is a
weak quorum for B at Line 50, the only possible return
value is ⟨2, v⟩.

• If B does not return at Line 51, then both the conditions
at Line 52 and 53 are guaranteed to be satisfied, and B
will return ⟨1, v⟩.

We now prove the earlier claim, via a contradiction. Assume
that at Line 53, node B has seen SigSetFullZ′(L′, x′) for
some L′, Z ′, and x′ ̸= v, such that SigSetZ′(L′, x′) is a
weak quorum for B. By property [P2] in Lemma 10, the
set SigSetZ′(L′, x′) must contain SigD(SigL′(x′) for some
(honest) node D ∈W∪S. This means that node D must have
sent ⟨x′,SigL′(x′),SigD(SigL′(x′)⟩ to all nodes in WD ∪ SD
at Line 35. This also implies LD = L′.

Since C ∈ (W ∪ S) ⊆ (WD ∪ SD), node C must also
receive this message at Line 37. Furthermore, given that C
sends a message at Line 41 and D sends a message at Line 35,
we must have flagC = flagD = false. We hence must
have LC = LD, since otherwise at least one of these two
flags would have been set to be true. Then since LD = L′,
we have LC = L′. This means that at Line 40, node C has
seen ⟨x′,SigLC

(x′),SigD(SigLC
(x′)⟩ with x′ ̸= v. This would

then prevent C from sending out ⟨v,SigSetFullC(LA, v)⟩ at
Line 41, which is a contradiction. □

Theorem 12 next proves the validity property of
Generalized GC 012():

Theorem 12: Let L be the node with the best PoW solution
among all honest and malicious nodes. If L is an honest
node, |W| ≥ (1 − fw)m, |S| ≥ (1 − fs)m, zone Υ is
not self-contradicting, and every node A ∈ W ∪ S invokes
Generalized GC 012(LA, xA) with LA = L and some xA,
then every honest node in W ∪ S must return (2, xL).
Proof: It is easy to see that for all node A ∈ W ∪ S, the
variable flagA will never be set to be true. Next, all node
A ∈ W ∪ S must receive the message ⟨xL,SigL(xL)⟩ at
Line 33. Since LA = L, node A must further send the message
⟨xL,SigL(xL),SigA(SigL(xL))⟩ at Line 35.

This in turn means that later at Line 38, every node in W∪S
will be included in the set SigSetA(L, xL). In turn, by property
[P1] in Theorem 3, IsQuorum(SigSetA(L, xL), WA, SA, Υ)
must hold on node A at Line 40. Because node L has never
signed on any value other than xL, node A must satisfy
all the conditions at Line 40 and will send the message
⟨xL,SigSetFullA(L, xL)⟩.

Furthermore, at Line 48, for any given Z ∈W ∪ S, the set
SigSetZ(L, xL) must be superset of W∪ S. By property [P1]
in Lemma 10, SigSetZ(L, xL) must be a strong quorum for
A, and hence Z ∈ votersA(L, xL) at Line 48. Now since
(W ∪ S) ⊆ votersA(L, xL), by property [P1] in Theorem 3,
we know that votersA(L, xL) must be a 2D-quorum for
⟨WA, SA⟩ at Line 49.

Finally, each honest node Z ∈ W ∪ S sends
at most a single message at Line 35, which is
⟨xL,SigL(xL),SigZ(SigL(xL))⟩. Even if every
node M /∈ W ∪ S signs and sends a message
⟨x′,SigL′(x′),SigM (SigL′(x′))⟩ for some L′ and some
x′ ̸= xL at Line 35, by property [P2] in Lemma 10, those
messages will still not be sufficient to make SigSetZ′(L′, x′)
a weak quorum for A at Line 50.

Hence node A must satisfy both of the conditions at Line 49
and 50, and must return (2, xL). □
Comment on Theorem 12. Theorem 12 is for the case where
the block proposer is a PoW node. A similar theorem can be
proved for the case where the block proposer is a PoS node.

C. Proof for Lemma 5

Proof for Lemma 5: By Lemma 4, we know that either
fw ≤ 1

2 or fs ≤ 1
2 . If fw ≤ 1

2 , then consider the 1
2 probability

where the coin producer is chosen from the PoW nodes.
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Define set X to be such that X contains the top |X| PoW
solutions in the system (from all malicious and honest nodes)
and X includes exactly m PoW solutions from honest nodes.
Except for negligible probability with respect to m, we have
|X| ≤ 5

4 ×
m

1−f ′
w

< 5m
2 . For each A ∈ W ∪ S, we must

have WA ⊆ X. Let Y = ∪A∈(W∪S)WA, and then we have
|Y| ≤ |X|. Among all C ∈ Y, the probability that the C with
the smallest hash(beacon|C’s public key) belongs to W is at
least (1−fw)m

|Y| . Note that C ∈ W implies that C is honest.
Hence the probability of having an honest PoW node C as
the coin producer is at least 1

2 ·
(1−fw)m

|Y| ≥ 1
10 . Such a node C

will then send its locally-generated random bit b to all nodes in
WC ∪SC , which is a super set of W∪S. Then CommonCoin()
will return the bit b on all nodes in W ∪ S.

If fs ≤ 1
2 , the lemma can also be proved similarly, while

leveraging the fact that SA is the same for all A ∈W ∪ S. □

D. Proof for Theorem 6

Proof for Theorem 6: We first prove Validity. Consider
any node A ∈ W ∪ S. By Theorem 12, we must have
⟨gradeA, blockA⟩ = ⟨2, xL⟩ after Line 9. This implies
xA = 1 immediately before Line 11. By Theorem 8, we know
that xA will remain 1 after Line 11. Hence A must return xL.

We next prove Agreement. If every node A ∈ W ∪ S has
gradeA ≤ 1 immediately after Line 9, then xA must be 0
immediately before Line 11 on all A. By Theorem 8, we know
that xA will remain 0 after Line 11. Hence all A ∈ W ∪ S
must return the empty block, and we are done.

If some node A ∈ W ∪ S has gradeA = 2 immediately
after Line 9, then consider any other node B ∈ W ∪ S. By
Theorem 11, we must have blockB = blockA immediately
after Line 9. To prove Agreement, it then suffices to prove
that xB = xA at Line 12: If xB = xA = 0 for all B, then all
nodes in W∪ S will return the empty block. If xB = xA = 1
for all B, then all nodes in W ∪ S will return blockA.

To prove xB = xA at Line 12, we focus on the k sequential
iterations of Generalized GC 01() at Line 11. For each such
iteration, Theorem 7 tells us that there can never be two nodes
in W ∪ S such that one of them returns at Line 24 while the
other node returns at Line 25. This then implies that we must
have one of the following three (mutually-exclusive) cases:

• All nodes in W ∪ S return CommonCoin() at Line 26.
• Some nodes in W∪S return 0 at Line 24, and all remain-

ing nodes in W ∪ S return CommonCoin() at Line 26.
• Some nodes in W∪S return 1 at Line 25, and all remain-

ing nodes in W ∪ S return CommonCoin() at Line 26.
Let p0 be the probability that CommonCoin() returns 0 on

all nodes in W ∪ S. Similarly define p1. By Lemma 5, there
exists positive constant p, such that p0 ≥ p and p1 ≥ p. It
is easy to see that in each of the above three cases, with
probability at least p, all nodes in W∪S return the same value
from Generalized GC 01(). We call such an iteration (out
of the k iterations) as successful. Then except with negligible
probability with respect to k (specifically, (1−p)k), there exists
at least one successful iteration. Furthermore, if iteration i is
successful, then by Theorem 8, all later iterations must be

successful as well. Hence except with negligible probability,
the last iteration is successful. This then means xB = xA for
all B ∈W ∪ S. □

E. Running Generalized GC 012() on Block Hashes Rather
Than on Blocks

A simple optimization. All line numbers in this section refer
to lines in Algorithm 2. Recall that Generalized BA Core()
invokes Generalized GC 012() at Line 9, which returns
a tuple ⟨gradeA, blockA⟩. Here blockA is a block. With
the optimization, we instead invoke Generalized GC 012()
over the hashes of the blocks, rather than over the
blocks themselves. This means that with our optimiza-
tion, Generalized GC 012() at Line 9 will return a tuple
⟨gradeA, blockhashA⟩, where blockhashA is the hash of
some block.

Of course, eventually, we still need a block rather than
just a block hash. To do so, after Line 8 chooses a block
proposer, if a node is a block proposer according to its own
view, it will construct a new block and propagate that block.
Such propagation is done before the algorithm continues on
to Line 9. We further modify Line 10 as following:

• Old version: “if gradeA = 2 then xA ← 1 else xA ← 0;
endif”

• New version: “if (gradeA = 2 and I have seen the block
corresponding to blockhashA) then xA ← 1 else xA ←
0; endif”

Finally, after Generalized BA() returns a block hash y, if a
node has seen the block corresponding to that hash, the node
will propagate that block to help other nodes to get that block.
Why this works. To see why this works, first note that the
final guarantees of Generalized BA Core() in Theorem 6
continue to hold. In particular, the Validity property will
continue to hold because if the block proposer is honest, then
it will faithfully propagate the block and the block will reach
all nodes before Line 9. Hence the condition of “I have seen
the block corresponding to blockhashA” will be satisfied on
every honest node.

Second, if Generalized BA Core() returns blockhashA
on some node A ∈W∪ S, then there must exist some honest
node B ∈ W ∪ S having xB = 1 immediately after Line 10.
The reason is that otherwise, by Theorem 8, xA would be
0 at Line 12, and Generalized BA Core() would return the
empty block (instead of blockhashA) on A. Now since B has
xB = 1 immediately after Line 10, we know that B must have
seen the block corresponding to blockhashB , and must have
gradeB = 2. By Theorem 6, we must have blockhashB =
blockhashA. This means that B holds the block that A needs,
and A will get this block once B propagates that block.
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