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Abstract. Specification mining is a process of extracting specifications, often
from program execution traces. These specifications can in turn be used to aid
program understanding, monitoring and verification. There are a number of dyna-
mic-analysis-based specification mining tools in the literature, however none so
far extract past time temporal expressions in the form of rules stating: “whenever
a series of events occur, previously another series of events happened before”.
Rules of this format are commonly found in practice and useful for various pur-
poses. Most rule-based specification mining tools only mine future-time tempo-
ral expression. Many past-time temporal rules like “whenever a resource is used,
it was allocated before” are asymmetric as the other direction does not holds.
Hence, there is a need to mine past-time temporal rules.

In this paper, we describe an approach to mine significant rules of the above
format occurring above a certain statistical thresholds from program execution
traces. The approach start from a set of traces, each being a sequence of events
(i.e., method invocations) and resulting in a set of significant rules obeying min-
imum thresholds of support and confidence. A rule compaction mechanism is
employed to reduce the number of reported rules significantly. Experiments on
traces of JBoss Application Server shows the utility of our approach in inferring
interesting past-time temporal rules.

1 Introduction

Different from many engineering products that rarely change, software changes often
throughout its lifespan. This phenomenon has been well studied under the umbrella
notion of software evolution. Software maintenance effort deals with the management
of such changes, ensuring that the software remains correct while additional features are
incorporated [18]. Maintenance cost can contribute up to 90% of software development
cost [14]. Reducing maintenance cost and ensuring a program remains correct during
evolution are certainly two worthwhile goals to pursue.

A substantial portion of maintenance cost is due to the difficulty in understand-
ing an existing code base. Studies show that program comprehension can contribute
up to 50% of the maintenance cost [17,39]. A challenge to software comprehension
is the maintenance of an accurate and updated specification as program changes. As a
study shows, documented specifications often remain unchanged during program evo-
lution [11]. One contributing factor is the short-time-to-market requirement of software
products [8]. Multiple cycles of software evolution can render the outdated specification
invalid or even misguiding.



To ensure correctness of a software system, model checking [9] has been proposed.
It accepts a model and a set of formal properties to check. Unfortunately, difficulty in
formulating a set of formal properties has been a barrier to its wide-spread adoption [5].
Adding software evolution to the equation, the verification process is further strained.
First, ensuring correctness of software as changes are made is not a trivial task: a change
in one part of a code, might induce unwanted effects resulting in bugs in other parts of
the code. Furthermore, as a system changes and features are added, there is a constant
need to add new properties or modify outdated properties to render automated verifica-
tion techniques effective in detecting bugs and ensuring the correctness of the system.

Addressing the above problems, there is a need for techniques to automatically re-
verse engineer or mine formal specifications from program. Recently, there has been
a surge in software engineering research to adopt machine learning and statistical ap-
proaches to address these problems. One active area is specification discovery [5, 38,
28, 10], where software specification is reverse-engineered from program traces. Em-
ploying these techniques ensures specifications remain updated; also it provides a set of
properties to verify via formal verification tools like model checking. To re-emphasize,
the benefits of specification mining are as follows:

1. Aid program comprehension and maintenance by automatic recovery of program
behavioral models (e.g., [28, 10, 38])

2. Aid program verification (also runtime monitoring) in automating the process of
“formulating specifications”(e.g., [5,42])

Most specification miners extract specifications in the form of automata [28, 5, 10,
38] or temporal rules [42,31]. Usually a mined automata express the whole behavior
of a system under analysis. Mined rules express strongly-observed constraints each
expressing a property which holds with certain statistical significance.

Rules mined in [42,30,31] express future-time temporal expressions. Yang et al.
mine two event rules of the form: “Whenever a event occur, eventually another event
occur in the future” [42]. Lo et al. mine temporal rules of arbitrary length of the form:
“Whenever a series of event occur, eventually another series of event occur in the fu-
ture” [30,31]. In this work, we extend the above work by mining past-time temporal
expressions of this format:

Vi i Vi Te ur, viously, i \Y
“Whenever a series of events occur, previously, another series of events
post happened before”

The above rule is denoted as pre — p post, where pre and post corresponds to the
premise (pre-condition) and consequent (post-condition) of the rule. These set of rules
can be expressed in past-time temporal logic (Linear Temporal Logic (LTL) + past time
operators [24]) and belong to two of the most used families of temporal logic expres-
sions for verification (i.e., precedence and chain-precedence) according to a survey by
Dwyer et al. [12]. Some example specifications of the above format are as follows:

1. Whenever a file is used, it was opened before.
2. Whenever a socket is written, it was initialized before.
3. Whenever SSL _read is performed, SSL_init was invoked before.



4. Whenever a client request a resource and the resource is not granted, the resource
had been allocated to another client that requested it before.

5. Whenever money is dispensed in an Automated Teller Machine (ATM), previously,
card was inserted, pin was entered, user was authenticated and account balance was
checked before.

It has been shown that past-time LTL can express temporal properties more suc-
cinctly than (pure) future-time LTL [23,27]. Simple past-time LTL can correspond to
more complicated equivalent future-time LTL, many of which are not minable by ex-
isting techniques mining future-time LTL rules from traces [42,31]. The subset of the
past-time LTL mined by the approach presented in this paper is not minable by previous
approach in [42,31]. Our work is not meant to replace, rather to complement mining
future-time temporal rules.

In static inference of specification, Ramanathan et al. [37] mine specifications from
program source code of the form: ‘Whenever an event occur, previously, another se-
ries of events happened before”. Different from Ramanathan ef al. we analyze program
traces and we need to address the issue of repeated behaviors within program traces
(due to loops and recursions). Ramanathan et al. uses an off-the-shelf data mining al-
gorithm [3] which ignores repetitions within a sequence. Static analysis has a different
set of issues related to difficulty in analyzing pointers & references [7] and the number
of infeasible paths [6]. Also, our target specification format is more general capturing
pre-conditions of multiple event length, hence enabling user to mine for more complex
temporal properties. Also, as described later, we present a method to compact signifi-
cant rules by ‘early’ pruning of redundant rules resulting in a potentially combinatorial
speed-up and reduction in the set of mined rules. In [37], all significant rules are first
generated before redundant ones are removed. The large number of intermediary rules
(exponential to the length of the longest rule) might make the algorithm not scalable
enough to mine for rules of long length. Also, specification pertaining to behavior of
the system like the 4th specification above is not easily minable from code.

Our mining algorithm models mining as a search space exploration process. The in-
put is a set of sequences of events, where an event corresponds to an interesting method
invocation to be analyzed. The output is a set of significant rules that obeys the min-
imum thresholds of support and confidence — which are commonly used statistics in
data mining [19]. We define the support of the rule to be the number of traces where the
rule’s premise is observed. We define the confidence of the rule to be the likelihood that
the rule’s premise is preceded by the consequent. Similar to model checking, the algo-
rithm builds the solution in a bottom up fashion. It first constructs rule of short length,
and utilize several properties to throw away sub-search space not yet traversed if some
short-length rule is not significant. The search space pruning strategy ensures that the
runtime is linearly bounded to the number of significant rules rather than the size of the
input.

In addition, we observe that some rules are redundant. To address this, we employ
additional pruning strategies to throw away redundant rules. We kept the more com-
prehensive longer rules that capture more information and hence subsume the shorter
ones.



We guarantee that all mined rules are significant and non-redun- dant. Also, all
significant and non-redundant rules are mined. In data mining, an algorithm meeting
the first and second criteria above is referred to as being correct (sound) and complete
respectively (c.f., [19,25]). In this paper, we refer to the above criteria as statistical
soundness and completeness.

To demonstrate our ideas, in this paper, we experimented with traces from com-
ponents of JBoss Application Server [21]. The experiments shows the utility of our
approach in mining specifications of an industrial program.

The paper is organized as follows. In Section 2, we discuss the semantics of mined
rules. Section 3 describes our mining algorithm. Section 4 describes the experiments
performed. Section 5 describes related work. Section 6 discusses some future work and
we finally conclude in Section 7.

2 Concepts and Definitions

This section introduces preliminaries on past-time LTL and formalize the scope of rules
minable by our approach. Also, notations used in this paper are described.

Past-Time Linear-time Temporal Logic Our mined rules can be expressed in past-
time Linear Temporal Logic (LTL) [23, 24, 27]. Past-time temporal logic is an extension
of (future-time) LTL [34,20]. LTL is a logic that works on possible program paths. A
possible program path corresponds to a program trace. A path can be considered as
a series of events, where an event is a method invocation. For example, (file_open,
file_read, file_write, file_close), is a 4-event path.

There are a number of LTL operators, among which we are only interested in the
operators ‘G’,‘F’ and ‘X’ and some of their past-time counterparts ‘F~1* and X~1* .
The operator ‘G’ specifies that globally at every point in time a certain property holds.
The operator ‘F’ specifies that a property holds at that point in time or at a time in the
future. The operator ‘X’ specifies that a property holds at the next event.

The operator ‘F~!” specifies that a property holds at that point in time or at a time
in the past. The operator ‘X1 specifies that a property holds at the previous event.

Let us consider three examples listed in Table 1.

X TFI(file_open)
Meaning: At a time in the past file is opened

G(file-read — X~ TF~T(file-open))
Meaning: Globally whenever file is read, at a time in the past unlock is called

G ((account_deducted N X F (money_dispensed)) —

(XTF~Y(balance_suf fice A (X F~*(cash_requested A (X ' F~'(correct_pin A
(X~ F~ ! (insert_debit_card)))))))))

Meaning: Globally whenever one’s bank account is deducted and money is dispensed (from
an ATM), previously user inserted
debit card, entered correct pin, requested for cash to be dispensed and account balance was
checked and it sufficed.

Table 1. Past-time LTL Expressions and their Meanings



Notation LTL Notation
a—phb Gla — X TF~'p)
(a,b) —pc G((aNXFb) — (X'F~ )
a—p (bc) Gla — X'FeAX'F~'b))
(a,b) —p (c,d) G((aANXFb) - (X'F ' dAXT'F7 )
Table 2. Rules and their Past-time LTL Equivalences

Our mined rules state whenever a series of premise events occurs it was be preceded
by another series of consequent events. A mined rule denoted as pre — p post, can be
mapped to its corresponding LTL expression. Examples of such correspondences are
shown in Table 2.

Mapping to common English language expressions and for uniformity purpose, in
both the premise and consequent of the rule the time goes forward to the future (e.g.,
a is followed by b, is preceded by, c is followed by d). In the corresponding past-time
LTL expression we need to reverse the order of ¢ and d. Also note that although the
operator ‘X’ might seem redundant, it is needed to specify rules such as (a)<— p (b, b)
where the ‘b’s refer to different occurrences of ‘b’. The set of LTL expressions minable
by our mining framework is represented in the Backus-Naur Form (BNF) as follows':

rules := G(pre — post)
pre := (event)|(event AN X F(pre))
post := (event)|(event A X "1 F~1(post))

Basic Notations Let [ be a set of distinct events considered in which an event corre-
sponds to a behavior of interest, e.g. method call. Input to our mining framework is a
set of traces. A trace corresponds to a sequence or an ordered list of events from I. For
formality, we refer to this set of traces as a sequence database denoted by SeqD B. Each
trace or sequence is denoted by {(eq, €a, .. ., €enq) Where e; € I.

We define a pattern P to be a series of events. We use first(P) to denote the first
event of P. A pattern P, ++ P, denotes the concatenation of patterns P; and Ps. A pat-
tern Py ({e1, €2, ..., ey,))is considered a subsequence of another pattern Py ({f1, f2,. - -
fm)) denoted as P; C P if there exist integers 1 < iy < i < ... < i, < m such that

€1 = fil, €2 = fizw",@n = fin-

3 Mining Past Time Temporal Rules

Each temporal rule of interest has the form P; —p P, where P; and P» are two
series of events. P; is referred to as the premise or pre-condition of the rule, while P;
is referred to as the consequent or post-condition of the rule. The rules correspond to
temporal constraints expressible in past-time LTL notations. Some examples are shown
in Table 2.

In this paper, since a trace is a series of events, where an event corresponds to a
software behavior of interest, e.g., method call, we formalize a trace as a sequence

! post is in reversed order



and a set of input traces as a sequence database. We use the sample trace or sequence
database in Table 3 as our running example to illustrate the concepts behind generation
of temporal rules.

Identifier[Trace/Sequence |

S1 (c,b,a,e,b,a)
S2 (c,b,e,a,e,b,c,a)
S3 (d,a)

Table 3. Example Database — DB X

3.1 Concepts & Definitions

Mined rules are formalized as past-time Linear Temporal Logic expressions with the
format: G( ... — X~'F~!...). The semantics of past-time LTL described in Section 2
will dictate the semantics of temporal rules described here. Noting the meaning of the
temporal operators illustrated in Table 1, to be precise, a mined past-time temporal rule
expresses:

“Whenever a series of events occurred starting at a point in time (i.e. a temporal
point), previously, another series of events happened before.”

From the above definition, to generate temporal rules, we need to “peek” at interesting
temporal points and “see” what series of events are likely to occur before. We first
formalize the notion of temporal points and the related notion of occurrences.

Definition 31 (Temporal Points) Consider a sequence S of the form (a1, as, . . ., Gend)-
All events in S are indexed by their positions in S, starting at 1 (e.g., a; is indexed by

j)- These positions are called temporal points in S. For a temporal point j in S =

(a1, ..., an), the suffix (an_(;j—1y,- . ., an) is called the j-suffix of S.

Definition 32 (Occurrences & Instances) Given a pattern P and a sequence S, the
occurrences of P in S are defined by a set of temporal points T in S such that for each
j € T, the j-suffix of S is a super-sequence of P and first(P) is indexed by j. The set
of instances of pattern P in S is defined as the set of j-suffixes of S, for each j € T.

Example. Consider a pattern P (b, a) and the sequence S1 in Table 3 (i.e., (¢, b, a, e, b, a)).
The occurrences of P in S1 form the set of temporal points {2,5}, and the correspond-
ing set of instances are {(b,a), (b,a, e,b,a)}.

We define database projection operations to capture events occurring before spec-
ified temporal points. The following are two different types of projections and their
associated support notions.

Definition 33 (Projected-past & Sup-past) A database projected-past on a pattern p
is defined as:



SquB%wt = {(j,px) | the j'" sequence in SeqDB is s, where s = pr-++sx, and
sz is the minimum suffix of s containing p}

Given a pattern Px, we define supP®**(Px,SeqDB) to be the size of SquBf;iSt
(i.e., the number of sequences in SeqD B containing Px ). Reference to the database is
omitted, i.e., we write it as sup(Px), if the database is clear from the context, e.g., it
refers to input sequence database SeqD B.

Definition 34 (Projected-past-all & Sup-past-all) A database projected-past-all on a
pattern p is defined as: SeqDBE"*"~ " = {(j px) | the j™" sequence in SeqDB is s,
where s = pr++sx, and sx is an instance of p in s and first(sx) = first(p)}
Consider for example, a pattern Px, we define sup?®'~%(Px SeqDB) to be the
size of S quB%j{St_a”. Reference to the database is omitted if it is clear from the con-

text.

Definition 33 captures events occurring after the first temporal point. Definition 34
capture events occurring after each temporal point.
Example. To illustrate the above concepts, we project and project-all the example database
DBX with respect to the pattern (b, ). The results are shown in Table 4 (a) & (b) re-
spectively.

[Identifier.| Trace/Sequence]

(a) |S1 (1,(c,b,a,e))
S2 (2,(c,b,e,a,e))
Identifier| Trace/Sequence|
S1; (I,{c,b,a,e))

() [T, 1,(c)

521 (2,{(c,b,e,a,e))
522 (2,<C>)

Table 4. (a); DBXZ:’;t> & (b); DBX?;Zt)*“”

The two projection methods’ associated notions of supP®** and supP®**~ ! are dif-
ferent. Specifically, supP®*~ 2 reflects the number of occurrences of Px in SeqDB
rather than the number of sequences in SeqD B supporting Px.

Example. Consider the example database, sup?®*!((b,a), DBX) = |[DBX}**!| = 2.

<b7a>
On the other hand, sup?***=“!!((b,a), DBX) = [DBX =" | = 4,
From the above notions of temporal points, projected databases and pattern sup-
ports, we can define the support and confidence of temporal rules.

Definition 35 (Support & Confidence) Consider a temporal rule Rx (prex—postx ).
The support of Rx is defined as the number of sequences in SeqD B where prex oc-
curs, which is equivalent to supP*(prex, SeqDB). The confidence of Rx is defined
as the likelihood of postx happening before prex. This is equivalent to the ratio of
supP®(post x,SeqDBPt =) to the size of SeqDBP*st—all|

prex prex



Example. Consider DBX and a temporal rule Rx, (b, a) < p (c). From the database,
the support of Rx is the number of sequences in DBX supporting (or is a super-
sequence of) the rule’s pre-condition — (b, a). There are 2 of them — see Table 4 (a).
Hence support of Rx is 2. The confidence of the rule Rx ((b,a) —p (c)) is the
likelihood of (c) occurring before each temporal point of (b, a). Referring to Table 4(b),
we see that there is a (¢) occurring before each temporal point of (b, a). Hence, the
confidence of Rx is 1.

Significant rules to be mined must have their supports greater than the min_sup
threshold, and their confidences greater than the min_conf threshold.

In mining program properties, the confidence of a rule (or property), which is a
measure of its certainty, matters the most (c.f., [42]). Support values are considered to
differentiate high confidence rules from one another according to the frequency of their
occurrences in the traces. Rules with confidences less than 100% are also of interest due
to the imperfect trace collection and the presence of bugs and anomalies [42]. Similar
to the assumption made by work in statistical debugging (e.g., [13]), simply put, if a
program behaves in one way 99% of the time, and the opposite 1% of the time, the latter
likely corresponds to a possible bug. Hence, a high confidence and highly supported rule
is a good candidate for bug detection using program verifiers or runtime monitors.

We added the notions of support and confidence to past-time temporal rules. The
formal notation of past-time temporal rules is defined below.

Definition 36 (Past-Time Temporal Rules) A temporal rule Rx is denoted by pre — p
post (sup, conf ). The series of events pre and post represent the rule’s pre- and post-
condition and are denoted by Rx.Pre and Rx.Post respectively. The notions sup, and
conf represent the support, and confidence of Rx respectively. They are denoted by
sup(Rx) and conf (Rx) respectively.

Example. Consider DBX and the rule Rx, (b,a) —p (c) shown in the previous ex-
ample. It has support of 2 and confidence of 1. It is denoted by (b, a) —p (c)(2,1).

3.2 Monotonicity and Non-Redundancy

Our algorithm is a member of the family of pattern mining algorithms, e.g. [3,40].
Monotonicity (a.k.a. apriori) properties have been widely used to ensure efficiency of
many pattern mining techniques (e.g., [3,40]). Different mining algorithm often require
new or additional apriori property. Fortunately, past-time temporal rules obey the fol-
lowing apriori properties:

Theorem 1 (Monotonicity Property — Support) If a rule evsp —p evsc does not
satisfy the min_sup threshold, neither will all rules evsq —p evsc where evsq is a
super-sequence of evsp.

Theorem 2 (Monotonicity Property — Confidence) If a rule evsp —p evsc does
not satisfy the min_con f threshold, neither will all rules evsp — p evsp where evsp
is a super-sequence of evsc.



To reduce the number of rules and improve efficiency, we define a notion of rule
redundancy defined based on super-sequence relationship among rules having the same
support and confidence values. This is similar to the notion of closed patterns applied
to sequential patterns [40].

Definition 37 (Rule Redundancy) A rule Rx (prex— postx ) is redundant if there is
another rule Ry (prey —posty ) where:
(1) Rx is a sub-sequence of Ry (i.e., postx+prex C posty -+
prey)
(2) Both rules’ support and confidence are the same
Also, in the case that the concatenations are the same (i.e., postx ++prex =
posty ++prey ), to break the tie, we call the one with the longer premise as being re-
dundant (i.e., we wish to retain the rule with a shorter premise and longer consequent).

To illustrate redundant rules, consider the following set of rules describing an Au-
tomated Teller Machine (ATM):

R1{money_dispensed — p card_inserted, enter_pin, pin_correct
cash_request
R2|{money_dispensed — p card_inserted

R3|money_dispensed — p enter_pin

R4|money_dispensed — p card_inserted, enter_pin

RS5|money_dispensed — p enter_pin, cash_request

If all of the above rules have the same support and confidence values, rules R2-R5
are redundant since they are represented by rule R1. To keep the number of mined rules
manageable, we remove redundant rules. Noting the combinatorial nature of redundant
rules, removing redundant rules can drastically reduces the number of reported rules.

A simple approach to reduce the number of rules is to first mine a full-set of rules
and then remove redundant ones. However, this “late” removal of redundant rules is
inefficient due to the exponential explosion of the number of intermediary rules that
need to be checked for redundancy. To improve efficiency, it is therefore necessary to
identify and prune a search space containing redundant rules “early” during the mining
process. The following two theorems are used for ‘early’ pruning of redundant rules.

Theorem 3 (Pruning Redundant Pre-Conds) Given two pre-conditions Px and Py
where Px C Py, if S quBf-,‘;Gt = SquBf;‘:,St then for all sequences of events post,
rules Px <— p post is rendered redundant by Py <— p post and can be pruned.

Proof. Since Px [ Py, from Definition 37 of rule redundancy, we only need to prove
that the rules Rx (Px — post) and Ry (Py — post) have the same values of support
and confidence.

Since SquBg;St = SquBgf/St , the followings are guaranteed: (1) Px and Py
must share the same prefix (at least first(Px) = first(Py))and (2)Vs € SeqDB.
the first instance of Px corresponds to the first instance of Py. From points (1) and
(2) above, not only the first instance, but every instance of Px in SeqDB must also
correspond to an instance of Py (and vice versa). In other words, SquB’I’DL;St =

SquBi)iSt l-ﬁpSquB%;stfall _ SquB%}l/stfall.



Since SquB%;St*a” = SquB%;St*a”, and Rx and Ry share the same post-
condition, Rx and Ry must have the same support and confidence values. Hence, Rx
is rendered redundant by Ry and can be pruned.

Theorem 4 (Pruning Redundant Post-Conds) Given two rules Rx (pre —p Px)
and Ry (pre —p Py)if Px C Py and (SeqDBest =)Dt = (SeqD Brast—allybast
then Rx is rendered redundant by Ry and can be pruned.

Proof. Since Px T Py, from Definition 37 of rule redundancy, we only need to prove
that the rule Rx (pre — Px) and Ry (pre — Py ) have the same values of support
and confidence. The equality of support values is guaranteed since the two rules have
the same pre-condition.

Since (SeqDBEAst =Pt = (SeqDBRst = )P it implies
supP**t(Px,SeqDBRest =) = supP*s* (Py,SeqDBES' ). Hence, the two rules
will have the same confidence values. Hence, we have shown that Rx is rendered re-
dundant by Ry and can be pruned.

Utilizing Theorems 3 & 4, many redundant rules can be pruned ‘early’. However,
the theorems only provide sufficient conditions for the identification of redundant rules
— there are redundant rules which are not identified by them. To remove remaining
redundant rules, we perform a post-mining filtering step based on Definition 37.

Our approach to mining a set of non-redundant rules satisfying the support and
confidence thresholds is as follows:

Step 1 Leveraging Theorems 1 & 3, we generate a pruned set of pre-conditions satisfy-
ing min_sup.

Step 2 For each pre-condition pre, we create a projected-past-all database
SquBI’jﬁjt_a”.

Step 3 Leveraging Theorems 2 & 4, for each Squnggt—a”, we generate a pruned set
containing such post-condition post, such that the rule pre — p post satisfies
min_conf.

Step 4 Using Definition 37, we filter any remaining redundant rules.

4 Experiments

In this section we discuss our experiments on mining past-time temporal rules from
traces of JBoss Application Server. It shows the utility of our method in recovering
specifications of an industrial system.

JBoss AS is the most widely used J2EE application server. It contains over 100,000
lines of code and comments. The purpose of this study is to show the usefulness of the
mined rules to describe the behavior of a real software system.

Case 1: JBoss AS Security Component. We instrumented the security component of
JBoss-AS using JBoss-AOP and generated traces by running the test suite that comes
with the JBoss-AS distribution. In particular, we ran the regression tests on Enterprise
Java Bean (EJB) security implementation of JBoss-AS. Twenty-three traces of a total
size of 4115 events, with 60 unique events, were generated. Running the algorithm



on the traces with the minimum support and confidence thresholds set at 15 and 90%
respectively, 4 non-redundant rules were mined. The algorithm completed within 2.5
seconds.

A sample of the mined rules is shown in Figure 1 (left). It describes authentication
using Java Authentication and Authorization Service (JAAS) for EJB within JBoss-AS.
Roughly it describes a rule that states: “Whenever principal and credential information
is required (the premise of the rule), previously configuration information is checked
to determine authentication service availability (event 1-5 in the consequent), actual
authentication events are invoked (event 6-8) and principal information is bound to the
subject being authenticated (event 9-12)”.

Premise _’P Consequent
SimplePrincipal .toString() XLoginConflmpl.getConfEntry()
SecAssoc.getPrincipal () PolicyConfig.get()
SecAssoc.getCredential () XLoginConflmpl$1.run()
SecAssoc.getPrincipal () Authenticationlnfo.copyAppConfEntry()
SecAssoc.getCredential () Authenticationlnfo.getName()

ClientLoginModule.initialize()
ClientLoginModule.login()
ClientLoginM odule.commit()
SecA ssocActs.setPrincipal Info()
SetPrincipal InfoAction.run()

SecA ssocActs.pushSubjectContext()
SubjectThreadL ocal Stack.push()
Premise —}D Consequent
Transactionimpl.isDone() TransManL ocator.getInstance()

TransManL ocator.locate()
TransManL ocator.tryJNDI()
TransManL ocator.usePrivateAPI ()
TxManager.getlnstance()
TxManager.begin()
XidFactory.newXid()
XidFactory.getNextld()
Xidlmpl.getTrulyGloballd()
Translmpl.assocCurrentThread()
Transimpl.lock()
Transimpl.unlock()
Transimpl.getLocalId()
Xidlmpl.getLoca ld()
Localld.hashCode()
TxManager.getTransaction()

Fig. 1. A sample rule from JBoss-Security (top) and another from JBoss-Transaction (bot-
tom). Each of the rules are read from top to bottom, left to right.

Case 2: JBoss AS Transaction Component. We instrumented the transaction compo-
nent of JBoss-AS using JBoss-AOP and generated traces by running the test suite that
comes with the JBoss-AS distribution. In particular, we ran a set of transaction manager
regression tests of JBoss-AS. Each trace is abstracted as a sequence of events, where
an event corresponds to a method invocation. Twenty-eight traces with a total size of
2551 events containing 64 unique events, were generated. Running the algorithm on the
traces with the minimum support and confidence thresholds set at 25 traces and 90%



respectively, 36 non-redundant rules were mined. The algorithm completed within 30
seconds.

A sample of the mined rules is shown in Figure 1 (right). The rule describes that:
“Whenever a check is performed on whether transaction is completed (the premise of
the rule), previously connection to a server instance (event 1-4 in the consequent), ini-
tialization and utilization of transaction manager and implementation (event 5-6,10-12),
acquiring of ids (event 7-9,13-15) and obtaining of transaction from the manager (event
16) are performed before.”

5 Related Work

One of the most well-known specification mining tool is Daikon [16]. It returns value-
based invariants (e.g., x > 5, etc.) by monitoring a fixed set of templates as a program
is run. Different from Daikon, in this work, we consider temporal invariants capturing
ordering constraint among events.

Most specification mining tools mine temporal specifications in the form of au-
tomata [33, 2,28, 38, 10]. An automata specify a global behavior of a system. Different
from work mining automata, mined rules describe strongly observed sub-behaviors of a
system or properties that occur with statistically significance (i.e., appear with enough
support and confidence).

In [42], Yang et al. present an interesting work on mining two-event temporal logic
rules (i.e., of the form G(a — X F(b)), where G, X, and F are LTL operators [20]),
which are statistically significant with respect to a user-defined ‘satisfaction rate’. These
rules express: “whenever an event occurs, eventually in the future another event occurs”.
The algorithm presented, however, does not scale to mine multi-event rules of arbitrary
length. To handle longer rules, Yang et al. suggest a partial solution based on concatena-
tion of mined two-event rules. Yet, the method proposed might miss some multi-event
rules or introduce superfluous rules that are not statistically significant — it is neither
statistically sound nor complete.

In [30, 31], Lo et al. extended the work by Yang et al. to mine future-time temporal
rules of arbitrary lengths. The algorithm is statistically sound and complete. Rules of
arbitrary lengths is able to capture more complex temporal properties. Often, simple
properties are already known by the programmers while complex properties might be
missed or might be an emergent behavior.

In [32], Lo et al. mine Live Sequence Chart (LSC) from program execution traces.
LSC can be viewed as a formal form of a sequence diagram. In [32], the LSCs mined
are of the format: “whenever a chart pre is satisfied, eventually another chart main is
satisfied”. Different from standard temporal rules, LSCs impose specific constraints on
the satisfaction of a chart (pre or main). When translated to LTL, LSC corresponds to
a rather complex temporal expressions [22]. Also, different from this work, the work
in [32] only mine LSC that express future time temporal expressions. To the best of our
knowledge, LSCs focus on expressing future-time temporal expressions as it is usually
employed to express liveness properties for reactive systems.

In [29], we proposed iterative patterns to mine frequent patterns of program behav-
ior. Different from rules, patterns do not express any constraints. A rule on the other



hand expresses a constraint that state when its premise is satisfied, its consequent is
satisfied as well. For monitoring and verification purposes, constraints are needed.

There are several studies on extracting specifications from code (e.g. [4,26, 13,41,
37]). The above techniques belong to the static analysis family. In contrast, we adopt
a dynamic analysis approach in extracting specifications from execution traces. Static
and dynamic analyses complement each other (c.f., [15]). Their pros and cons have been
discussed in the literature [15, 7]. With dynamic analysis, even with the best algorithms,
the quality of specification mined is only as good as the quality of traces. With static
analysis, one is faced with the problem of pointers and infeasible paths. Some specifi-
cations pertaining to the dynamic behavior of a system can only be mined (or are much
easier to mine) via dynamic analysis.

Studies in [26, 13,41, 37] mine specifications from code, and present them in the
form of rules. The study in [26] ignores ordering of events and hence mined rules do
not describe temporal properties. Past studies on extracting rules expressing temporal
properties from code [13,41] are limited to extract two-event rules. In [37], Ramanathan
et al. mine past-time temporal rules from program code. Different with our approach,
we mine rules from program execution traces, address the issue of repetitions due to
loop and recursion in the traces and mine rules with pre-conditions of arbitrary lengths.

6 Discussion

In this section, we discuss some related issues and potential future work.

Currently we only consider method calls without consideration of their return and
parameter values. Each method call is mapped to a symbol. Often, it is necessary to
differentiate a method based on its input parameters or return values. For example, a
socket read can return success or failure. Sometimes, the return values can be inferred
from a sequence of method call. For example in OpenSSL [1], if SSL_read() is followed
by SSL_get_error(), it is likely to mean that something wrong has happened to the read.
In the future, we are looking into incorporation of the return and parameter values to
the mining process.

There are alternative definition and other sub-set of past-time temporal rules to be
mined. In this paper, the occurrence of the rule post-condition occurs before the first
event of the rule’s premise. Sometimes this condition need to be modified. For exam-
ple, consider the specification: “Whenever a function perform a blocking read on the
channel and the function exit successfully, a channel write happened before.” In the case
above, the channel write can occur before the blocking read or between the blocking
read and the function exit. A rule capturing the above specification corresponds to a
different past-time LTL expression. We leave the modification of the mining algorithm
to mine the above variant of our past-time temporal rules as a future work.

In this paper, only ordering constraint is considered. Often, both ordering and value-
based constraints are needed. Consider an embedded software running on a vending
machine. A possible specification is: “Whenever a coin is entered but later ejected,
it must be the case that the number of drinks to be dispensed == 0. Also, consider
the specification: "Whenever a non-blocking resource request is made, but it is not
granted, it must be the case that the number of resource left == 0”. We plan to follow



the approach by Mariani et al. [35] and Lorenzoli et al. [33], by merging Daikon [16],
that mines value-based invariants, with our tool.

Also similar to the argument made in [23], often there is a need to ‘forget’ past in-
formation. Adapting the example in [23], consider an automotive system with an alarm
notifying problem and a reset button to restore the system to last known good state. A
good property is to ensure that the car alarm doesn’t sound unless there is a problem
before. This corresponds to the past-time property: “whenever an alarm sound, there
must be a problem before”. However, this problem must appear after the last reset. One
need to “forget” past information whenever a reset action is taken. In mining software
specifications, if these “reset’-like events can be input to the miner, this will improve
the mining results and speed up the mining process as well.

In our experiments, we note that some of our mined rules are minor variations of one
another. This is the case since we only mine for total order. If there are two events whose
order is irrelevant, the miner might return this partial order as two separate rules. In the
future we plan to adopt the approach by Acharya et al. [2], used for mining automata
using static analysis by composing mined partial orders, and adapt it to mine for rules
expressing partial order. The partial order miner [36] used in [2] ignores repetitions in
the input sequence set. A new data mining algorithm might need to be developed to
merge our approach with the partial order miner.

Also in the list of our future work is incorporation of negation, disjunction and the
remaining LTL/past-time LTL operators not considered so far namely: until and since
operators. It is also of interest to consider merging of static and dynamic analysis for
temporal rule mining.

7 Conclusion

In this paper, we propose a technique to mine past-time temporal rules from program
execution traces. The rules state: “Whenever a series of events occur, previously another
series of events happened before”. These rules capture important properties useful for
verification, monitoring and program understanding.

Existing work on mining temporal rules focuses on future-time temporal expres-
sions. Past-time temporal logic is more intuitive and compact to express some class of
important properties. We consider our work to complement existing techniques mining
future-time temporal expressions. To the best of our knowledge, this is the first work on
mining past-time temporal rules from program execution traces where repetitions due
to loop and recursion need to be considered. Our rule format is also more general than
the precedence rule mined by static-analysis-based approach in [37].

Also, the problems of a potentially exponential runtime cost and a huge number
of reported rules have been effectively mitigated by employing search space pruning
strategies and elimination of redundant rules. Experiments on JBoss Application Server
show the utility of our technique in recovering specifications of an industrial program.
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