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Abstract

Committee selection is a fundamental building block for enabling
blockchains to scale. Most blockchains use the canonical design
for committee selection, where committee members are chosen
uniformly randomly, weighted by the stake of each node. Several
recent breakthrough works [24, 45] interestingly show that the
canonical design is not the only way to go. These works show that
by deterministically including certain nodes in the committee, we
can significantly reduce the committee size needed.

These recent designs [24, 45] however are meaningful only under
highly-centralized stake distributions. If the stake distribution is
more decentralized (i.e., with less wealth concentration), then they
quickly degrade to the canonical design. As the central contribution
of this work, we propose a novel heavy-coin committee selection
scheme or HC scheme. For more decentralized distributions, our HC
scheme is the firstand only design that can do better than the classic
canonical design. For other (highly-centralized) distributions, our
HC scheme retains the benefits of the best existing design.

1 Introduction

Background. Committee selection is a fundamental building block
for enabling blockchains to scale [15-17, 26, 31, 32, 37, 42]. Here a
committee is essentially a representative subset of nodes selected
from the system to handle critical operations. For example, Algo-
rand [26] uses committees to run its byzantine agreement protocol.
In Ouroboros [37] and Ouroboros Praos [16], an (implicit) commit-
tee proposes blocks in their longest-chain protocol.

To ensure the blockchain’s security, the committee must prop-
erly “represent” the whole system, in terms of the corruption ratio.
Namely, if at most f fraction of the stake in the system is corrupted
(i-e., held by corrupted nodes), then the corruption ratio in the
committee should not be much larger than f. For example in Al-
gorand [26] with f = 0.2, if the corruption ratio in the committee
reaches 1/3, then its byzantine agreement protocol will fail, and
the system is no longer secure. A larger committee can always
better “represent” the system, but at the cost of more nodes in the
committee (and hence larger overheads).

Canonical design. To properly “represent” the system, intuitively,
the committee members need to be chosen “uniformly randomly”
— any deviation can imply “misrepresentation”. Such uniformly
random selection is precisely what most blockchains [15-17, 26, 31,
32, 37, 42] do, and we call this as the canonical design. Specifically,
the canonical design has two versions, depending on whether the
committee size is fixed or a random variable:
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o Fixed-size [17, 31, 32, 37, 42]: The system uses some global
public randomness to repeatedly select committee members,
until the target committee size is reached. Every time a
committee member is to be selected, it is chosen from all
nodes uniformly randomly weighted by their respective
stake.

e Variable-size [15, 16, 26]: Let 7 be the smallest unit of cryp-
tocurrency that can be held by a node. A node with stake
s will act as £ virtual nodes. Each virtual node gets into
the committee with the same probability p, independently.
The final committee size is a random variable, with a fixed
expectation.

As expected, in both versions, a node with more stake has a higher
probability of getting into the committee.

Recent breakthrough [24, 45]. Committee selection is a rather
basic problem with a simple formulation. Hence on the surface,
there is not much we can do, beyond the canonical design. In the
past few years, however, several breakthrough works [24, 45] inter-
estingly show that the canonical design is not the only way to go.
We call these (i.e., the FA scheme [24] and the TPL scheme [45]) as
semi-deterministic schemes, since they all use the following para-
digm.

These schemes first find a set C of critical nodes, all of which
will be deterministically included in the committee. Each node in
C is considered to have “sufficiently large” stake, to warrant such
inclusion. Here the threshold of “sufficiently large” may be deter-
mined by a carefully designed algorithm (rather than being a fixed
value), which takes into account the entire stake distribution. Next,
additional committee members are selected from the remaining
non-critical nodes, by following the canonical design.

It has been shown [24, 45] that compared to the canonical design,
these semi-deterministic schemes can offer much better security for
the same committee size, or need much smaller committee size for
achieving the same security level. Such improvements have been
demonstrated under the real-world stake distributions of a number
of popular cryptocurrencies (e.g., Ethereum [20] and Bitcoin [5]).

Semi-deterministic schemes and highly-centralized stake
distributions. For the FA scheme, it is known [25] that the more
centralized the stake distribution is, the more improvement it can
bring. This is simply because more centralization will usually lead
to more critical nodes, which the FA scheme can effectively exploit.
Since the TPL scheme [45] also exploits critical nodes, one would
expect a similar trend. Gazi et al. [24] also observe, in one of their
experiments, that when the stake distribution is not sufficiently
centralized to give critical nodes, the FA scheme does not improve
upon the canonical design.
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In their experiments [24, 45], most of the stake distributions

used have Gini coefficients [14] above 0.7. As a reference point,
countries in today’s world have Gini coefficients ranging from 0.238
to 0.591 [46]. Note that even a difference of 0.1 in Gini coefficient
is considered significant [29].
Decentralized stake distributions. The fact that these semi-
deterministic designs [24, 45] rely on highly-centralized distribu-
tions is at odds with the hallmark decentralization goal of
blockchains. Blockchains today are actively trying to reduce their
centralization: For example, various blockchains (Ethereum [19],
Cardano [30], and Cosmos Hub [28]) are starting to impose various
hard or soft caps on a node’s stake, to make the stake distribution
less centralized.

In this work, we first obtain a more generalized set of results on
how semi-deterministic schemes [24, 45] perform under decentral-
ized distributions:

e We consider a spectrum of decentralized stake distribu-
tions, with Gini coefficients ranging from 0.2 to 0.6. This
roughly corresponds to the range of Gini coefficient of all
countries/economies (0.238 to 0.591) in the world [46].

e We evaluate both the TPL scheme [45] and the FA scheme
[24] under such distributions.

Our results show that in many cases, semi-deterministic schemes
[24, 45] degrade to the canonical design, when the Gini coefficient
is about 0.5 or smaller. This is despite that a Gini coefficient of 0.5
is actually still considered as severe inequality [29], if it were for a
country.

Our work: Heavy-coin committee selection. As the central
contribution of this work, we propose a novel committee selection
scheme called heavy-coin committee selection scheme or HC scheme.
For more decentralized distributions, our HC scheme is the first and
only design that can outperform the classic canonical design. (It is
the “only” design, since all existing designs degrade to the canonical
design under such distributions.) For other (highly-centralized)
distributions, our HC scheme retains the benefits of the best existing
design.

Note that this is not just about better end results for commit-
tee selection. More importantly, our design reveals that even for
decentralized distributions, there exist meaningful alternatives to
the classic canonical design. This implies that this basic problem of
committee selection actually has a richer structure than previously
expected.

Our approach: Heavy-coin effect. Our novel HC scheme is driven
by clear mathematical insights. Specifically, we identify and exploit
a simple, yet somewhat counter-intuitive, mathematical property,
which we call as the heavy-coin effect. The heavy-coin effect roughly
says that, to reduce uncertainty, it is better to place a small number
of bets each with large winning probability, rather than a large
number of bets each with small winning probability. Despite this
property being rather basic, it does not have a name — hence we
use our own term here.

Note that this heavy-coin effect can be subtle, because it appears
to contradict the well-known Law of Large Numbers (LLN) [18]:
By LLN, more trials make the probability distribution more concen-
trated, which seems to imply that making a large number of bets
would help to reduce uncertainty.

Our approach: Exploiting heavy-coin effect. We observe that
this heavy-coin effect can be useful in committee selection. Roughly
speaking, we will try to toss fewer number of coins (each with
“heavy” winning probability), during committee selection. Note that
our design will not involve any crypto construction.

Naively exploiting heavy-coin effect in committee selection
would result in two problems:

o First, a naive design would prevent nodes with small stake
from participating, since their stake is not sufficient to qual-
ify as even a single “heavy” coin. We overcome this by al-
lowing different nodes to toss coins with different winning
probability, and then relying on the additivity of variance
to preserve the heavy-coin effect.

e Second, with different nodes tossing different kinds of coins,
it becomes challenging to find the worst-case adversary and
to determine the needed committee size. To deal with this,
we use the idea of currency denominations, and let each
node break its stake into (a few) denominations.

Our experimental results. We have fully implemented our HC
scheme (see Appendix A). For head-on comparison, we use the
implementation of the FA scheme and TPL scheme from [45], as
well as the real-world stake distributions of a number of popular
cryptocurrencies (e.g., Ethereum and Bitcoin) from [45].

Our evaluation results show that under decentralized distribu-
tions (e.g., Gini coeflicient 0.6 or less) and realistic settings, our
HC scheme can significantly outperform all existing designs: Under
the same committee size, our HC scheme can achieve up to about
20 orders of magnitude smaller error. For achieving a given target
error, the FA/TPL scheme [24, 45] in many cases gives no benefit
over the canonical design, while our HC scheme achieves up to
30% reduction in committee size. It is important to note that such
improvements of our HC scheme do not come at the cost of any
other aspects of committee selection.

Such (up to 30%) reduction in committee size is non-trivial:

e In terms of economic efficiency, smaller committees can
help lower on-chain expenses. For example in Ethereum,
transactions are validated by a committee, and are charged
some gas fee. The gas fees are partly meant for repaying
the efforts of the committee members who validate the
transactions. A 20% smaller committee will lead to 20%
less work from the committee, which helps pave the path
to lower the gas fees. The total annual gas fees charged
from Ethereum transactions is on the order of 100 million
USD [13, 22, 23]. Thus, reduction in committee size may
potentially bring substantial economic benefits.

e Interms of performance, committees in blockchains are typ-
ically used to run byzantine agreement protocols [3, 4, 10,
27, 40, 47]. Such protocols can be communication-intensive,
with message complexities often growing quadratically
with the committee size. Such characteristics also show
up in real-world experiments in prior works [2]. As a result,
just 20% reduction in committee size could potentially lead
to performance improvement of 50%.

Finally, our evaluation also shows that under other (highly-

centralized) distributions (e.g., with Gini coefficients above 0.6),
our HC scheme retains the benefits of the best existing design.



Notation  Description

U all nodes in the system

Su stake of node u

S stake distribution of all nodes

|S| total stake in S

T minimum possible stake for a node

A adversary

t security threshold

f maximum amount of stake that the adversary
can corrupt, where f =t — €

IT committee selection protocol

k committee size

C critical nodes

H total honest weight in the committee

M total corrupted weight in the committee

r number of denominations in our HC scheme

(dy,...,d,) the denominations

Table 1: Key Notations

Roadmap. Section 2 formulates the committee selection problem.
Section 3 reviews existing designs. Section 4 presents our finding
that semi-deterministic schemes are meaningful only under highly-
centralized distributions. Sections 5 through 7 elaborates our novel
HC committee selection scheme. Section 8 presents our experimen-
tal results. Finally, Section 9 discusses related works, and Section 10
draws conclusions.

2 System Model and Attack Model

Table 1 summarizes our key notations.

Nodes and stake. We inherit the standard system/attack model
in prior works [15, 16, 24, 26, 31, 32, 37, 42, 45]. Let U be the set of
all parties (also called nodes) in the blockchain. Each node u € U
has some stake s,,, which is the amount of cryptocurrency it holds.
Without loss of generality and unless otherwise mentioned, we
assume that the stake distribution is normalized (i.e., 1y Sy = 1.0).
The stake distribution S describes the stake held by each node u € U.
Note that S is part of the blockchain state, and hence is publicly
visible to all nodes as well as to the adversary. We use |S| to denote
the total stake in S, which is 1.0 if S is normalized.

Adversary. There is some adversary A who can corrupt an arbi-
trary subset of nodes in U, so long as the total stake held by those
corrupted nodes (also called malicious nodes) does not exceed a cer-
tain threshold f (e.g., f = 0.2). If a node is not corrupted, we say
that the node is honest.

Committee selection. A committee is simply a subset of U. In
certain designs, each node in the committee further has a weight.
The weight can be different from the node’s stake. A committee
selection protocol I1 is a randomized algorithm that selects a com-
mittee from U, and assigns a weight to each node in the committee.
If the algorithm does not assign weights, we will view each node in
the committee as having the default weight of 1. We call the total
weight of the corrupted nodes (honest nodes) in the committee as
corrupted weight (honest weight) in the committee. We use M (H)

to denote the total malicious (honest) weight. We use k to denote
the committee size. (For variable-size committee selection, k will
be the expectation of the committee size.)
Security requirement. In blockchains, the selected committee is
typically used [17, 26, 31, 33] to run byzantine agreement protocols.
These protocols can only tolerate less than a certain fraction #
of corrupted weight in the committee. For example, synchronous
byzantine agreement protocols [1, 3] usually have ¢ = 1/2, while
asynchronous ones [26, 43, 47] have t = 1/3. Order-fair byzantine
agreement protocols [36, 41] need t = 1/4.

Define € =t — f to be the gap between f and t. For committee
selection to work, € must be positive. Usually blockchains use a
small € (e.g., € = 0.1 as in [24]), so that f can be close to ¢.

Error of committee selection. Following prior works [15-17, 24,
26, 31, 32, 37, 42, 45], the security (or more precisely, error) of a
committee selection protocol IT is defined via the process below:

Step 1: A chooses nodes to corrupt, while knowing U, S, ,
f. t, k, and I1. Following prior works [15-17, 24, 26, 31, 32,
37, 42, 45], here it is assumed that A does not know the
random coin flip outcomes in IT (despite that A knows II).
This assumption is fundamentally needed — otherwise A
can just cherry-pick the committee members to corrupt.
In practice, this is usually satisfied for example, by using
verifiable random functions (VRFs) [39] as in [16, 26] or by
considering slowly-adaptive adversary [17, 31, 32, 37, 42].

Step 2: The randomized algorithm II selects a committee,
while knowing U, S, 7, f, t, and k. Here IT knows neither
A nor which nodes are corrupted by A.

Step 3: The adversary wins iff % > t. Let A]Sc denote the
set of all possible adversaries for the stake distribution §
where the adversary can corrupt up to f stake. Then the
error of I1 is the worst-case adversary’s winning probability,
namely:

v
max {Pr >t (1)
Achl M+H

As commiittee selection is often periodically invoked, the
error typically needs to be negligible (e.g., 107%).

There is usually a trade-off between error and committee size:
Larger committees give smaller error, but at the cost of larger size.

3 Review of Existing Designs

A committee selection scheme usually has two versions, depending
on whether the selected committee has a fixed-size or variable-
size. Selecting a fixed-size committee usually needs some pub-
lic randomness, which can be obtained from the blockchain it-
self [31, 32, 37, 42]. For variable-size committee selection, it suffices
to use individual nodes’ local randomness. The size of the resulting
committee, however, will be a random variable with some fixed
expectation [15, 16, 26]. Our work will consider both versions.

Canonical design. Section 1 informally mentioned the canonical
design [15-17, 26, 31, 32, 37, 42]. Now we give a precise description:

e Variable-size version [15, 16, 26]: Each node u acts as s,,/7
virtual nodes. Each virtual node gets into the committee
with the same probability p = 7k, independently. Each



virtual node in the committee has the same weight 1. (If a
node has x > 1 of its virtual nodes in the committee, then
the node will have weight x.)

e Fixed-size version [17, 31, 32, 37, 42]: To select a committee
member, each node u is chosen with probability s,. This
is repeated independently for k times, giving k committee
members each with a weight of 1. (If a node is selected
x > 1 times, its weight is x.)

Semi-deterministic schemes. We call the recent FA scheme [24]
and TPL scheme [45] as semi-deterministic schemes, since they fol-
low the same paradigm. These committee selection schemes first
find a set C of nodes, which we call as critical nodes. Each node
in C is considered to have “sufficiently large” stake, to warrant its
deterministic inclusion into the committee. Each u € C is then
added to the committee, with its weight being equal to its stake.

Here the threshold of “sufficiently large” is often not based on
some formula. Instead, this may be determined via some complex
process, and may depend on U, S, f, and ¢. In fact, finding a good
threshold is a key technical focus in [24], and they have designed
various algorithms for that.

FA scheme [24]. The FA scheme has several different ways of
finding C. In our later comparison, we will actually consider an
enhanced FA scheme: We will exhaustively consider all possibilities
for C, and use the best one. Obviously doing so will only make their
results better.

After finding C and adding those critical nodes into the commit-
tee, the FA scheme selects the remaining committee members by
following the canonical design. Specifically, let k; be the number of
nodes in C, and S; be their total stake. Let ky = k—k; and S, = 1—5;:

e Variable-size version: Each node u ¢ C acts as s, /7 vir-
tual nodes. Each virtual node independently gets into the
committee with the same probability p, where 575 -p =k
Namely, doing so will in expectation select k; committee
members from non-critical nodes. Each such committee
member will have weight 572 where y is the total number
of such committee members.

e Fixed-size version: To select a committee member, each
node u ¢ C is chosen with probability SS—’; This is repeated
independently for k, times, giving k; committee members
each with weight i—z (If a node is selected x > 1 times, its

weight is x - i—;)

TPL scheme [45]. The TPL scheme follows the enhanced FA
scheme described above, except for the following. The TPL scheme
finds the best C and two multiplier ¢ and f (e.g., « = 1.1 and
B =0.9). It then constructs the committee in the same way as the
FA scheme. Next, the weight of each critical (non-critical) node in
the committee is multiplied by « (). Doing so essentially makes
the weights non-proportional [45]. Their work [45] shows that sur-
prisingly, with properly chosen « and f3, the error of the committee
can be significantly decreased.

4 Semi-deterministic Schemes under
Decentralized Stake Distributions

4.1 Overview

It is obvious that when there are no critical nodes, semi-deterministic
schemes are just the same as the canonical design. In fact, Gazi et
al. [24] already observe this in one of their experiments, for the FA
scheme. Furthermore, they explicitly point out [25] that the more
centralized the stake distribution is, the more improvement the FA
scheme can achieve. They have also quantified the Gini coefficients
for all the stake distributions they use, which range from 0.76 to
0.95.

The main focus of [24], however, is not on the effects of decen-
tralization on semi-deterministic schemes. As the first step in this
work, we aim to build upon the observations in [24], and obtain a
more generalized set of results:

o We will consider a spectrum of decentralized stake distribu-
tions, with Gini coefficients ranging from 0.2 to 0.6. This
roughly corresponds to the range of Gini coefficient of all
countries/economies (0.238 to 0.591) in the world [46].

e We will consider both the TPL scheme [45] and the FA
scheme [24].

Our results will show that in many cases, semi-deterministic schemes
[24, 45] degrade to the canonical design, when the Gini coefficient
is about 0.5 or smaller.

4.2 Reproducing Existing Results:
Semi-deterministic Schemes under
Highly-centralized Stake Distributions

Our exploration starts by reproducing the improvements achieved
by the FA scheme and the TPL scheme as shown in [24, 45]. To do so,
we use the publicly-available implementation from [45], for both the
FA scheme and the TPL scheme.!:2 We also use 4 stake distributions
that are publicly-available from [45].> These 4 stake distributions
are real-world stake distributions of 4 major cryptocurrencies?:
Ethereum [21], Bitcoin [6], BitcoinCash [7], and Dogecoin [8].
Figure 1(a) plots the error achieved by different committee sizes
in the FA/TPL scheme, as compared to the canonical design, under

5

Their implementation of the FA/TPL scheme implicitly assumes that no two nodes
have exactly the same stake. For running our experiments, we fixed this issue, and
also made the code faster in computing the tail of probability distributions. All these
only make their results better.

2Their implementation of the TPL scheme has a technicality: For achieving a certain
target error under f = a (e.g., a = 0.2), the implementation will actually find a
committee that works for f = b, where b is some value in [a,a + 0.001] (e.g.,
b € [0.2,0.201]). Hence the actual committee obtained might be slightly larger
than necessary. But we expect the effect to be negligible, since 0.001 is rather small
compared to the value of f.

3They also make available 2 additional stake distributions, which are however too
small for our investigation — the number of nodes in these distributions is sometimes
smaller than the committee size, making committee selection irrelevant.

4Some of these cryptocurrencies (e.g., Bitcoin) are Proof-of-Work blockchains, instead
of Proof-of-Stake. Nevertheless, Bitcoin still has a valid stake distribution (which
describes the amount of cryptocurrency held by each node). Hence following [45], our
evaluation also considers such stake distributions, which only makes our results more
extensive.

5Occasionally a node might be selected more than once into the committee, resulting
in multiple occurrences of the node in the committee. To allow for a direct comparison
between our results and the results in [24, 45], in this paper we always follow the
existing practice in [24, 45], and count each and every such occurrence toward the
committee size.
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Figure 1: FA/TPL scheme vs. the canonical design, under t = 1/3, € = 0.1, and various Gini coefficients.

the Ethereum stake distribution and ¢ = 1/3. The figure shows that
the FA/TPL scheme significantly outperforms the canonical design,
which is consistent with the results in [45]. We have also obtained
similar results, under the other 3 stake distributions and other ¢
values.

We now quantify how centralized these stake distributions are,
using the standard metric of Gini coefficient [14]. Gini coefficient
is widely used to quantify wealth inequality, and ranges from 0 to
1.0. For example, World Bank gives the Gini coefficients for more
than 150 countries/economies in the world [46], which range from
0.238 to 0.591. Gini coeflicient above 0.4 (respectively, 0.5) is gener-
ally viewed as high inequality (respectively, severe inequality) [29].
Hence, even a small 0.1 difference in Gini coefficient is substantial.

The Gini coefficients of the 4 stake distributions (Ethereum [21],
Bitcoin [6], BitcoinCash [7], Dogecoin [8]), are 0.874, 0.656, 0.798,
and 0.922 respectively. These are much larger than even the largest
country Gini coefficient (i.e., 0.591) in the world, indicating highly-
centralized stake distributions.

4.3 Semi-deterministic Schemes under
Decentralized Stake Distributions

We next intend to extensively examine how the FA/TPL scheme [24,
45] perform if the stake distributions are less centralized. For sys-
tematic evaluation under a spectrum of decentralized stake dis-
tributions, we obtain additional stake distributions, by applying
a simple capping mechanism to the above 4 stake distributions
from [45]. Such capping is motivated by how various blockchains
today are trying to make their stake distribution more decentral-
ized: Ethereum’s recent Pectra update [19] imposes a hard cap on
the stake of a node in its consensus protocol, Cosmos Hub has a
similar on-going proposal for imposing such a hard cap [28], while
Cardano imposes soft caps that determines the maximum stake for
which a node can get reward [30].

Specifically, our capping mechanism imposes a cap ¢ on the stake
of a node. A node with stake x > ¢ will split into | x/c| nodes each
with stake ¢, and one additional node with stake x — ¢ - [x/c]. A

smaller ¢ makes the distribution more decentralized, with a smaller
Gini coefficient. For our experiments, we use various ¢ values to
get a spectrum of distributions, with different Gini coefficients.

FA and TPL under decentralized distributions. We now eval-
uate the FA/TPL scheme under such decentralized distributions.
Figure 1 presents the results under the Ethereum stake distribution
with Gini coefficients from 0.2 to 0.6, as well as the Ethereum distri-
bution from [45] whose Gini coefficient is 0.874. We consider Gini
coeflicients from 0.2 to 0.6, because this is roughly the range of
Gini coefficient of all countries/economies (0.238 to 0.591) in the
world [46], as mentioned earlier. We view these real countries/e-
conomies as examples with a more reasonable level of centraliza-
tion.

In Figure 1, the curve for the canonical design does not change
under different Gini coefficients. This is expected, since the error
of the canonical design is a function of k, ¢, and €, and does not
depend on the stake distribution.

For the FA/TPL scheme, however, Figure 1 shows that their ad-
vantages over the canonical design quickly vanish as Gini coefficient
decreases from 0.874. For example, for achieving a target error of
107%, the FA/TPL schemes need as large committee size as the
canonical design, once the Gini coefficient is 0.5 or smaller.

Figure 1 is for the Ethereum distribution, under ¢ = 1/3. Figure 6
in Section 8 later will exhaustively present results under all 4 stake
distributions, and under various ¢ values. The results there are quite
consistent with Figure 1. Namely, the gap between the FA/TPL
scheme and the canonical design quickly vanishes, as the stake
distribution becomes more decentralized. In many cases, when the
Gini coefficient is about 0.5 or smaller, the FA/TPL schemes degrade
to the canonical design. Note that if it were for a country, Gini
coefficient of 0.5 is actually still viewed as severe inequality [29]. This
means that the degradation already happens, when the distribution
is still quite centralized.
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4.4 Critical Nodes and Stake

We next aim to better understand why the degradation starts to
happen, when the Gini coefficient is still as large as 0.5. To this
end, we consider an example committee size of about 3500. This is
the size needed by the canonical design to achieve a target error
of 107% under t = 1/3 and the Ethereum stake distribution. We
then examine the set C of critical nodes, when the FA/TPL scheme
selects a committee of this size. Let S; be the total stake held by
these critical nodes.

Figure 2 plots Sy, under various stake distributions and differ-
ent Gini coefficients. As expected, S; drops as the Gini coefficient
decreases. But perhaps surprisingly, such drop is far from linear:
There is a sharp drop around Gini coefficient of 0.5, in all cases. This
explains why the semi-deterministic schemes degrade to the canon-
ical design around Gini coefficient of 0.5. Obviously, the advantages
of these schemes come from their better handling of the critical
nodes, whose total stake is S;. When S; is small or close to zero,
their advantages naturally disappear.

Figure 2 is not artifact of capping. Recall that we apply a capping
mechanism, in order to obtain stake distributions with various Gini
coeflicients. One may wonder whether the sharp drops Figure 2
(around Gini coefficient of 0.5) are simply artifacts of such capping.
For example, imagine that a node is a critical node iff its stake
reaches some threshold y. Let ¢ be the cap. If ¢ > y, then a critical
node will remain critical after capping. But if ¢ < y, then after
capping and splitting, no node will be critical node. These seem
to imply a sharp transition when c is near y, which appears to
correspond to the sharp drops in Figure 2.

But the above reasoning (incorrectly) assumes that y is fixed.
The value of y is determined by algorithms in [24, 45], based on the
entire stake distribution. When ¢ changes, which affects the stake
distribution, y will also change. In Figure 2(a), the values of y under
different Gini coefficients can differ by as much as about an order
of magnitude. Now because y changes with c, the sharp transition
in Figure 2 cannot be simply explained by capping.

5 Our Heavy-coin Committee Selection Scheme
(Variable-size Version)

This section proposes our novel heavy-coin committee selection
scheme (HC scheme). Our HC scheme can significantly outperform
the canonical design even when the distribution is decentralized.
It is driven by clear insights, which lead to a simple design. Also,
no crypto construction is needed for our design. This section will

Algorithm 1: HEAvYCoiNCOMMITTEESEL(S, f, t, k, r)

m

1: (dy,dy,...,dr) < FINDDENOMINATIONS(S, f, ¢, k,r);

2: each node breaks down its stake into denominations
(d1,da, . . ., dy), greedily favoring larger denominations;

3: // each node in the system now has stake d; for some i

4: a node with stake d; gets into the committee with proba-
bility é—i‘k, where |S| is the total stake in S;

5: every node in committee has the same default weight 1;

present the variable-size version of our HC scheme, while Section 6
will describe the fixed-size version.

5.1 Overview of Our Design

Overview. Algorithm 1 gives an overview of our HC scheme. The
scheme first finds an appropriate set of denominations d; through
d, (where d; > d, > --- > d, = 7 and every d; is a multiple of 7).
Each node then breaks down its stake s into these denominations,
where s = x1d; + x3d; + . .. + x,d,, while greedily favoring larger
denominations. The node will then act as x; nodes each with stake
d1, x nodes each with stake d;, and so on.

After this step, each node in the system must have stake d; for
some i. Each node with stake d; will then get into the committee
with probability ﬁs_i\k independently. (We will make sure ﬁs_i\k <1,
by limiting d;.) Each node in the committee has weight of 1.

To better understand, note that if we were instead using the
canonical design, then such a node with stake d; would act as %

virtual nodes. Each virtual node would get into the committee with
]

probability p, where = p = k. Hence, the key difference here is:

o In our HC scheme: 1 node getting into the committee with
e d
probability @k.
o In the canonical design: % nodes each getting into the com-
mittee with probability p = 157k

Our technical contributions. On the surface, the high-level tech-
niques in our HC scheme are quite simple, with only “minor” dif-
ferences from the canonical design. Yet, our results later will show
significant final improvements. One may wonder why our design
has not been proposed before, despite that committee selection has
been extensively studied.

This precisely leads to our contributions at the technical level:
There are numerous similar ways of doing committee selection,



which differ from each other only in some minor/subtle aspects.
Usually these minor differences have no real impact on the final
results. But certain subtle differences (as in our HC scheme), inter-
estingly, turn out to help substantially. Hence our contribution is
less about these techniques themselves, but more about discovering
that certain subtle differences, surprisingly, can bring considerable
benefits. We manage to obtain this discovery, by being guided by
clear mathematical insights.

Remainder of Section 5. The remainder of Section 5 elaborates
our design in a bottom-up fashion. Section 5.2 and 5.3 describe
our design while assuming that there is a denomination for every
possible value, so that a node never needs to break down its stake.
Section 5.4 then discusses denominations.

5.2 Our Insight: Heavy-coin Effect

Adversary wins only at the tail of the distribution. We start
with some basic facts. Recall that the error of a committee selec-
tion scheme is the probability of the adversary winning, and the
adversary wins if the fraction of malicious weight in the committee
reaches t (e.g., t = 1/3). Also recall that f =t — e < t.

Roughly speaking, in expectation, the adversary does not win:
This is because as long as the committee represents the system
without bias (e.g., in the canonical scheme), the expected fraction of
malicious weight in the committee will be f < ¢, and the adversary
does not win. Hence, the adversary can win only at the tail of the
distribution.

Now consider the canonical design, and imagine that all the

malicious nodes combined correspond to total 2000 virtual nodes,
with each virtual node getting into the committee with probability
0.05. Let Bin(n, p) denote the binomial distribution with n inde-
pendent trials, where each trial has p success probability. Then the
total number (and hence also weight) of malicious nodes in the
committee will be X ~ Bin(2000, 0.05), with E[X] = 100. Assume
that the adversary wins iff X > 200. Figure 3 plots the PDF for X,
highlighting the region where the adversary wins.
Heavy-coin effect. We want to reduce the tail region. To this
end, we identify a basic mathematical property that will be useful.
This is illustrated in Figure 3, which shows that Bin(200, 0.5) has a
smaller tail than Bin(2000, 0.05). Note that these two distributions
have the same mean. Now if the malicious weight in the committee
followed Bin(200, 0.5) instead Bin(2000, 0.05), then the adversary
would have smaller chance of winning.

This illustrates what we call as the heavy-coin effect. Intuitively,
this effect says:

To reduce uncertainty, it is better to place a small number
of bets each with large winning probability (i.e., coins
with “heavy” winning probability) , rather than a large
number of bets each with small winning probability.

This effect can be simply shown via the variance of Bin(n, p): If
the mean is fixed at g, then smaller n will result in smaller variance,
since Var[Bin(n, p)] = np(1 - p) = p(1 - %).

Subtlety of the heavy-coin effect. The heavy-coin effect can be
somewhat counter-intuitive, because it appears to contradict with
the well-known Law of Large Numbers (LLN) [18]: According to
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Figure 3: Illustrating the heavy-coin effect.

LLN, Bin(n, p) should concentrate better when n is larger, instead
of when n is smaller. This paradox arises because the contexts are
different:

e LLN is about how w concentrates around p, for fixed
p- In such context, LLN tells us that larger n leads to better
concentration.

e Heavy-coin effect is about how Bin(n, p) concentrates around
1 = np, for fixed p. In such context, heavy-coin effect tells
us that smaller n leads to better concentration.

To further illustrate, consider X ~ Bin(2000, 0.05), Y ~ Bin(200,
0.5), and Z ~ Bin(200, 0.05), then:

e LLN says that - concentrates around 0.05 better than
z

2000
m .
e Heavy-coin effect says that Y concentrates around 100 bet-
ter than X.

5.3 Leverage Heavy-coin Effect

Leveraging heavy-coin effect in committee selection is not trivial,
and we need to deal with two challenges. We deal with these in
this section and Section 5.4.

Naive design does not work. Imagine that the adversary controls
total 0.1 malicious stake, which is spread across 3 malicious nodes,
each with 0.05, 0.03, and 0.02 stake, respectively. Recall that in the
canonical design, each virtual node holds 7 stake and gets into the
committee with p probability. Then the malicious weight in the
committee follows Bin(o‘—SS,p) + Bin(%,p) + Bin(%,p).

To exploit the heavy-coin effect, one could let each virtual node
hold 10007 stake, instead of 7 stake. This makes a virtual node “heav-
ier”: There will be fewer virtual nodes, and the “winning” probability
for each virtual node becomes larger. But this unfortunately would
prevent nodes with less than 10007 stake from participating.

Allowing different winning probabilities. We deal with this
by allowing different nodes to toss coins with different winning
probabilities. Specifically in our HC design, a node with s stake
conceptually just corresponds to a single virtual node, and this
single virtual node gets into the committee with probability 2 p.°
The malicious weight in the committee (in our earlier example) then
follows the distribution Bin(1, gp) +Bin(1, %p) +Bin(1, %p).

Now since this is a sum of 3 binomial distributions, instead of a
single binomial distribution, it is not immediately obvious whether
the heavy-coin effect still applies. Fortunately, the additivity of
variance (for independent random variables) enables us to reason
The 2 p term here is the same as the %ﬂk term at Line 4 of Algorithm 1, since here

@p:kanddi:s.



Algorithm 2: FINDDENOMINATIONS(S, f t, k, r)

15: di < argming . 5, VARZ((d1, dp, . .., dy), S, f.t, k)
16: return (dy,ds, ..., d,);

—1 \
11: (dy,do,....dy) « (1,7,...,7);
12: fori=1,2,...,r — 1: // search for value of d;’s
13: let D; be the set of candidate values for d; in its valid range;
14: // di’s valid range is [, min(%, 1)] fori=1,and [r,dj—y) for2 <i<r-1;

Procedure VARZ((dy, dz, ..., d;), S, f, 1, k):

20: Vary < Xy is corrupted %k S(1- fs—“‘k); // this is Var[M]
21: return (1 — 2t) - Varys + t2 - Varyo); // by Equation (2)

17: // all nodes should have already broken down their stake into denominations, so that each node now has stake d; for some i
18: consider the adversary that corrupts nodes one-by-one in increasing order of stake, until its budget f is used up;
19: Varotal <— Zuis corrupted rg_u‘k (1= %k) + Zu is honest %k : (l - Eg_u‘k): // this is Var[M] + Var[H]

about each of the 3 terms separately, while applying the heavy-coin
effect to each term individually. This eventually makes the variance
in our design smaller, as compared to the canonical design:

Var|[Bin(1, %p) + Bin(1, %p) + Bin(1, %p)]
T T T

= Var[Bin(1, %p)] + Var|Bin(1, wp)] + Var[Bin(1, %p)]
(by additivit;f— of variance) ' '

< Var[Bin(%,p)] +Var[Bin(w,p)] +Var[Bin(w,p)]
(by heavy—ioin effect) ! ’

= Var[Bin(g,p) + Bin(g,p) + Bin(g,p)]

(by additivity of variance)

5.4 Use Denominations to Facilitate Finding
Worst-Case Adversary

Heavy-coin effect makes it hard to find worst-case adversary.
In the canonical design, all virtual nodes are symmetric. Hence it
is trivial to find the worst-case adversary: Regardless of the ad-
versary’s choice on which nodes to corrupt, the adversary always

eventually controls at most j—; malicious virtual nodes.

Now in our HC scheme, a node u will get into the committee
with 2 p probability. This causes different nodes (with different s,,)
to be non-symmetric, making it challenging to find the worst-case
adversary. For example, should the adversary compromise three
nodes with 0.01, 0.03, and 0.06 stake each, or spend the same budget
to compromise two nodes with 0.02 and 0.08 stake each?

Not knowing the worst-case adversary for our HC scheme would
prevent us from reasoning about error, or determining the commit-
tee size needed to achieve a certain target error.

Using denominations. To overcome this, we adopt the idea of
currency denominations. We will find a small set of stake values
(d1, dy, ..., dy) as denominations, where d; > dy, > ... > d, =1
and each d; is a multiple of 7. A node breaks down its stake s into
these denominations, greedily favoring larger ones. Imagine that
s = x1d; + x3ds + . . . + x,d,. The node will then act as x; nodes with
stake d;, x; nodes with stake d,, and so on, in committee selection.

With the denomination idea, nodes in the systems will now only
have r possible stake values. For any given i € [1,r], obviously all
nodes with stake d; are symmetric: If the adversary corrupts y; of
them, it does not matter which subset of them are corrupted. Hence
the adversary can be uniquely specified by the vector (y1,y, . . ., yr)-
As long as r is small, it is feasible to exhaustively enumerate all
adversaries. Appendix B explains in detail how this is done in our
implementation.

Design of denominations. We have not yet explained how to
determine the denominations:

e What should be the value of r?
e Given r, what should be the values for d; through d,?

The value r corresponds to a trade-off between computational
overhead and effectiveness of our approach: A larger r increases
computational overhead, for searching for the worst-case adversary.
But it also helps to maximize the benefits of our design, because
breaking down a node’s stake weakens the heavy-coin effect. A
larger r gives a node more options, and hence avoids excessive
break down. Our later experiments will use a rather small r value
(e.g., 3), which is already sufficient to achieve our improvements
over existing designs.

For values of the d;’s, there is also a trade-off. To understand,
imagine r = 2 and d; = 7, so that we only need to determine d;. A
larger d; makes the heavy-coin effect stronger, since it conceptually
makes the coin “heavier”. At the same time, a larger d; implies that
fewer nodes can benefit from that heavy-coin effect, since a node
needs to have at least d; stake to benefit.

In the next, we first explain how to determine d; through d, for
given r, and then discuss how to choose r.

Determine values for the d;’s. We use a simple greedy algorithm
(see Algorithm 2) for determining d; through d,. Note that the
values of d;’s have no effect on the correctness of our committee
design. They only affect committee size: If the denominations are
not chosen in the best way, then our committee may be larger than
necessary.

Algorithm 2 first finds d;, while assuming d, =ds =...d, = 1.
It searches for d; by enumerating all candidate d; values (with a
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Figure 4: Final Var[Z], as a function of r. This is under the Ethereum stake distribution, with ¢t = 1/3, ¢ = 0.1, and an example
committee size of 3000. The dashed horizontal lines correspond to lower bounds on Var[Z].

certain granularity’), as in Line 13 of Algorithm 2. For each can-
didate value, the algorithm calculates the resulting variance of a
certain quantity Z (see later), under the worst-case adversary. It
then chooses the d; value that minimizes Var[Z]. After that, it
proceeds to dz, ds, . . ., until d,_;. Finally, d, is always 7.

Why minimizing Var[Z]. Ideally, we hope to choose denomi-
nations that can minimize the final error. Recall from Equation 1
that the error is Pr[ MAfH > t], or equivalently, Pr[Z > 0] where
Z = (1 —t)M — tH. Recall that M and H are the malicious and
honest weight in the committee, respectively.

Directly calculating Pr[Z > 0] for all possible denominations
is neither efficient nor needed: After all, even if we do not choose
the best denominations, it will only affect performance and not
security. Hence instead we use Var[Z] to guide our heuristic search:
The intuition is that, as explained earlier, the adversary only wins
at the tail, and smaller Var[Z] tends to correspond to smaller tail
probability for Z.

We will need to calculate Var[Z] under the adversary that maxi-
mizes Var[Z].2 We claim that this adversary must be the one that
corrupts the nodes one-by-one in increasing order of node stake,
until it uses up its budget of f.

To see why our claim holds, note that:

Var[Z] Var[(1 — t)M — tH]
(1 —t)%Var[M] + t*Var[H]
(1 - 2t)Var[M] + t*(Var[M] + Var[H])

@

Lemma 2 in Appendix C will prove that (Var[M] + Var[H]) is
independent of the adversary. Together with the fact that (1 — 2t)
is non-negative,” this implies that Var[Z] is maximized iff Var[M]
is maximized. Next, Lemma 3 in Appendix C will prove the earlier
adversary maximizes Var[ M]. Hence, that adversary also maximizes
Var[Z].
How many denominations? Our experiments in Section 8 later
will use rather small r value (e.g., 3), and the results there show that
doing so already enables our design to outperform existing ones.
To better understand why a small r is sufficient, we now examine
how r affects Var[Z]. Intuitively, the smaller Var[Z] is, the more

7Our implementation enumerates 1000 equally-spaced candidate d; values in the
possible range for d;, for each i.

80ne may wonder why we do not consider the adversary that maximizes the error.
The reason is that, as explained earlier, we are using Var[Z] to guide our search for
the denominations. After the denominations are determined, for computing the final
error of the committee, we will consider the adversary that maximizes the error.
This is true for all £ values (i.e., 1/2, 1/3, 1/4) that we care about.

benefit our design will be able to bring. In addition, we will compare
against a lower bound on Var[Z]. This lower bound conceptually
corresponds to r = co, where there is a denomination for every
possible value, so that a node never needs to break down its stake.10

Figure 4 plots the final Var[Z] under different r values (and the
corresponding d; through d, values). The figure shows that most
reduction for Var[Z] occurs when r increases to 2 or 3. Beyond
that, the benefit is limited. This explains why using a rather small
r value will already lead to good final results.

Figure 4 is not artifact of capping. Recall that we apply a cap-
ping mechanism, for obtaining stake distributions with various
Gini coefficients. One may wonder whether the small number of
denominations needed in Figure 4 is simply an artifact of such cap-
ping. Namely, the capping mechanism (with a cap of c) may result
in many nodes with stake c. Using just a single denomination of ¢
can already perfectly capture all those nodes.

It turns out that Figure 4 is not an artifact of such capping. Con-
sider Figure 4(a) as an example. Here in the original distribution
(before capping), only about 5% of the nodes have stake at least
¢, where c is the capping threshold. Even after capping/splitting,
those nodes comprise only 25% of the distribution. This means that
the vast majority (specifically 75%) of the nodes in Figure 4(a) were
not affected by capping at all. Capping hence cannot explain why a
small number of denominations suffices for those 75% of the nodes,
as we discover in Figure 4(a).

6 Our Heavy-coin Committee Selection Scheme
(Fixed-size Version)

The previous section has presented the variable-size version of our
HC scheme. This section explains how to extend to the fixed-size
version.

From variable-size to fixed-size. Recall that in the variable-size
version, after applying the denominations, each node will have
stake d; for some i € [1,r]. Let k; be the expected number of
committee members selected from nodes with stake d;. Obviously,
the expected size of the final committee will be }; k;.

Now to make the size of committee fixed (instead of a random
variable), we will select exactly k; committee members!! from all
0ur design always requires %k < 1. Hence if a node has stake larger than this

thresold of |S|/k, it will still need to break down its stake.

1n case k; is not an integer, one can simply round k; to the nearest integer. Such
rounding has no material effect in practice, given that committee sizes are on the order
of hundreds or more.



nodes with stake d;. To do so, conceptually, we follow our variable-
size design, while conditioning upon the number of committee mem-
bers selected being exactly k;. Namely, we first let each node get
into the committee with a certain probability. We then check the
number of committee members elected. If it is exactly k;, we are
done. Otherwise we annul the election, and repeat.

Implementation issue. The above conceptual process is not effi-
cient to implement, due to the retrying needed. But interestingly,
the result of this process is exactly the same as sampling k; nodes
without replacement (from all nodes with stake d;). The reason is
that the above process always eventually returns a set (of commit-
tee members) of size exactly k;. Since all nodes with stake d; are
symmetric with each other, all subsets of size k; are equally likely.
Hence the distribution for the final outcome is the same as sampling
without replacement. This means for implementation, we just need
to do sample without replacement.

7 Further Optimizations for Our HC Scheme

This section presents two further optimizations for our HC scheme.
Note that these optimizations are not the central contribution of our
work: Our primary contribution is about exploiting the heavy-coin
effect, as elaborated in the previous two sections. The heavy-coin
effect, as well as how we exploit it, is orthogonal to the techniques
in the optimizations in this section.

7.1 Biased Weights

Review of biased weights in [45]. Recall from Section 3 that the
TPL scheme [45] finds two multipliers & and f, for example o = 1.1
and f = 0.9, such that the weight of each critical (non-critical) node
in the committee is multiplied by & (f). Doing so essentially makes
the weights non-proportional [45] and biased.

Such biased weights help, because if the adversary corrupts a
critical node by spending a certain budget, then the reward it gets
in terms of corrupted weight in the committee is fixed. Such fixed
reward is bad for the adversary, since the adversary only wins at
the tail of the distribution, and a fixed reward essentially makes the
tail smaller. Because of this, the TPL scheme exploits such aversion
of the adversary [45], by giving the critical nodes disproportionally
larger weight.

Note that such biased weights do not result in unfairness, when
it comes to incentives: As shown in [45], incentive and security can
be decoupled. Namely, the biased weights are used only when the
parties, for example, cast votes in a byzantine agreement protocol.
The system can easily use another different set of unbiased weights,
for giving out incentives.

Biased weight in our design: Intuitions. The biased weights
in [45] no longer apply when there are no critical nodes. We will,
however, generalize this high-level idea to our design, even when
there are no critical nodes.

To see why this is possible, recall that in our design, there are
denominations d; > dy > ... > d,. Assume that d; = 0.1 and
dy = 0.02, and that there are no critical nodes. Imagine two options
for the adversary: i) corrupting 2 nodes each with stake 0.1, or ii)
corrupting 10 nodes each with stake 0.02. By the heavy-coin effect,
under the first option, the malicious weight in the committee has
smaller variance. For the same reason as earlier, the adversary will

Algorithm 3: FINDWEIGHTS(S, f, t, k, 1)

— \
1: let (dy,dy,...,d,) « FINDDENOMINATIONS(S, f, t,k,r);
2: let (w, wo, ..., w,) « (1,1,...,1);
3. fori=1,2,...,r:// determining w;
4: let ‘W; be the set of candidate values for w;;
5: let error(x) be the error of our HC scheme with
weights (wy, wy, ..., w,) where w; = x;
6: w; < argmin, .y, error(x);
7: return (wy, wa, ..., w;);

want to avert this first option. In turn, we can exploit such aversion,
by giving larger weight to the nodes with 0.1 stake.

Biased weight in our design: Details. Driven by such intuition,
in our design, if a node in the committee has stake d;, then it will
have a weight of w;, where w; > w; > ... > w,. We use a simple
greedy algorithm (see Algorithm 3) to search for the w;’s.!2

Algorithm 3 is rather basic. Better (and more sophisticated) ap-
proaches may exist. But we choose our simple design, which already
suffices for obtaining our final improvements.

7.2 Exploiting Critical Nodes when They Exist

Overview. While our focus is on decentralized distributions, we
want our design to also work well for highly-centralized distri-
butions that have critical nodes. We can easily optimize to do so,
since our design is largely orthogonal to how the critical nodes are
exploited in [24, 45]. Intuitively, when there are critical nodes, we
can let those schemes [24, 45] handle the critical nodes, and then
apply our design on the remaining (non-critical) nodes.

Details. In this optimization, we will first use the TPL scheme [45]
to select a committee T. We then keep the critical nodes (and their
weights) in T unchanged. Let x (y) be the total number (weight) of
the non-critical nodes in T. We will remove all these x nodes from
T, and then use our HC scheme to re-elect x non-critical nodes
(with the same total weight y) to join T.

To re-elect x committee members from non-critical nodes, we
invoke our Algorithm 1 through Algorithm 3 with k = x and with
S being the stake distribution of all the non-critical nodes. Let y” be
the total weight, as determined by our algorithms, of these newly-
elected non-critical nodes. We then scale each of their weights by
a factor of % so that the total weight of these new committee
members becomes y.

Finally, we observe that occasionally, even when there are critical
nodes, using the TPL scheme to exploit the critical nodes still gives
inferior results than using our HC scheme directly on all (critical
and non-critical) nodes. Hence when applying this optimization,
we will actually find two committees (one using the optimization,
and another one not using), and then adopt the better one.

121n our experiments, following [45], we search in the range of [0.5, 2] for each w;.
We use a granularity of 0.1 in the search.



8 Experimental Evaluation

We have fully implemented our HC committee selection scheme,
with publicly-available source code (see Appendix A). We use this
implementation for our experimental evaluation.

8.1 Experimental Methodology

In order to do a head-on comparison with the most relevant prior
works [24, 45], we use the same experimental methodology as pre-
viously elaborated in Section 4: As a brief reminder, we use the
publicly-available implementation from [45] for the FA scheme
and TPL scheme. We also use 4 publicly-available stake distri-
butions from [45], which are the real-world stake distributions
of Ethereum [21], Bitcoin [6], BitcoinCash [7], and Dogecoin [8].
Based on these, we obtain (see Section 4.3) a spectrum of stake
distributions, with different Gini coefficients.

Our experiments will consider various commonly-used ¢t values:
t = 1/2 as required by synchronous byzantine agreement proto-
cols [1, 3], t = 1/3 as required by asynchronous ones [26, 43, 47],
and ¢t = 1/4 as required by order-fair byzantine agreement proto-
cols [36, 41]. Recall that f =t — €, and we use € = 0.1 as in prior
work [24].

Finally, recall that a committee selection scheme has two ver-
sions: variable-size and fixed-size. Our results here will be for the
variable-size version. The results for the fixed-size version are rather
similar, which we defer to Appendix D.

8.2 Experimental Results

Comparing our HC scheme against other designs. Figure 5
provides a head-on comparison of 4 committee selection schemes:
the canonical design [15, 16, 26], the FA scheme [24], the TPL
scheme [45], and our HC scheme. These results are under the
Ethereum stake distribution and ¢ = 1/3. As in Section 4, we con-
sider Gini coefficients from 0.2 to 0.6 — this is roughly the range
of Gini coefficients of countries/economies (0.238 to 0.591) in the
world [46].

Figure 5 shows that our HC scheme always outperforms all the
existing schemes: With the same committee size, our HC scheme
can achieve up to about 20 orders of magnitude smaller error than
the FA/TPL scheme.

Reduction in committee size. To further analyze our results,
we consider an example target error of 107%°. Such 107 error is
roughly what is achieved by the committee selection mechanism in
the production deployment [9] of Algorand. The same work [9] also
explains that such a small error is necessary, because committee
selection is done repeatedly and hence error accumulation needs
to be taken into account.

We ask what committee size is needed for achieving this target
error of 107%°, under various schemes. We then quantify the reduc-
tion in the committee size achieved by the FA/TPL/HC scheme, as
compared to the canonical design. We will exhaustively consider all
4 stake distributions, as well as all values for ¢. Figure 6 summarizes
such reduction in committee size, for all the settings.

Figure 6(a)!® shows that under ¢ = 1/3 and under the Ethereum
distribution with Gini coefficient 0.6, our HC scheme can reduce
committee size by about 35% as compared to the canonical scheme,
while the FA/TPL scheme can only achieve a reduction of about
15% or less. Perhaps more importantly, for Gini coefficient 0.5,
the FA/TPL scheme gives almost zero benefit over the canonical
design, while our HC scheme still achieves about 25% reduction.
Finally, the reduction achieved by our HC scheme becomes smaller
as Gini coefficient decreases from 0.6 to 0.2. This is expected: as
the stake distribution gets closer to uniform, the heavy-coin effect
becomes less significant. Nevertheless, our HC scheme still always
outperforms the FA/TPL scheme — the FA/TPL scheme degrade to
the canonical design for all Gini coefficients 0.5 or below.

Figure 6(b)-(1) present the results under other stake distributions
as well as other ¢ values. The same general observations can be
made from these results, as in Figure 6(a). In particular, in many
cases, the FA/TPL scheme gives minimal/zero benefits over the
canonical design, while our HC scheme can still achieve to up to
about 30% reduction in committee size.

Highly-centralized stake distributions. We have shown that our
HC scheme provides significant benefits under decentralized stake
distributions, which are the focus of this work. We next aim to show
that when the stake distribution is not decentralized (i.e., highly-
centralized), our scheme still retains the benefits of the FA/TPL
scheme.

To this end, we evaluate our HC scheme under stake distributions
with large Gini coefficients. We defer these results to Appendix E.
The results there show that our HC scheme always retains the
benefits of the FA/TPL scheme. This is expected, since by Section 7.2,
our HC scheme is able to properly leverage critical nodes, as the
FA/TPL scheme does.

9 Additional Related Works

The FA scheme [24] and the TPL scheme [45] are the most closely
related works to this paper. We have already reviewed them in
Section 3, and provided a thorough comparison in Section 8. In the
following, we discuss additional related works beyond [24, 45].

Preliminary design. Kniep et al. [38] describe a preliminary design
for committee selection — it partitions the stake in the system into
equal-sized bins, and then selects one committee member from
each bin. Their work is preliminary, because it does not provide
a complete solution on how to select a committee: Specifically, it
is unclear how to choose the committee size needed for achieving
a certain security level. Their results are only for a few specific
adversaries, rather than for the worst-case adversary. It is unclear
how to reason about the worst-case adversary, given their use of
bins.

Reputation-based design. Jameel et al. [34] present a committee
selection scheme based on nodes’ reputation, where a node’s rep-
utation is computed from its past behavior. Due to the heuristic
nature of such reputation, it is unclear how to reason about the
security of their design.

3Figure 6(a) is based on the same results as in Figure 5, but presented from a different
perspective.
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Anonymity in committee selection. In some cases, we want the
committee members to remain anonymous, so that they cannot
be easily targeted by, for example, DoS attacks. There are various
ways [16, 26, 48] to achieve this. One example approach is to use
Verifiable Random Functions (VRFs) [16, 26]. Another approach is to
use zero-knowledge proof and threshold signatures [48]. Achieving
such anonymity is orthogonal to our work.

Committee selection in broader context. Committee selection
is also relevant in contexts beyond blockchains. For example, in
social choice theory, committee selection focuses on aggregating
voter preferences to select a representative subset of “candidates”.
In such context, [12, 35] have investigated various fairness issues
via a game-theoretic framework. As another example, committees
are also used in distributed learning [11], to mask the disruption
from malicious participants. These works have no direct relation
to our work, since their contexts are quite different from ours.

10 Conclusion

This work focuses on the fundamental problem of committee se-
lection, in the context of blockchains. The state-of-the-art FA/TPL
designs [24, 45] for committee selection are meaningful only under
highly-centralized stake distributions. If the stake distribution is
more decentralized, then they quickly degrade to the canonical
design. We hence propose our novel heavy-coin (HC) committee
selection scheme. Our implementation and experimental results
show that for more decentralized distributions, our HC scheme is
the first and only design that can beat the classic canonical design.
For other distributions, our HC scheme retains the benefits of the
best state-of-the-art design.
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The complete source code for our HC committee selection scheme
is publicly available at [44].

B Exhaustive Enumeration of Adversaries

Section 5.4 explained that using denominations, it becomes feasible
to search for the worst-case adversary via exhaustive enumeration.
The section explains exactly how our implementation does such
enumeration.

Let y; denote the total number of corrupted nodes each with
stake d;. Let f; denote the total stake of these y; nodes. Because all
nodes with stake d; are symmetric, the values of all the y;’s (or all
the f;’s) uniquely describe the adversary.

Conceptually, we will enumerate the f; values — doing so will be
more efficient than enumerating the y; values. We use Algorithm 4
to do so. The algorithm can be viewed as a generalization of how
the TPL scheme [45] enumerates their adversaries: In [45], their
adversary has 2 degrees of freedom (namely, for critical nodes and
non-critical nodes). While in our HC scheme, the adversary has r
degrees of freedom (i.e., for the r denominations).

Specifically, for each f; (1 < i <r — 1), Algorithm 4 enumerates
fi =0, A 2A, 3A, ..., where A is some small constant (i.e., 0.001).
Next for given f;’s (1 < i < r — 1), Algorithm 4 considers f;, =
f+(r—1)A- X! fi, subject to some boundary conditions. Note
that here:

fith+...+fi=f+-1DA>f 3)

It is obvious that Algorithm 4 skips certain adversaries. For exam-
ple, the algorithm does not enumerate the adversary with f; = 1.5A.
The extra “(r — 1)A” term in Equation 3 exactly serves to ensure
that such skipping does not cause any problem. Roughly speaking,
this extra term gives the adversary (r — 1)A extra budget, beyond
f. This extra budget ensures that every “skipped” adversary will be
“dominated” by some adversary that is indeed enumerated by Algo-
rithm 4. Hence evaluating our HC scheme against the adversaries
enumerated by Algorithm 4 will give a pessimistic upper bound
on our error probability. This also explains the role of A: Smaller
A makes the upper bound tighter, but at the cost of Algorithm 4
enumerating more adversaries (and hence larger computational
overhead).

Formally, Lemma 1 below proves that for every possible adver-
sary A*, there must exist some adversary A in the set returned by
Algorithm 4, such that A dominates A*. Here “dominates” means
that A compromises a superset of nodes as compared to A*.

LemMA 1. Consider any given adversary A* whose total budget is
f, and let f* be the total stake of those nodes that are corrupted by
A" and hold d; stake each, where 3; " < f. Then the set ¥ returned

by Algorithm 4 must contain some element (fi, fa, .
fizfiforall1<i<r.

.+, fr) such that

ProoF. We prove the lemma constructively, by finding the ele-
ment (fi, fo, ..., fr) with the desired property. Consider x; and ¥;
in Algorithm 4.

For1 <i<r -1, welet f; be the smallest element in 7; that is
larger than or equal to f;*. Such f; must exist, because x; € 7; and
x; > f*. Welet f, =min {x,, f + (r — 1)A - ¥/ f;}. We will later
prove that f, > f*. Then we immediately have that f; > f* > 0
for 1 < i < r,and that (fi, f2,..., f;) is in the set F returned by
Algorithm 4. This completes the proof.

Now we just need to prove f. > f*. If f, = x,, then f, > f
trivially holds. Hence we only prove for f, = f + (r —1)A = Y1} fi.
For 1 < i <r — 1, because two adjacent elements in ¥; differ by at
most A, we must have f; — f* < A. Then:

r—1

fr=f+(r—1)A—Zﬁ >f+(r—1)A—Z(fi*+A)

i=1

S-S

i=1

C Technical Lemmas

LEMMA 2. Var[M] + Var[H] is a fixed quantity that does not
depend on the adversaries.

ProoF. Recall that after applying the denominations, each node
u will have s, = d; for some i. Furthermore, we have ensured d;k < 1.
Node u will hence get into the committee with s,k probability. By
the additivity of variance for independent random variables, we
have:

Var[M] + Var[H]
Z suk (1 = suk) + Z suk(1 = suk)

u is corrupted u is honest

Z suk(1 = s k)

u

©

The term ;,, s, k(1 —s,k) clearly does not depend on the adversary.
m]

LEMMA 3. Var[M] is maximized when the adversary corrupts the
nodes one-by-one in increasing order of node stake, until it uses up its

budget of f.

Proor. Recall that after applying the denominations, each node
u will have s,, = d; for some i. Furthermore, we have ensured d;k < 1.
Node u will hence get into the committee with s,k probability.
Define x;, = s, if node u is corrupted, and x,, = 0 otherwise. By the
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Algorithm 4: ENUMERATEADVERSARIES()

31: fori=1,2,...,r—1:

35: x, < total stake of those nodes with stake d,;

37: return ¥;

32: x; < total stake of those nodes with stake d;;
33: Fi— {0, A, 2A, ..., L%JA, x;}, where A is some small positive constant (e.g., 0.001)
34: endfor

36: T<—{(ﬁ,fz,...,ﬁ)‘fie(fiforlSiSr—landf,:min{xr,f+(r—l)A—Z{;llf,»}andfr20}

additivity of variance for independent random variables, we have:

Var[M] = Z suk(1 = s,k)

u is corrupted

2

u is corrupted

D (k= suk?) -,

PILRY

u

(k- sukz) * Xy

(where a,, =k — s,k?) (5)

We now view Equation 5 as a linear combination of x;,’s, and view
a,’s as coefficients. Note that a,, is larger when s, is smaller. The
adversary has the constraint of )}, x,, < f. Subject to such a con-
straint, to maximize this linear combination, one should maximize
x,’s for larger a,’s. This then corresponds to the adversary that
corrupts the nodes one-by-one in increasing order of node stake,
until it uses up its budget of f. O

D Experimental Results for Fixed-size Version

Our results in Section 8 are for the variable-size version of various
committee selection schemes. In this section, we present the corre-
sponding results for the fixed-size version, in Figure 7 and 8. The
settings of these results are the same as in Figure 5 and 6, except
that the results here are for the fixed-size version. As one can see,
these results are rather similar to those in Section 8.

E Experimental Results under
Highly-centralized Stake Distributions

Section 8 mentioned that when the stake distribution is not decen-
tralized (i.e., it is highly-centralized), our HC scheme still always
retains the benefits of the FA/TPL scheme. We now give the results
under these highly-centralized stake distributions in Figure 9. As
one can see, our HC scheme either roughly matches, or outperforms,
the FA/TPL scheme under these stake distributions.

Finally, the results in Figure 9 are for variable-size committee
selection under ¢t = 1/3. We have further verified that the results
for fixed-size committee selection as well as for other ¢ values (i.e.,
t =1/2 and t = 1/4) similarly confirm the above conclusion from
Figure 9.
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Figure 8: Reduction in committee size achieved by the FA/TPL/HC scheme (fixed-size version), as compared to the canonical
design (fixed-size version). We consider Gini coefficients from 0.2 to 0.6, for the same reason as in Figure 5.
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Figure 9: Comparing our HC scheme against existing designs, under ¢ = 1/3. The 4 stake distributions (Ethereum, Bitcoin,
BitcoinCash, Dogecoin) are from [45]. As explained in Section 4, these stake distributions are highly-centralized. Note that in
all 4 sub-figures, the curve for our HC scheme overlaps with the curve for the TPL scheme.
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