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Abstract

This technical report summarizes research on data quality, provenance and truth discovery
from the last decades. It examines opportunities to use machine learning methods to enhance
data quality and provenance. This report can serve as a starting point to find the key publications
of the topics ”provenance” and ”data quality” and to do further research in those areas in general
as well as in combination with machine learning algorithms.

1 Introduction

Data quality is a topic with increasing importance as our world gets more and more dependent on data
with the increasing use of machine learning methods and the ongoing digitalization. Data provenance,
which is a term to describe the history of a data set, is useful to validate the quality, and truthfulness
of data and to investigate dependencies between different data sets. This technical report includes two
sections about research on the two areas ”data quality” and ”provenance” and a conclusion section,
where we discuss the field of truth discovery and machine learning methods to improve data quality
and provenance.
Section 2 gives an introduction into the topic of data quality and explains the challenges of finding a
general-purpose definition for the term. We gather the most important publications from the 1990s to
today and show how various authors use different methods to come up with different criteria for data
quality. Section 3 deals with the concept of provenance. We first look at the history and definitions
of provenance. Then we show different mathematical models to formulate provenance and techniques
to include provenance into workflows with databases. In section 4, the conclusion, this report briefly
shows important research from the area of truth-discovery and discusses the role of provenance and
data quality for this domain. Truth-discovery is a topic where data quality and provenance meet
machine learning methods and thus a good starting point for research, which includes the combination
of those topics. Finally, we gather thoughts of how one could use modern machine learning models to
improve provenance techniques and to enhance data quality.
Each paragraph includes two lists of other publications at the end. Those are the relevant publications
of the topic (i.e. provenance or data quality) which are citing the publications referenced in the
paragraph and the publications which are cited by the described publications.

2 Data Quality

Data Quality in the 90s Different topics and applications have different needs for their data, which
makes it difficult to come up with a single general-purpose definition for data quality. From the 1990s,
there have been several attempts to form definitions for data quality, and to create frameworks to
practically assign quality measures on data sets. Eppler et al. 2000 [29] gather and summarize the
most influential of those data quality (during this time mostly called information quality) frameworks
from the 90s. They gather 20 data quality frameworks from 1989-1999 to analyze and evaluate those
frameworks. The authors show the final definitions of the gathered publications as well as the scientific
approach of how the authors came up with their respective definition for data quality. Some of the
frameworks are generic, some are for specific areas. Eppler et al. perform a deeper analysis of 7 of the
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Figure 1: Data Quality Framework after ”Fitness for Use” approach by Wang and Strong 1996

found frameworks. They conclude that most frameworks entail a ”time” and a ”accessibility” dimen-
sion to measure data quality. Apart from that, all frameworks contain significant differences in the
final choice of attributes, and none of them deal explicitly with trade-offs and other interdependencies
between attributes.
Two examples of publications that find data quality attributes are Klein 2002 [45] and Veregin et
al. 1999[71]. Klein does a survey on students which results in the 5 categories: ”accuracy”, ”com-
pleteness”, ”relevance”, ”timeliness”, and ”amount of data”. Veregin defines data quality as following
attributes: ”accuracy”, ”precision”, ”consistency”, and ”completeness” and defines those attributes for
data in the domain of geography. Those publications are just two examples and as explained above a
lot of different researchers come up with completely different attributes, based on different approaches
and different use cases for their data in different domains.

Data Quality as Fitness for Use One strongly influential group for research in this field is the ”To-
tal Data Quality Management group” of MIT University led by Professor Richard Y. Wang. Wang’s
group distinguishes two types of data quality: objective measurements and subjective perceptions on
the data (from stakeholders). Moreover, objective measurements can be task-independent or task-
dependent [60]. The books “Journey to Data Quality” from (Yang W. Lee, Leo L. Pipino, James D.
Funk, Richard Y. Wang) from 2006 [49] and ”Data Quality” (By Richard Y. Wang, Mostapha Ziad,
Yang W. Lee) [73] are fundamental works of the topic.
In their publication [72] from 1996, Wang and Strong gather thoughts on how to create a framework that
captures the aspects of data quality. They classify research on data quality attributes into 3 categories:
(1) intuitive (on researchers experience), (2) theoretical, and (3) empirical. While most approaches
are from the 1st category, Wang’s team chose the 3rd one and ask data consumers/stakeholders about
their preferences.
For their own data quality framework they define “data quality” as “fitness for use”. This means,
they use the consumer’s opinion as the metric to measure data quality. They conduct a survey and a
sorting study to produce a data quality framework to capture dimensions that are important to their
stakeholders. Figure 1 shows the result of 15 weighted attributes for data quality categorized in 4
categories. Categorizing data quality attributes into 2 layers (with categories and subcategories) is
common between many data quality frameworks. (Note that Wang’s data quality framework is one of
the frameworks, which are compared in the previously noted summary of data quality frameworks by
Eppler et al. 2000 [29])
In their publication Pipino et al. 2002 [60], Wang’s team focuses on the Development of data measure-
ment metrics. Different companies and projects should choose their data quality measures differently,
according to their tasks. The authors provide a large set of possible data quality attributes and propose
different functional forms to measure data quality on those attributes, like simple ratio, min or max
operations and weighted average of attributes.
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To summarize their work, data quality is decided by the needs of the stakeholders and data users.
Thus, for every project one has to define data quality differently in line with the different stakeholders
and their interests.

Recent works on Data Quality The publication ”data quality for big data assessments” by Cai
et al. 2015 [17] gathers more recent data quality publications. The authors list studies and conclude
that existing work focuses on two areas: web data quality and data quality in specific domains (i.e.
biology, medicine, geophysics, telecommunications, scientific data, etc). They also highlight that big
data is becoming more and more important in data quality research.
One example of work focusing on big data is Katal et al. 2013 [44]. According to this work, big data
comes with the 4Vs: Volume, Velocity, Variety, and Value which lead to a set of different challenges
for data quality. Like many other data quality frameworks, the authors define a 2 layer framework,
consisting of categories and subcategories for data quality. For example ”availability” is a category
with subcategories ”accessibility”, ”timeliness”, and ”authorization”. The authors claim they use data
quality dimensions commonly accepted and widely used as big data quality standards and redefined
their basic concepts based on actual business needs. They come up with the categories ”Availability”,
”Usability”, ”Reliability”, ”Relevance”, ”Presentation Quality” and define those and the subcategories.
They also propose a pipeline for data quality assessment.
In conclusion, there are different data quality benchmarks and metrics for different industries and even
for a single industry, it is hard to find a general data quality definition. Also over time, the industries
change and different data aspects increase or decrease in overall importance.

3 Provenance

Definition Provenance, pedigree, lineage, traceability, and attribution are all terms to describe the
origin and history of data. In some publications those terms are referred to as slightly different terms,
while sometimes they are referred to as synonyms. A simple definition for the terms would be ”the
history of a data set”. The first publication to address this issue of “where does the data originate from”
and “which intermediate data sources were used to arrive at that data” was Wang et al. 1990 [74].
In this first publication the authors describe provenance as ”data source tagging” and ”intermediate
source tagging” problems. They formally define the problems and lay the first theoretical foundation
for them.
The term data lineage first appeared in [46] in 1991. Data lineage is first described as an output record
of all the contributory inputs of a data set. It means keeping the history of the data including origin
and changes inside the metadata. The term provenance was first introduced in 2000 by Bunemal et al.
[13]. Buneman describes provenance as an open problem in scientific databases, where users should
know about the origin and perform modifications on the data they use. DeLusignan et al. 2011 [24]
explains differences between the terms in more detail and gathers various definitions from different
authors and discusses them.
In publications around the year 2000, the term lineage is mostly used, while recent publications usually
use the term provenance as noted by Senerellart 2018 [63]. As it is the more modern term, we will
further use the term provenance in this report. Provenance plays an important role in the area of data
quality as information about the origin and history of data is crucial to measure the quality. Also, an
accurate history of a data set enhances data quality as it boosts some attributes like credibility and
transparency of the data.
Some authors distinguish multiple sub-categories of provenance, like why-provenance, how-provenance,
and where-provenance. The book ”Provenance in Databases. Why? How? Where?” from Cheney et
al. 2009 [18] gives a deeper explanation of those terms and an exhaustive overview of provenance.
Moreover, they explain the mathematical background and gather the research up to 2009 on the topic.
However, similar to the problem with data quality explained above, different projects and branches
have different criteria for what they exactly need. Therefore it is not easy to agree on a standard
provenance technique or representation, as different areas might have different needs. Thus, it is a
challenge for a suitable provenance standard to evolve.
In contrast to the data quality problem, the problem with provenance is a more mathematical problem.
It is not just a matter of how to represent the history but also which mathematical constructs are used
for the underlying operations. Additionally, it is a technical problem, for example to get provenance
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information while querying a sample in a large heterogeneous database. The following paragraphs give
an overview of the first provenance techniques, more recent publications and the mathematical view
on provenance as well as applications for specific areas.
Citing: Groth et al. 2004 [37], Moreau et al. 2011 [55], Lanter 1991 [46], Karvounarakis et al. 2012
[43], Hartig 2009 [39], Green et al. 2007 [35], Ives et al. 2008 [41] Deutch et al. 2014 [26], Davidson et
al. 2008 [23], [13], Amsterdamer et al. [6] [4], Amarilli et al. 2015 [2], Amarilli et al. 2016 [3]
Cited By: Moreau 2010 [54], Meliou et al. 2010 [52], Amsterdamer et al. 2011 [4], Missier et al. 2013
[53], Senellart et al. 2018 [65], Buneman 2019 [16], Ramusat 2018 [61]

First Provenance Techniques The publication Wang et al. 1990 [74] first addressed the issue of
finding the source of a data sample. Their ”polygen model” is a direct extension of the relational model
for multiple databases. Given a query, their model makes it possible to not only get the query result
but also the source of the data (they define the source of a data sample as the name of the database
from which a data sample is taken). Therefore they translate a polygen query into a set of local queries
using their proposed query translation mechanism. Moreover, they define a formal algebra for their
polygen queries.
Lee et al. 1998 [47] extend this work to mediation networks. Those networks consist of various
data sources including relational databases but also semi-structured data sources like web data. The
authors refer to the problem of provenance as ”ownership attribution”. They define ”attribution” as
an association between a value and a source of a data sample and offer a general framework to solve
this attribution problem for queries in heterogeneous data sources. Additionally, they introduce a
formal algebra for attribution.
In follow-up work, Lee et al. 1999 [48] introduce one of the first practical tools for extracting provenance
metadata while querying databases. The tool is called ’CI’, a corporate information integrator, and
applies XML as meta-data syntax. The prototype is designed to gather corporate information to help
data analysts in their daily activities at a company. Many other works discussed in the next paragraphs
also use XML or RDF based modeling for provenance information.
Citing: Cui and Widow 2000 [21]
Cited By: Cheney et al. 2009 [18], Cui and Widow 2003 [20], Buneman et al. 2006 [12], Cui and
Widow 2000 [19], Tan 2004 [70]

Provenance Overview There are various attempts to create metadata standards for provenance
representation. The publication ”taxonomy to understand and compare provenance techniques” Simmhan
et al. 2005 [66] gives an overview and taxonomy of provenance. They summarize various applications
for provenance. They classify provenance techniques into two groups: annotation and inversion tech-
niques. Annotation techniques store the metadata of transformations on the data set in some way.
Inversion techniques on the other hand keep the data in a way that all modifications can be inverted
and the user can access the raw data or middle steps of it.
In [68] the same authors perform a survey on 9 provenance systems. They compare the provenance
systems based on why they record provenance, what they describe and how they represent and store
provenance information. The publication offers a summary of provenance systems from up to 2005.
Another term to note is the concept of ”phantom lineage”. Widom 2004 [75] proposes phantom lineage
as lineage or provenance about missing or deleted data and as an addition to historical provenance.
The same publication also proposes a database system called ”Trio”. Trio manages accuracy and prove-
nance of Inexact (uncertain, probabilistic, fuzzy, approximate, incomplete, and imprecise) databases.
They design a query language as an extension to SQL.
To perform operations on annotations on databases, various publications introduce add-ons to the
algebraic structure of those annotations. Senellart 2018 [63] gives a provenance overview from a math-
ematical point of view and describes different provenance formalisms like boolean provenance and
provenance semirings, including provenance in probabilistic databases. The next paragraph focuses
on the mathematical modelling of provenance and the underlying add-ons to relational algebra. Up
to today the most commonly used mathematical representation of Provenance is the representation of
provenance as semirings.
Citing: Romeu 1999 [62], Guptill et al. 2013 [38], Woodruff et al. 1997 [76], Bose 2004 [10], Cui and
Widow 2000 [19], Widom 2004 [75]
Cited By: Muniswamy et al.2006 [57], Simmhan et al. 2006 [67], Dai and Lin 2008 [22], Glavic et al.
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2007 [33]

Provenance as Semirings Green et al. 2007 [35] [34] introduces the idea to represent provenance
annotations as commutative semirings of polynomials.
They analyze various attempts to store provenance as algebraic notations on samples in databases and
aim to generalize those techniques. They state a semiring is the most generic algebraic structure for
annotations on relations and it can generalize a lot of previously proposed techniques. Commutative
semirings are defined as structures (K,+, ∗, 0, 1) such that (K,+, 0) and (K, ∗, 1) are commutative
monoids. The authors choose K = N [x] the polynomials and show that they are as general as any
other possible K. They give the following definition for their Provenance semiring:

Let X be the set of tuple ids of a (usual) database instance I. The positive algebra prove-
nance semiring for I is the semiring of polynomials with variables (a.k.a. indeterminates)
from X and coefficients from N, with the operations defined as usual: (N [X],+, ∗, 0, 1).
[34]

The authors point out that they are talking about polynomials in commutative variables, so their
operations are ”the same as in middle-school algebra, except that subtraction is not allowed”. Besides
the mathematical formulation of provenance as semirings, the authors develop a technique to keep
query records with Datalog (a database query language in a syntax similar to the logic programming
language Prolog). This formulation of semirings is used as a base for most of the recent provenance
publications. The following publications extend this concept:
Fink et al. 2012 [31] compiles semiring expressions into so-called decomposition trees for more efficient
query evaluations. Geerts et al. 2010 [32] provides further mathematical thoughts on semirings for
provenance and extend Green’s work to record the provenance of data with different kinds of annota-
tions, while Amsterdamer 2011 [5] shows the limitations of the semiring approach. Senellart et al. 2019
[64] extend the theory of provenance semirings from relational databases to XML, graph, and triple
store (knowledge base) databases. Amarilli et al. 2015 [2] present a provenance framework for trees
and treelike instances, by describing a linear-time construction of a ”circuit provenance representation
for monadic second-order logic queries” and connect their work to the semiring definition. Citing:
Buneman et al. 2001 [14], Cui and Widom 2000 [21] Benjelloun et al. 2005 [7] Cited By: Davidson
et al. 2008 [23], Cheney et al. 2009 [18], Moreau et al. 2010 [54], Buneman et al. 2007 [15], Deutch
2014 [26], Deutchet al. 2015 [25], Senellart et al. 2018 [63]

Provenance for Specific Domains As explained above, similar to data quality in general, different
projects and branches have different criteria for what they need as provenance. In this paragraph, we
list some examples of publications, which propose provenance techniques for a given field of applications
and try to find a standard provenance technique for their area. Note that the following publications
are not an exhaustive list but just a small subset of provenance applications for specific domains:
Myers et al. from 2003 [58] propose a provenance framework for the area of multiscale chemical
science. They build a derivation graph for users to inspect. Zhao 2004 [82] describes an attempt to
build provenance for bioinformaticians. The authors formalize semantics for provenance logs and a
provenance model based on a resource description framework (RDF) database. Bose et al. 2004 [10]
propose a provenance model for earth science research on the example of satellite-derived ocean color
data. They also try to derive a general provenance model, storing metadata as XML or RDF graphs.
Jagadish et al. 2004 [42] uses provenance to estimate data quality and data reliability in the domain
of biological data.
Citing: [36], Szomszoret al. 2003 [69], Zhao et al. 2003 [81], Myers 2003 [58] Cited By: Simmhan
2005 [66], Bose et al. 2005 [11], Moreau et al. 2010 [54], Buneman et al. 2006 [12], Hasan et al. 2009
[40], Muniswamy et al. 2009 [56]

4 Conclusion

In this section we discuss opportunities to use machine learning to support data quality and provenance
techniques. This section starts with a brief overview of machine learning techniques for enhancing data
quality. Afterwards, we gather key publications from the area of “truth discovery”, which relies on
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data quality and provenance and can be formulated as an optimization problem and as such machine
learning can be used to solve it. Finally, we give an outlook of how machine learning could be integrated
in future provenance research.

Machine Learning for Data Quality It is obvious that data quality plays an important role to
enhance the performance of machine learning models. On the other side one can also use machine
learning to enhance data quality. Machine learning can be applied in the data collection step, to
enhance data quality. Maffettone 2021 [30] applies reinforcement learning to decide which data samples
are collected and added to a data set and which not. Machine learning can be applied to modify data
sets to enhance their quality, for example through eliminating weak samples in a data set like Wang et
al. 2020 [1] or through the optimal chain of preprocessing steps like Learn2Clean [8] using reinforcement
learning.
Also, as noted by Eppler et al. 2000 [29] data quality frameworks focus on attributes with linear
scoring. Interdependencies between attributes or non-linear dependencies are not modeled by current
data quality frameworks. Non-linear functions like neural networks could be trained to estimate a
quality score of a data set.

Truth Discovery In settings with different databases the same query might get different answers
from different data sources. Information in web data specifically, but also in other data sources, can
be unstructured and inaccurate, outdated or simply wrong. Finding out which information is true
and which is false is called truth discovery or truth finding. Inconsistencies between data sources are
very common and finding out which information is true and which is false is a complicated problem
as shown by Li et al. 2015 [51]. Naive techniques use a majority vote: If most databases give the
same answer and some give another answer, then the majority is most likely correct. However, there
are many cases where this leads to wrong results. There are many attempts to resolve those conflicts
between data sources, called data-fusion techniques. Most of them extend the voting scheme with a
trustworthiness score for each of the sources. Many extensions also assign a confidence value to the
specific returned data values. Li et al. 2015 [51] lists and compares the most prominent of those
data-fusion approaches.
One example of those approaches is Truthfinder by Yin et al. 2008 [77]. Here, the trustworthiness
of a website is higher if it provides many pieces of true information. When an information is shared
by many websites and the websites are trustworthy, then it is more likely that the information is
true. Other data-fusion approaches are based on other heuristics to figure out the trustworthiness of
a data source, like bayesian measures, web-links or information retrieval techniques. Web-link and
information retrieval techniques are good to find truth in categorical data, while bayesian probabilistic
models like Zhao et al. 2012 [80] are used for truth discovery with numerical data. Li et al. 2014 [50]
add optimizations for databases with different sizes as they claim that small databases should not be
trusted too much. This is because the true trustworthiness value is harder to estimate, because of the
small sample size. Pasternack 2010[59] proposes an approach to find the truth using prior knowledge.

Machine Learning for Truth Discovery Truth discovery can be formalized as an optimization
problem and as such machine learning algorithms can be applied. A truth discovery algorithm opti-
mizes the amount of correct choices between a set of answers from different data sets. As shown above,
a common idea is to optimize a trustworthiness score of the data sources and the confidence values
of data samples from the sources. Yin et al. 2011 [78] explores semi-supervised learning for finding
trustworthiness scores of data sources. They use ground-truth data and compare it to the data of the
sources to be able to identify how trustworthy the different data sources are. Their method is based
on studies on semi-supervised graph learning like Zhou et al. 2004 [83].
Another idea is to use machine learning algorithms to evaluate the evidence or confidence of data
samples. Yu et al. 2014 [79] explore truth discovery with neural networks and knowledge bases. They
compute a confidence score for every returned data sample by searching for evidence, using machine
learning based language models. After finding an answer to a query in a database the language models
search in the database for evidence to support their claim.
Some publications assign scores for different data quality attributes to the data sources. Dong et al.
2009 [28] evaluates coverage, exactness and freshness of their data sources. Optimizing those scores
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could be another possible task for machine learning algorithms.

Machine Learning for Provenance Provenance can help to evaluate the credibility of a data
source. Also, it can be used to find out if the data sets have the same source for their answer or if data
is copied between data sources. Provenance can help to evaluate how trustworthy and how recent a
database is.
Some truth discovery publications try to figure out provenance information or more specifically depen-
dencies between data sets directly from the data sources. Dong et al. 2009 [27], [28] develop a hidden
markov model that decides whether a source is a copier of another source and identifies the specific
moments at which it copies. They combine this model with a bayesian model, which assigns the final
truth value. Blanco 2010 [9] proposes another probabilistic approach to deal with this problem. Simi-
larly to those probabilistic models one could use machine learning models to find those dependencies
and provenance information between data sets.
Finally, Buneman 2019 [16] gathers many thoughts about the future of provenance research in gen-
eral but also specifically about the future of provenance on machine learning, mainly focusing on how
provenance can help machine learning to get a better interpretability.
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